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Introduction

• A lot of “big” data

• Rise of cloud computing

• Outsourced data storage

• Security concerns behind outsourcing data to public clouds



Introduction

• Possible solutions

• Use “trusted” public cloud services 

• Use private cloud infrastructure

• Use encryption



Introduction

• Access patterns of queries & operations leak data privacy and 
sensitive information

• When similar sequence of queries appears again, allow cloud to 
predict user actions

• Observing access patterns relates to privacy issues



Introduction

• Only hiding the content is not enough

• E.g. In an online health application, when the user selects a 
health condition from a list, the server would send back an 
updated web page with information on that illness. By learning 
the size of the page or file access pattern for each health 
condition, they could determine which conditions a user had 
without seeing any data (even if encrypted)



Introduction

• Theoretical interests
• Improve worst case theoretical bounds

• Hide large constant factors

• Hard to be implemented and used in practice

• Not been thoroughly compared with each other

• Never been experimentally tested against large data 

• Not easy to be correctly implemented with efficiency and 
scalability



Problem definition

• Data are stored in atomic units, referred as blocks.

• Each block has an unique ID, Block + ID = Item

• Capacity : the total number of items that an OS instance needs to support.

• Server : a general key-value storage service supports:

• 𝑔𝑒𝑡 𝑘 , 𝑝𝑢𝑡(𝑘, 𝑣) : get/put a value to a specific key

• 𝑔𝑒𝑡𝑅𝑎𝑛𝑔𝑒 𝑘1, 𝑘2, 𝑝 : return the first p items with keys in range [𝑘1, 𝑘2]

• 𝑑𝑒𝑙𝑅𝑎𝑛𝑔𝑒(𝑘1, 𝑘2) : remove all items with keys within range [𝑘1, 𝑘2]

• Client :

• Holds a small amount of private memory (either 𝑶(𝟏) or 𝒐(𝒏))

• User can pose 𝑔𝑒𝑡 𝑘 and 𝑝𝑢𝑡(𝑘, 𝑣) to the client to access her data



Preliminaries
• Oblivious sort

• Sorts a set of items by accessing the items in a fixed, predefined order

• Oblivious hash
• Hashes a set of items into an array of hash buckets
• Relies on an oblivious sort method

• Oblivious random permutation
• Selected at random with uniform probability from all possible permutations

• Oblivious storage
• A practical ORAM implementation



Basic Square Root ORAM

𝑔𝑒𝑡(𝑘)/𝑝𝑢𝑡(𝑘, 𝑣)
Found in cache?

Not found!

Client

Server

① 𝑔𝑒𝑡(ℎ𝑟(𝑘))

③ 𝑔𝑒𝑡/𝑢𝑝𝑑𝑎𝑡𝑒 item in cache

② append returned item to cache

𝑁 + 2 𝑁 items = 𝑁 original items + 𝑁 dummy items + 𝑁 shelter locations



Basic Square Root ORAM



Interleave Buffer Shuffle SR-ORAM

• Oblivious storage scheme

• Propose a new oblivious shuffle algorithm



Interleave Buffer Shuffle SR-ORAM



Basic Hierarchical ORAM

• Ask cloud to organize the blocks into a hierarchical structure

• Server: 
• log N “levels” for N items. Level i contains 2i buckets. Each bucket 

contains log N slots.

• Client: 
• scans & writes re-encrypted block back to level 1
• data blocks in level 1 reshuffle into level 2 every 2 operations
• Data blocks in level 2 reshuffle into level 3 every 4 operations



Basic Hierarchical ORAM



TP-ORAM

• Improved hierarchical ORAM by leveraging partitioning

• Subdivide the O-RAM into much smaller partitions

• the operations performed on the partitions can be handled much 
more efficiently.

• Each partition is a full functional ORAM scheme



TP-ORAM
• Position map to track which partition each item resides in

• Cache read/updated blocks in a random partition’s cache slot

• Evict items in cache slots periodically to its ORAM partition



TP-ORAM



BASIC BINARY-TREE ORAM

• Cloud storage is treated as a binary tree

• Each data block is mapped to a leaf node

• Selected uniformly at random



Path-ORAM

• Optimized binary-tree ORAM
• Organize data blocks on the server as a full binary tree (log𝑁 levels, 𝑁

leaf nodes).
• Each node in the tree is a bucket of 𝒁 items
• Each item is assigned to a random leaf node of the tree.

• Difference: each bucket contains different blocks



Path-ORAM
• There is a position map to track which leaf node is assigned to a 

data item.

• Retrieve the whole path that may contain the item and push all 
items on the path in client’s private stash

Server

Client
posMap

𝑁 leaf nodes

log𝑁 levels

stash



Path-ORAM



Comparison of ORAMs



Experiments

• Two machines: client and server
• Client: 6GB main memory

• Server: 95GB main memory and 1TB hard disk

• Connected by 1Gbps Ethernet

• Storage engine: MongoDB on the server

• AES encryption + SHA2 hash provided by CryptoPP

• Implement different ORAM schemes in a unified testbed.



Cloud and Client Storage Costs



Query Performance in the Cloud



Query Cost for the Client



Communication and End-to-End Cost



Recursive ORAMs



Using ORAM vs. Not Using ORAM



Other ORAMs

• Cuckoo Hashing ORAM

• Balanced ORAM

• Secure Multi-Party Computation



Conclusion #1

• Made a comprehensive survey on different ORAM constructions 
and principles.

• Implement different ORAM schemes in a unified testbed, and 
optimize them with respect to efficiency, scalability, and 
communication cost.

• Perform extensive experiments on large data to compare the 
performance of various ORAM constructions.



Conclusion #2

• Harm the performance of the database
• Destroys any locality of references
• Adds operation overheads 

• Only support read and write operations
• Complex queries may lead to large overhead



Thank you!


