
Factors Influencing Use of Virtual Private
Networks Over Traditional Wide Area

Networks by Decision-Making Technology
Managers

A Primary Research Study
Danielle Babb, PhD, MBA

International Symposium on Computer Science and
Technology 2005

Ningbo, China



Background & Study

VPN’s have changed the way
companies connect remote offices and
users to corporate backbones.
VPN’s are often looked to for cost

savings and connectivity.
VPN’s are one of the most common

ways as of June 2005 to connect
corporate networks.



Research

The study specifically focused on the
factors that influence an IT Manager’s
decision to use VPN’s over other
technology.
The researcher conducted primary

research to identify factors influencing
managers to choose Virtual Private
Networks (VPN’s) over traditional
Wide Area Networks (WANs).



Definitions

According to Webopedia.com:
– Virtual Private Network (VPN) – network

that is constructed by using public wires
to connect nodes. Using the public
Internet to create a private network.

– Wide Area Network (WAN) – a network
that connects two or more Local Area
Networks (LANs) by crossing a router.



Problem Introduction

What Information Technology
Manager perceptions influence the
use of VPNs over traditional WANs?
– Security
– Reliability
– Cost Savings
– Need for Wide Area Networking



Methodology Review
Web-based survey sent out by email to a

population of 1000 IT Managers.
Concerns over retaliation were mitigated

through cover letter, guarantee of
anonymity.

Some email addresses may not have been
valid as there is no way to validate through
the email listserv. IT people change jobs
frequently which could result in invalid
addresses.

Security and/or anti-spam filters may have
blocked some of the message from making
it through.



Results – Hypothesis 1

H1: An IT Manager’s decision to
recommend VPNs is independent of
his/her perception of its security.
P Value of .0000 < 0.05, reject the null
Conclusion: An IT Manager’s decision

to recommend VPNs is dependent on
his/her perception of its security.



Results – Hypothesis 2

H2: An IT Manager’s decision to
recommend VPNs is independent of
his/her desire to save money
P Value of .0000 < 0.05, reject the null
Conclusion: An IT Manager’s decision

to recommend VPNs is dependent on
his/her desire to save money.



Results - Hypothesis 3

H3: An IT Manager’s decision to
recommend VPNs is independent of
his/her perceived need for wide area
networking
P Value of .0000 < 0.05, reject the null
Conclusion: An IT Manager’s decision

to recommend VPNs is dependent on
his/her perceived need for wide area
networking.



Results – Hypothesis 4

H4: An IT Manager’s decision to
recommend VPNs is independent of
his/her perception of its reliability
P Value of .0000 < 0.05, reject the null
Conclusion: An IT Manager’s decision

to recommend VPNs is dependent on
his/her perception of its reliability



Results

There were 53 total responses in the two
week timeframe allowed.

While 1000 surveys were sent via email,
high turnover in the IT industry makes it
likely that a significant percentage didn't
receive the survey.

Security and anti-spam applications may
have blocked some surveys. Thus the
response rate could not be calculated, but it
is assumed to be average for email
surveys.



Results Continued

It can be concluded that all four factors
contribute to a manager’s decision to use
Virtual Private Networks.

Crosstabulation analysis revealed that the
number of users the manager supports was
correlated with willingness to recommend
VPNs.

Those respondents supporting larger
companies were more willing to recommend
the technology.



Results Continued

Seven out of eight IT Directors would
strongly recommend VPNs. No other
title had a majority in the strongly
agree category.



Results – Comments From
Respondents
VPNs in healthcare environments

were rated highly. Respondents cited
the ability to improve patient care and
provide telemedicine to patients in
rural areas.
VPNs are very stable and reliable and

a critical part of the business.
VPNs are used to accommodate

traveling employees.



Results – Comments From
Respondents
To be successfully implemented,

VPNs must integrate with Intrusion
Detection Systems, Anti-Virus
Solutions, Spam Control, Access
Logging, Security and Encryption.
Traditional frame relay is ‘dead’.



Representative Sample – Size of
Company
Sample is representative

– Chi Square Goodness of Fit test revealed
no significant difference in the distribution
of company sizes in the sample vs.
population.



Representative Sample – Title
of Respondents
The title of the company management

respondents was representative of what
would be found in an IT organization.
– 16% IT Manager
– 16% IT Director
– 2% VP of IT
– 5% CIO
– 47% Other (Consultant Managers, Chief

Security Officers, Network Architect Managers,
etc)

Based on additional research with similar
response rates also found to be valid.



Results Interpretation

There are many important areas when
selecting IT solutions.
Security is currently an important topic

in technology.
Companies are asking more of

technology, they want a cost-effective
solution that will be very reliable, and
they want it to fit a particular business
requirement.



Significance of Research

This research will help managers
understand four of the critical elements in
technology decision making.

This research reaffirms what is being noted
in other research today – that companies
are using many criteria, including security,
cost-benefit, reliability and need in their
decision making efforts

This research will help vendors and
manufacturers of new solutions understand
what their customer base is looking for.



Significance of Research
Continued
Companies with more users were more

inclined to recommend it. They may be
searching for lower cost solutions that will
support a high number of users to lower
administration costs.

Individuals with Director titles were far more
likely to strongly agree than those with other
titles. This may indicate that this level feels
empowered to make purchase decisions.
This may help reveal the way organizations
make decisions and which group is most
responsible for technology choices.



Significance of Research
Continued

The ability to integrate remote access
technology with other critical business
systems is becoming more obvious
and mentioned by respondents. This
is an indicator of what direction the
technology may head in.



Lessons Learned

Web surveys have a historically low
response rate.

A significant portion of the population may
not have received the survey due to filters
and/or invalid email addresses.

Further study might require an additional
method of surveying to increase responses.

It would be helpful to include additional titles
to help categorize respondents better. It
would be beneficial to have less in the
‘other’ category.



Suggestions for Further
Research

– Does prior security breach experience
change results?

– Does prior use of VPN technology
change results?

– Why does the company size change
results? What are these managers
looking for in the technology that
managers of smaller organizations might
not require?



Suggestions for Further
Research
New Research Areas

– Do the same results hold true for other
technologies? Is business dependence
on the technology (criticality) a factor?

– What combination of hardware and
software is most reliable for VPN and
Wide Area Network solutions?

– Do companies post-test their solutions to
see if they met their estimated ROI
analyses?



Suggestions for Further
Research
New Research Areas

– At what level do executives become
involved in IT decision making?

– What type of information are executives
looking for to validate recommendations
by IT management?

– Why does the title of the individual
recommending or not recommending the
technology impact the outcome?



Suggestions for Further
Research
New Research Areas

– Is Mean Time Between Failure (MTBF)
an accurate predictor for Wide Area
Network technology failure? How does
this contribute to perception of reliability,
therefore the willingness of managers to
recommend the technology?

– What combination of hardware and
software is most reliable for VPN and
Wide Area Network solutions?

– What role do VPNs play in telemedicine?



Questions and Answers
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