


SPEAKING THE ‘RIGHT’ LANGUAGE



What is…

“Right” ERM language is one of 20 best ERM practices
(Ingram, 2010)



What language is your organization speaking?

Same risks repeated in the ‘Risks That Matter’ list in different words.

When IA reports to the board, what do they say? What do YOU say?



What is the state of your communications?

Internal Audit

• Areas of risk to be 
managed.

• Roles and responsibilities

• Impact and Likelihood

• Exposure

Business Functions

• Are the scenarios, 
simulation analysis and 
measurement business 
approved?

• Do they understand specific 
risk impacts i.e. financial, 
operational, reputation, 
etc.

• What does impact mean for 
different people? 
Likelihood?

Board/ Executive Management

• How many risks are you 
communicating with them?

• Has their appetite been 
defined? Has this been 
communicated with the 
executive management?

A common ERM (business risk) language will enable diverse people to communicate more effectively; and it has to be ‘top-down’.



How to go about normalizing the language?

Up to date with 
company strategy

Part of the 
existing 

processes

Make it fun

Risk Management bingo

Discuss the strategy though the lens of risk management

Take the help of Business Excellence to embed risk 
terminology into the company vocabulary



Assurance language

• Risk model
– Drive risk assessments

– Strategy review

– Due diligence

• Risk management glossary, risk processes, etc. (use from the Protiviti paper)

Nothing authoritative as yet. 
However, “event categories” samples 
are laid out in an effort to encompass. 
But, always check suitability with your 
own organization.

COSO recommends a “top-down” 
approach. Management articulates 
objectives and risk categories and 
then, specific risk events are 
identified within each category. 
Beware of tunnel vision, though!

IA audits ERM also. Is the audit only to assess whether ERM is 
following leading practice?



Business language

•Risk arises from the activities carried 
out by the entity. If the activities, in 
turn, the processes are complex 
(knowingly or unknowingly), it’ll be 
difficult to build on it.

•What are the risks embedded within the 
processes

E.g. “We are a nimble/ agile 
organization” – needs 10 signatures to 
change a website

Operations

•If organization’s strategy and priorities 
are changing without ERM keeping up, 
the risks, it’s appetite and tolerance can 
become outdated (you are not speaking 
the same language).

• If the intent is to only mitigate the risks 
to being it down to acceptable limits, 
it’s one side of the coin. What about the 
other side, “How much risk should we 
take on to begin with?”

Strategy



Risk Maturity Model Exercise

Adoption of 
ERM based 
approach

Does each 
business area, 
function and 

process 
identify their 
own risks in 

the context of 
a common 

risk language?

Uncovering 
risks

Is 
standardized 

evaluation 
criteria for 
risk impact, 

likelihood and 
control 

effectiveness 
used…

ERM Process 
Management

Is a common 
risk 

management 
framework 
available to 
and used by 
all business 

areas?

Risk Appetite 
Management

Is the risk 
tolerance 
formally 

defined for 
each business 

area and 
category of 

risk?

Root Cause 
Discipline

Is uniform 
ERM 

vocabulary 
and 

information 
classification 
used by all 

departments?

Business 
Resiliency 

and 
Sustainability

Are root 
cause 

categories 
considered in 

planning?

Performance 
Management

Do business 
areas 

consider their 
impact on 

other areas of 
the 

organization 
when 

determining 
their goals?



Resources needed

Framework & Strategy

Seat at the table (?)

What do I need to get this 
risk language normalized?



Goals and objectives

 Documentation (not just policies and procedures)

 Risk Classifications
 Categories (give each area to the most relevant function)

 Levels

 Likelihood

 Internal/ external

 Appetite (document and communicate – NOW)
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