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The Internet of Things 

• Video: The Internet of Things by IBM 

• https://www.youtube.com/watch?v=iufb8YKs
oRU&index=13&list=PL39vG_DR4cqJzA4xtnev
gOaZb-efJBK7f 
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Introduction 
 In recent years, IoT have developed much and gained a lot of attentions 

both in academia and industry. By connecting sensors, tiny smart devices 
and everyday items with the Internet, IoT provides a new form of 
communications for people and devices, which makes the virtual 
information world integrated seamlessly with the real  world. 

 According to the architecture of IoT, there are trillions of things being 
deployed in the data sensing layer, which are connected together in 
network access layer through different wireless communication 
technologies and network infrastructures (such as sensor networks, RFID 
systems, 3G/4G technology, and so on). For example, many sensor nodes 

 collaborate to collect and forward data from their environment to a data 
management layer for processing, on the basis of which, an intelligent 
service layer provides various services for IoT users. [1] 



Antecedents 

Over 50% of Internet connections are things. In 
2011, there were over 15 billion things on the 
Web, with 50 billion+ intermittent connections. 
By 2020, there will be over 30 billion connected 
things, with over 200 billion with intermittent 
connections. Key technologies here include 
embedded sensors, image recognition and NFC. 
(Source: http://www.forbes.com/pictures/fgjd45lkk/internet-of-
things/) 



M A K I N G   B U S I N E S S   S E N S E   O F   T H E   I o T 



Requirements 

• IT and communications technology Challenge: 
infrastructure, protocols, standardizations & 
networking, security.   

• Environmental Challenges: Power sustainable 
source,M2M Communications, Fields 
Applications. 

• Social Impact: way to human thinking 

 

 

 

 



IT and communications technology 
Challenge 

• Replacing TCP/IP with IPv6 addresses: IPv4 has only 232 roughly 

4E109 addresses whereas IPv6 has 2128 roughly 3E1038 addresses. 

• Internet evolution: IoT will involve new standards whose development will 

require extensive industry partnerships. 

• Protocols & Networking: only a rigorously standardized approach at data 

transmission, data handling, servicing and policy level will facilitate a viable 
technology up-take. 

  The truly innovative element of the IEEE802.15.4e standard is the Timeslotted 
Channel Hopping (TSCH) protocol that represents the latest generation of highly 
reliable and low-power MAC protocols, conceived for multi-hop WSNs based on 
the Highway Addressable Remote Transducer (HART) technology. 

  

 

 

 

 

 



• Timeslotted Channel Hopping (TSCH) is based on a very simple concept: 
synchronize the nodes for obtaining energy efficiency since minimizing contention, 
and apply channel hopping for increasing reliability since gaining in frequency 
diversity. 

• WirelessHART is the wireless extension of HART, a long standing protocol suite for 
networking industrial equipment. 

• In WirelessHART, communications are precisely scheduled based on Time Division 
Multiple Access (TDMA) and employ a channel hopping scheme for achieving 
added data bandwidth and robustness. In detail, WirelessHART uses a 10 ms time 
slot, and a single algorithm for channel hopping is defined. Most of the traffic in 
the WirelessHART mesh networks is directed along graph routes. Graphs are a 
routing structure that creates a connection between network devices over one or 
more hops and one or more paths. Scheduling is performed by a centralized 
network manager that uses overall network routing information in combination 
with communication requirements provided by devices and applications. The 
schedule is translated into transmit and receive slots and transferred from the 
network manager to each device. Finally, the network manager continuously 
adapts the network graphs and network schedules to changes in the network 
topology and communication demand. 



• Since nodes communicate only when scheduled, they can keep their radios off for 
most of the time, and thus save energy. Moreover, since more nodes can transmit 
at the same time, using different channel offsets, it is possible to increase the 
network capacity. Finally, the frequency diversity implied by channel hopping 
mitigates the effects of external interference and multipath fading. 

• TSCH does not impose the use of a centralized solution. Thus, both centralized and 
distributed approaches can be used for building a schedule that fulfills the specific 
requirements of the network. 

• Whilst in both cases (i.e., centralized and distributed) the schedule needs to be 
built carefully to ensure a proper network behavior, centralized schedules are 
known to be superior to distributed ones for fairly static network [22]. Particularly, 
under increasing load conditions, they offer better performance as it has been 
corroborated by commercial deployment of thousands of nodes using TSMP. 

• TASA a centralized scheduling algorithm, for static1 multi-hop IEEE802.15.4e 
networks. In order to maximize parallel transmissions, TASA allocates time slots 
and channel-offsets based on the network topology. TASA builds the schedule 
based also on the data-traffic load offered by each source node to the network. In 
this way, it allows to obtain better performance in terms of throughput and 
latency, using a smaller number of channels. 



•  The TASA algorithm is able to fulfill the main requirements in term of delay, duty 
cycle, and power consumption, of industrial sensor IoT applications. Therefore, it is 
a potential scheduling candidate for industrial IoT protocol stacks, adopting the 
IEEE802.15.4e TSCH at the MAC layer. TASA has been designed for building 
efficient schedules for data gathering networks, such as WSNs. 

 

 

 

 

 

 

 

 

 

 
• (source: On Optimal Scheduling in Duty-Cycled Industrial IoT Applications Using IEEE802.15.4e TSCH - Maria Rita 

Palattella, Member, IEEE, Nicola Accettura, Member, IEEE, Luigi Alfredo Grieco, Senior Member, IEEE, Gennaro Boggia, Senior 
Member, IEEE, Mischa Dohler, Senior Member, IEEE, and Thomas Engel, October 2013, IEEE Sensors Journal) 



Security 

• If a WSN is integrated into the Internet as a part of the Internet of things (IoT), 
there will appear new security challenges, such as setup of a secure channel 
between a sensor node and an Internet host. 

• Security is very important for IoTs. As a main communication mode, the security 
mechanism for multicast is not only the measure to ensure secured  
communications, but also the precondition for other security services. 

• WSNs are ad hoc networks which usually consist of a large number of tiny sensor 
nodes with limited resources and one or more base stations. Usually, sensor nodes 
consist of a processing unit with limited computational power and limited capacity. 
On the other hand, the base station is a powerful trusted device that acts as an 
interface between the network user and the nodes. A user of the WSNs can read 
the data received from the sensors through the base station. If we hope to read 
the data anywhere in the world, we need to integrate the WSNs into the Internet 
as part of the IoT.  

 



• There are three methods to accomplish this integration, front-end proxy solution, 
gateway solution and TCP/IP overlay solution. 

• Front-end proxy solution, the base station acts as an interface between the WSNs 
and the Internet. There is no direct connection between the Internet and a sensor 
node. The base station parses all incoming and outgoing information. 

• Gateway solution, the base station acts as an application layer gateway that 
translates the lower layer protocols from both networks. 

• TCP/IP overlay solution, sensor nodes communicate with other nodes using TCP/IP. 
The base station acts as a router that forwards the packets from and to the sensor 
nodes. 

• In both gateway solution and TCP/IP overlay solution, the sensor nodes can 
communicate with the Internet hosts directly. However, new security challenges 
will appear, such as setup of a secure channel between a sensor node and an 
Internet host that supports end-to-end authentication and confidentiality services. 

 

 



• To support the authenticity of public keys in the public key cryptography, there are 
two main infrastructures called public key infrastructure (PKI) and identity-based 
cryptography (IBC). 

• PKI: a certificate authority (CA) issues a certificate which provides an unforgettable 
and trusted link between the public key and the identity of a user by the signature 
of the CA. The drawback of the PKI is that we need to manage certificates, 
including revocation, storage and distribution. In addition, we need to verify the 
validity of certificates before using them. The PKI technique has been widely 
developed and applied in the Internet. 

• IBC: a user’s public key is derived directly from its identity information, such as 
telephone numbers, email addresses and IP addresses. Secret keys are generated 
for users by a trusted third party called private key generator (PKG). Authenticity of 
a public key is explicitly verified without requiring any certificate. The advantage of 
the IBC is that we eliminate the need for certificates and some of the problems 
associated with them. 

 



• Signcryption is a new cryptographic primitive that fulfills both the functions of 
digital signature and public key encryption in a logical single step, at a cost 
significantly lower than that required by the traditional signature-then-encryption 
approach. That is, signcryption can simultaneously achieves confidentiality, 
integrity, authentication and non-repudiation at a lower cost. The performance 
advantage of signcryption over the signature-then-encryption method makes 
signcryption useful in many applications, such as electronic commerce, mobile 
communications and smart cards. 

 

 

 

 

 

 

 

 
• (Source: IEEE SENSORS JOURNAL, VOL. 13, NO. 10, OCTOBER 2013 3677, Practical Secure Communication for Integrating 

Wireless Sensor Networks Into the Internet of Things - Fagen Li and Pan Xiong) 



Environmental Challenges 

• WSN are well suited for long-term environmental data acquisition for IoT 
representation. Must be considered the application requirements for low cost, 
high number of sensors, fast deployment, long lifetime, low maintenance, and 
high quality of service using a functional design and implementation of a complete 
WSN platform that can be used for a range of long-term environmental monitoring 
IoT applications.  

• In the simplest star topology, the sensor nodes connect directly to the gateways, 
and each gateway autonomously connects to the server. 

• This application can be part of all three WSN categories: 

• Event-driven (as we have seen) 

• Time-driven (e.g., if the sensor nodes periodically send the air temperature) 

• Query-driven (e.g., if the current temperature can be requested by the operator). 



• This means that the infrastructure that supports the operation of this application 
can be reused for a wide class of similar long-term environmental monitoring 
applications like: 

 • water level for lakes, streams, sewages; 

 • gas concentration in air for cities, laboratories, deposits; 

 • soil humidity and other characteristics; 

 • inclination for static structures (e.g., bridges, dams); 

 • position changes for, e.g., land slides; 

 • lighting conditions either as part of a combined sensing or standalone, e.g., to 
detect intrusions in dark places; 

 • infrared radiation for heat (fire) or animal detection 

 



• Thus, the requirements of a WSN platform for IoT long-term environmental 
monitoring can be defined as follows:  

 • low-cost, small sensor nodes with on-board processing, self-testing, and error 
recovery capabilities; 

 • low-cost, small gateways (sinks) with self-testing, error recovery and remote 
update capabilities, and supporting several types of long-range communication; 

 • sufficient gateway hardware and software resources to support specific 
application needs (e.g., local transducers, and data storage and processing); 

 • detection of field events on-board the gateway to reduce network traffic and 
energy consumption;  

 • field communication protocol efficiently supporting: 

 —from few sparse to a very large number of nodes; 

 —low data traffic in small packets; 

 • fast and reliable field node deployment procedure;                                                    
• remote configuration and update of field nodes;  

 • high availability of service of field nodes and servers, reliable data 
communication and storage at all levels; 

 • node ruggedization for long-term environment exposure; 



 • extensible server architecture for easy adaptation to different IoT application 
requirements; 

 • multiple-access channels to server data for both human operators and 
automated processing; 

 • programmable multichannel alerts; 

 • automatic detection and report of WSN platform faults (e.g., faulty sensor 
nodes) within hours, up to a day; 

 • 3–10 years of maintenance-free service 

 

 

 

 

 

 
• (Source: IEEE JOURNAL ON EMERGING AND SELECTED TOPICS IN CIRCUITS AND SYSTEMS, VOL. 3, NO. 1, 

MARCH 2013 45- Design of a WSN Platform for Long-Term Environmental Monitoring for IoT Applications - 
Mihai T. Lazarescu) 



PCB of sensor nodes for environmental monitoring: (a) for in situ wildfire 
detection, (b) for mostly analog, and (c) for mostly digital applications 

(scale 1:1 aprox.). 



PCB of the gateway node for environmental monitoring: (a) top view 
and (b) side view with the GPRS modem mounted on top (scale 1:1 aprox.). 



Display of the status of a 1000-sensor node field &  
 Typical deployment for the reference application nodes: (a) sensor and 

(b) gateway at the bottom of a birdhouse. 



Wireless Sensor Networks 
(WSN) 

• Energy-Efficient Sensor Networks 
The goal of the project is to improve the performance and 
longevity of sensor networks that are deployed in various 
environments but rely on non-renewable energy supply in the 
form of single battery packs on each sensor. Therefore it is 
important to design sensor nodes and network protocols that 
conserve energy and satisfy the application requirements of the 
network (e.g. target detection, environmental monitoring, etc.). 









Source: The Internet of Things in the Cloud: A Middleware Perspective, Honbo Zhou, CRC Press, October 29, 2012 

 



Project: Smart Grid Campus 
UMD is a living laboratory of "smartgrid" technology, adding renewable energy generation, state of art controls, vehicle charging 
stations, and a fleet of electric vehicles to its 50 MW microgrid. 

 

 

• Discretely-Constrained Mathematical Programs 

• Energy-Efficient Sensor Networks 

• Foundations for Design and Implementation of Software Radio Platforms 

• Grey Box Building Models for Demand Response Energy Trading 

• Grid Integration of Renewable Energy Sources and Plug-In Electric Vehicles 

• Integration of AC/DC Charger and DC/DC Converter for Plug-In Hybrid Electric Vehicles. 

• Low Loss Polymer Nanoparticle Composites for Radio Frequency Devices 

• Mathematical Programs with Equilibrium Constraints in Electric Power Markets 

• Memory Management as a Run-time Service 

• Resonant Inductive Near-field Generation System (RINGS) 

• Solid State Sensors 

• Stochastic Complementarity Problems: Algorithms and Models 

• Streamlined Embedded Technologies 

• Superconducting Resonant Inductive Wireless Power Transfer 

 

(Source: University of Maryland Energy Research Center website) 



Future: Economy 
• The IoT Business Index by The Economist Intelligence Unit Video - 

https://www.youtube.com/watch?v=-jTmXkiLGEY 

• Three-quarters of companies (75%) are either actively exploring the IoT or 
already using it 

• Companies worldwide are currently in the research stage of the IoT 
business index (at point 4 on a scale of 1 to 10) 

• The majority opinion (61%) among senior executives is that companies 
slow to integrate the IoT into their business will fall behind the 
competition 

• Since 2012 only around 30% of organisations have seen double-digit 
growth in IoT investment 

• Three years from now, almost all senior executives (96%) expect their 
business to be using the IoT in some respect 

 
(Source: http://www.economistinsights.com/analysis/internet-things-business-index) 
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Summary 

• The Social Web of Things by Ericsson 

• Comments 

• Questions 

https://www.youtube.com/watch?v=i5AuzQXBsG4&index=11&list=PL39vG_DR4cqJzA4xtnevgOaZb-efJBK7f


Glossary 

• NFC: Near field communication. 

• TCP/IP: Transmission Control Protocol/ Internet Protocol 

• MAC: Medium Access Control. 

• TSMP: Time Synchronized Mesh Protocol. 

• RFID: radio-frequency identification. 

 

 


