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Network Layer Mobility[1]

 Mobile end systems frequently change their point of attachment.
 Common networking protocol is needed to support mobility.
 Current internet protocol suite - assumes stationary end 

systems.
 Complete redesign of internetworking protocols. 
 Additional services at the network layer. 



  

Internet Naming and Addressing

 Internet architecture - hosts have a unique addresses.
 Hierarchical addressing - routers only use the network part of 

the address.
 Mobile host movement – new address allocation
 Host names -user-defined aliases. 
 A translation mechanism - defines a mapping between host 

names and addresses. 
 DNS



  

Mobility Problem

 Static hosts -names and addresses can be used 
interchangeably.

 Mobile hosts - addresses cannot be used as unique identifiers. 
 Name - location independent identifier for referring to a mobile 

host.



  

Why not DNS

 Mobile hosts - name to address binding changes.
 DNS must provide additional services. 
 But…
 No support for dynamic updates.
 Optimization of access cost, not the update cost.
 Clients cache DNS records – No callback mechanism.



  

Internet View

 A TCP connection is identified by a 4-tuple

< Source IP address, Source TCP Port, Destination IP 
address, Destination TCP Port>

 If either host moves following problems occur
 New IP address - All TCP connections are lost.
 Address Retained – No forwarding by routers

 Fundamental Problem – IP address used both as 
an end-point identifier and a routing directive



  

Network Layer Solution Architecture

 Mobile host – frequently changes its point of attachment
 Home Address – An assigned IP address
 Home Network – The network from whose address space the 

mobile host gets the home address
 Foreign Network – A network other than home to which a mobile 

host can connect.
 Mobile host in home network – Existing internet routing 

algorithms will work.
 Mobile host leaves home network – home address can no 

longer be used for routing.
 Host’s address needs to be retained to retain all active transport 

connections.
 Conflicting requirements.



  

Two-Tier Addressing 

 Two internet addresses with 
a mobile host

 Routing Directive  - point of 
attachment 

 Dynamic
 End-point Identifier  - Home 

address 
 Static



  

Routing Process

 Mobile host remains virtually connected to its home.
 Packets destined for a mobile host contain address of a 

Forwarding Agent (FA) in the forwarding address. 
 FA - a wireless base station . 
 Location directory LD - records the association between home 

and forwarding address.
 Address Translation Agent - Performs address translation 
 f(home address)    (forwarding address).
 Location update protocol (LUP) is used to keep LD and its 

cached copies consistent at all times.



  

Packet Forwarding Operation



  

Address Translation Mechanisms

 Encapsulation
 Loose Source Routing



  

Mobile IP Proposals

 All mobile IP proposals can be viewed as special cases of the 
proposed architecture. A mapping to candidate mobile IP 
proposals has been presented.

 The discussed proposals include

1. Columbia Scheme

2. Sony Scheme

3. LSR Scheme

4. Mobile IP Working Group Proposal

5. Mobile IP with Route Optimization

6. IPv6 Mobility Proposal.



  

Columbia Scheme

 Designed to support mobility within a campus environment.
 Cooperating Mobile Support Routers (MSRs) advertise 

reachibility to a wireless subnet from which mobile hosts are 
allocated addresses.

 MSRs provide access points for connection with the campus 
backbone and are also responsible for forwarding traffic to and 
from mobile hosts.

 When a packet is sent to a mobile host, it first reaches the 
closest MSR.

 If the mobile host is in the same wireless cell the packet is 
delivered otherwise it is forwarded to the responsible MSR.

 If the responsible MSR is unknown a WHO_HAS query is sent 
to all MSRs.



  

Mapping 

 Packets for hosts in same coverage area MSR = FA.
 Packets for other mobile hosts MSR =  ATA.
 MSR’s table of mobile hosts constitute the segment of the LD. 
 LUP uses a lazy-update approach. 
 Good for within a campus environment.
 Doesn’t scale well for with the global internet.



  

Acoustic Modems for Ubiquitous Computing 
[2,3,4]

 Sound offers special features
 Sound - not been used in digital communications 
 Data rates are low for sound
 Device to device aerial acoustic communications
 Faster CPUs - Cheap acoustic modems.
 Infrastructure for communication using sound.



  

Criteria for Audible-range acoustic modems

 Message of communication must be pleasant to people
 System should be deployed in ordinary hardware 
 System should use existing infrastructure for voice. 
 Coding and Decoding must be performed by software.



  

When to use sound

 Low bit rates
 Easy Deployment in existing infrastructure
 Use human awareness 
 Requires short-range broadcasts.



  

Application of Digital Voices

 One application developed 
at XeroxPARC, uses sound 
to transmit pre-
authentication information in 
wireless networks.

 Communication systems that 
produce acoustic messages 
using natural sounds, such 
as bird songs or crickets.

 One of the communication 
systems sounds like R2D2, 
the robot from Star Wars 
movies. 



  

Standard Modulation Techniques

 Standard modulation techniques used in non-audible modems 
are inappropriate for audible modems 

 People relate these sound to machine communications

 Musically oriented variations of common modulation techniques.



  

Frequency Hopping

 Frequency hopping changes a channel’s carrier frequency as a 
function of time

 Minimizes collisions and prevent message detection

 key factor in producing melodic messages in aerial acoustic 
communication 



  

Bio-inspired modulation techniques

 Several sound designs target emulation of communication 
systems used by imaginary and real creatures.



  

Imaginary Creatures

 Characters mapped to R2D2 
like sounds

 Three types of R2D2 sounds 
 Transmission rate - 35bps.



  

Animals

 Time-Frequency analysis done
 Information is modulated in amplitude, frequency, and phase.



  

Conclusion

 Modems produced sounds that are pleasing to humans .
 Simple signal processing techniques were used at the receivers.



  

The Bluetooth Radio System[5]

 Bluetooth technology eliminates the need for wires, cables and 
the corresponding connectors 

 This technology enables the design of low-power, small sized, 
low-cost radios which can be embedded into portable devices. 

 This will lead to ubiquitous connectivity, connecting everything 
to everything without any user interaction



  

Impacts of environmental characteristics

• Applied radio spectrum
• Determining units available for connection
• Connection establishment
• Multiple access scheme
• Channel allocation
• Medium access control
• Service prioritization
• Mutual Interference
• Power consumption.



  

Bluetooth Radio System Architecture

Radio Spectrum

 Spectrum - open to public and available world wide.

 Industrial, Scientific, Medical (ISM) band is globally available.

 Regulations can differ 

Interference Immunity

 Suppression  - coding or direct sequence spreading

 Avoidance -  signal transmitted at points in frequency and/or 
time where interference is low or absent.



  

Bluetooth Radio System Architecture

Multiple Access Scheme 

 Driven by lack of coordination and regulations in 
ISM band.

 FDMA - attractive but doesn’t fulfill spreading 
requirements.

 TDMA – strict time synchronization needed 
which makes is unattractive

 CDMA – Provides spreading and can deal with 
uncoordinated systems.

 (DS) – CDMA  - near far problem, common 
timing reference needed.

 (FH) – CDMA – best choice for adhoc radio 
systems

 Bluetooth uses (FH) – CDMA.

Modulation Scheme

 Bluetooth uses Gausssian-shaped frequency 
shift keying

 Demodulation – achieved by a limiting FM 
discriminator

 Modulation scheme allows implementation of 
low-cost radio units.



  

Bluetooth Radio System Architecture

Medium Access Control

 Bluetooth - large number of independent channels 

 A FH Bluetooth channel is associated with a piconet.

 Piconet - identity and system clock of a master unit.

 The master controls the traffic and access control.

 Master implements centralized control

 Time slots are alternately used for master and slave transmission.

 Master applies polling to prevent collision 



  

Bluetooth Radio System Architecture

Packet-Based Communications

 Single packet per slot

 Packets have same format – An access code , followed by a 
header and user payload.

 Bluetooth defines 4 control packets ID, Null, POLL, FHS.

 12 other types of packets.



  

Bluetooth Radio System Architecture

Physical Link Definition

 Two types of physical links
 

 Synchronous connection-oriented link
 Asynchronous connectionless link

Hop selection mechanism

 A black box with an identity and clock input, and a hop carrier as 
an output.



  

Bluetooth Radio System Architecture

Connection Establishment

 Three elements are used for connection establishement namely scan, page and 
inquiry.

 In idle mode unit wants to sleep most of the time – but has to listen for connection 
establishment.

 No common control channel that can be locked to listen for page message (connection 
requests)

 In bluetooth units periodically wake up to listen for its identity
 Different hop carriers scanned with every wake up.
 A native clock in the unit schedules wake up operations
 Paging unit knows identity of the unit it wants to connect to.
 Knows wakeup sequence and can generate access code.
 Access code is then transmitted repeatedly at different frequencies.
 When idle unit receives the page message, a message is returned to the paging unit.
 The pager sends a FHS packet containing its complete information such as identity 

and clock.
 A piconet is then established where the paging unit is the master and idle unit is the 

slave.
 If identity of the recipient is not known an inquiry message can be broadcasted that 

induces recipients to return their address and clock information.



  

Bluetooth Radio System Architecture

Error Correction

 Forward Error Correction (FEC) and packet retransmission 
schemes.

 Asynchronous Links - Automatic Repeat Request.
 Bluetooth implemented a fast-ARQ scheme.

Power Management

 In idle mode, unit scans a little over 10 ms every T seconds, 
where T can range from 1.28 to 3.84 seconds.

 Transmitting only when data is available 
 Link control information sent using a Null packet without a 

payload. 
 PARK
 SNIFF



  

Bluetooth Radio System Architecture

Security

 Authentication at connection establishment
 Claimant transmits 48-bit address to the verifier.
 Verifier returns a 128-bit random number as a challenge
 Claimant address, the random number and a 128-bit secret link key go to a hash function 
 Hash function produces a 32-bit response SRES and a 96-bit authenticated chiper offset 

ACO.
 If the generated SRES matches with that of the verifier, connection establishment is 

continued.
 ACO is used for encryption to prevent eavesdropping on the link.

Interpiconet Communications

 Tens of piconets can operate in the same area without noticeable performance 
degradation.

 Units can participate in different piconets.
 Radio can tune to a single hop carrier at a time a unit can communicate inonly one piconet.
 Jumping between piconets is possible after adjusting piconet channel parameters (master 

identity and clock). 
 HOLD mode in Bluetooth allows unit to temporarily leave one piconet and visit another.



  

A Review of Current Routing Protocols for 
Ad Hoc Mobile Wireless Networks
[6]



  

The contribution of the paper

 Provides brief description of several routing protocols proposed 
for ad hoc mobile networks

 Classifies the protocols according to the routing strategy. 
 Presents a comparison among the protocols: features, 

differences, and characteristics.



  

Ad Hoc network

 Infrastructure less mobile network, commonly known as an ad 
hoc network. Infrastructure less networks have no fixed routers; 
all nodes are capable of movement and can be connected 
dynamically in an arbitrary manner.

 Ad Hoc networks can be categorized as:
 Table-driven
 Source-initiated (demand-driven)



  

The Classification of protocols



  

Table-driven Protocols

 Table-driven routing protocols attempt to maintain consistent, up-to-date 
routing information from each node to every other node in the network. 
These protocols require each node to maintain one or more tables to 
store routing information, and they respond to changes in network 
topology by propagating updates throughout the network in order to 
maintain a consistent network view. The areas in which they differ are 
the number of necessary routing-related tables and the methods by 
which changes in network structure are broadcast. The following 
sections discuss some of the existing table-driven ad hoc routing 
protocols.



  

Destination-Sequenced Distance-vector 
Routing (DSDV)

 Each node maintains every possible destinations
 Common in table-driven

 Tables
 Routing Table + table to keep track of incremental updates

 Periodic updates
 Full Dump
 Incremental updates

 Drawback
 Periodic updates regardless of the # of changes in the 

topology
 Bandwidth usage for each full dump is very high



  

Cluster Gateway Switch Routing (CGSR)
 Hierarchical address space

 Nodes are grouped into clusters.
 Special nodes

 Cluster head (selected by cluster head selection algo)
 Forwards packets to gateways on behalf of source 

nodes
 Dynamically elected

 Gateway
 nodes within the communication range of two or more 

cluster head
 Tables

 Cluster member table: (node -> cluster head)
 Routing table: (cluster head -> next hop)

 Using DSDV to broadcast the member table periodically
 Drawback

 Too frequent cluster head selection can be an overhead
 Cluster nodes and Gateway can be a bottleneck



  

CGSR example



  

Wireless Routing Protocol (WRP)
 Each node in the network is responsible for maintaining four Tables

 Distance table
 Routing table
 Link-cost table
 Message retransmission list (MRL) table
    (The MRL contains the sequence number of the update message, 

a retransmission counter (how often a message is retransmitted 
before the connection is rebuild) and a list of updates sent in the 
update message.)

 Periodic hello message
 To keep track of alive neighbors
 Every neighbor is required to send ACKs for each update packet 

received
 Loop Free

 By forcing each node to check consistency of predecessor 
information reported by all it neighbors

 Drawback
 4 tables requires a large amount of memory
 Periodic hello message consumes power and bandwidth



  

Comparison among Table-driven routing 
protocols



  

On-demand Routing

 This type of routing creates routes only when desired by the source node. 
 When a node requires a route to a destination, it initiates a route 

discovery process within the network. 
 This process is completed once a route is found or all possible route 

permutations have been examined.
 Once a route has been established, it is maintained by a route 

maintenance procedure until either the destination becomes inaccessible 
along every path from the source or until the route is no longer desired.



  

Ad Hoc On-demand Distance Vector 
Routing (AODV)

 On-demand version of DSDV(Destination-Sequenced Distance-
vector Routing)

 Pure on-demand routing acquisition system
 Nodes out of the routing path doesn’t maintain any 

information about the path
 Assumes a symmetric link 

 Route reply packets use the reverse path of route request 
packets

 Route Timer : remove old entries
 Supports multicast



  

AODV
 AODV deals with routing table. Every node has a routing table. When a 

node knows a route to the destination, it sends a route reply to the source 
node. Its entries are: 

 Destination IP Address
 Prefix Size
 Destination Sequence Number
 Next Hop IP Address
 Lifetime (expiration or deletion time of the route)
 Hop Count (number of hops to reach the destination)
 Network Interface
 Other state and routing flags (e.g., valid, invalid)
 Route Requests (RREQs), Route Replies (RREPs) and Route Errors 

(RERRs) are message types defined by AODV.



  

Example
S would like to communicate with D

The node broadcasts a RREQ to 
find a route to the destination. S 
generates a Route Request with 
destination address, Sequence 
number and Broadcast ID and 
sent it to his neighbor nodes

Each node receiving the route request 
sends a route back

A route can be determined when the 
RREQ reaches a node that offers 
accessibility to the destination.



  

Example
The route is available by uni-casting a RREP back to D and is written in the routing table from S.

Now node S can communicate with node D.



  

AODV

 Advantages
 loop free routing
 optional multicast
 reduced control overhead

 Disadvantages
 delay caused by route discovery process
 bidirectional connection needed in order to detect an 

unidirectional link



  

Dynamic Source Routing (DSR)
 Route Cache : maintains source routes
 Append visited node id into a packet
 Assumes an asymmetric path

 A destination node sends another Route request to the 
source node to find a reverse path

 Reply is piggybacked on the request packet.
 Advantage

 No periodic hello message
 Fast recovery: cache can store multiple paths to a 

destination
 Disadvantage

 Scalability : packet size grows with the network size



  

Temporally Ordered Routing Algorithm 
(TORA)
 “Height”

 Logical metric to build Directed Acyclic Graph (DAG) rooted 
at the destination.

 Timing is important(stores the time since a link failure)
 Because it assumes the synchronized clock among nodes
 Therefore, it relies on external time source such as GPS

 Advantage:
 Supports multiple paths to a destination (like DSR)

 Disadvantage:
 Reliance on global time synchronization



  

Associativity-Based Routing (ABR)
 Connection-oriented approach
 Associativity table

 A node increases associativity of its neighbor when it 
receives periodic beacon message from the neighbor.

 Represents association stability (i.e. connection stability)
 Route Discovery

 Append associativity into the packet
 Destination node examines the best routes by associativity 

values in the packets
 Destination sends the reply along the selected path

 Prefers long-lived routes
 Selecting nodes with less mobility. (i.e. high degree of 

association)
 Advantage:

 Free from duplicate packets.
 Disadvantage:

 Short beaconing interval to reflect association degree 
precisely.



  

Signal Stability Routing (SSR)

 Selects routes based on signal strength between 
nodes

 Prefers stronger connectivity. 
 Tables

 Signal Strength Table (SST)
 Routing Table (RT)

 Two protocols
 Dynamic Routing Protocol (DRP): manages SST & RT
 Static Routing Protocol (SRP): forwards packets based 

on RT
 Advantage:

 To select strong connection leads to fewer route 
reconstruction

 Disadvantage:
 Long delay since intermediate nodes can’t answer the 

path (unlike AODV, DSR)



  

Comparison among On-demand routing 
protocols



  

Table-driven vs. On-demand

Parameters On-demand Table-driven

Availability of routing 
information

Available when 
needed

Always available 
regardless of need

Periodic route 
updates

Not required Required

Coping with mobility
Use localized route 

discovery

(ABR and SSR)

Inform other nodes 
to achieve a 

consistent routing 
table

Signaling traffic
Grows with 

increasing mobility of 
active routes

Greater than that of 
on-demand routing



  

IrDA: Past, Present and Future[7]

 Infrared Data Association (IrDA)
 Usefulness

 Simply share files between devices
 Connect to the local LAN
 Dial in from a portable PC or PDA via an IrDA-enabled
 cell phone
 Print to an IrDA-enabled printer
 Etc…



  

History

 The IrDA was formed in June 1993

 1993 requirements:
 Marginal cost to add infrared to a product , under $5
 Data rates of up to 115 kb/s
 Range from contact (0 m) through at least 1 m
 Angular coverage defined by a 15–30 degree half-angle 

cone



  

Device and Service Discovery

 IrLAP provides a basic device discovery mechanism. Functionally, the 
result of invoking the IrLAP discovery process is a list of records that 
encode:

• Device Address: A 32-bit semi-permanent device identifier of the 
discovered device.

• Nickname: A short multilingual name for the discovered device that 
may be presented in user interfaces to aid in selection.

• Hints: A bit mask giving non authoritative hints as to the services 
that may be available on the discovered device.



  

IrDA 1.x and Advanced Infrared (AIR)

 Four protocol layers, IrPHY, IrLAP, IrLMP, and TinyTP, form the core of 
IrDA platform. Their functions are as follows:

 IrPHY is the physical layer. It provides packet transmission and 
reception for individual packets, and the means to determine when the 
infrared medium is busy.

 IrLAP is the Infrared Link Access Protocol. It provides for the 
discovery of devices within range and the establishment of reliable 
connections between them. 

 IrLMP is the Infrared Link Management Protocol. It provides 
connection-oriented multiplexing services with both sequenced and 
unsequenced delivery properties (LM-MUX) and service information 
access (LM-IAS). LM-MUX provides for multiple logically independent 
channels between application entities within the communicating 
devices. LM-IAS provides query/response services on an information 
base that contains essential contact information that enables 
prospective service users (clients) to indentify and bind to service 
providers (servers).

 TinyTP is the Tiny Transport Protocol. It mirrors the LM-MUX services 
but it augments then with the inclusion of per-connection flow control. 
This gives reliable delivery properties for sequnced data.



  

limitations 

 It does not allow point-to-multipoint mode of operation.

 The establishment of an IrLAP connection between a single pair 
of devices inhibits the establishment of connections between 
other independent devices whose fields of view intersect that of 
the established devices. 



  

Advanced Infrared Protocol 

 Advanced Infrared Protocol is the extension of version 1.x to 
handle these limitations. 

 To handle multi-access communications the IrLAP was 
partitioned into IrLAP and IrLC (Link Control). 

 A medium access control layer (IrMAC) was added below them. 
It defines a burst reservation carrier sense multiple access with 
collision avoidance (CSMA/CA) protocol. 

 A "thin" layer IrLM (Link Manager) multiplexes the use of IrLAP 
and IrLc over their respective physical layers. It sits on top of the 
IrMAC layer and below the IrLAP and IrLC partitions. 



  

IrDA Legacy Communication Services

 These services were provided for two forms of cabled 
connections that IrDA was supposed to replace. They are 
as follows:

 IrCOMM  provides serial port emulation to support 
legacy serial port applications such as Kermit. It also 
provides support for accessing the telephony network 
by supporting both DTE-DTE and DTE-DCE 
communications.

 IrLAN  provides support for legacy networking 
applications.



  

IrDA Application Services

 IrDA provides the following application services:

 IrOBEX tries to simulate HTTP in IrDA. The difference is that 
HTTP uses the PULL model while IrOBEX uses the PUSH 
model.

 IrTRAN-P is am image transfer protocol for the exchange of 
images between digital camers, PCs, PDAs, and photo-
printers.

 IrJetSend  is an IrDA version of JetSend , the appliance 
interaction protocol. Underlying all JetSend iterations is an 
object interaction model based on surface interaction.



  

Building Efficient Wireless Sensor 
Networks with Low-Level 
Naming[8]



  

Main Contribution

 An architecture for wireless sensor networks with an attribute-
based naming scheme with flexible matching rules based on a 
shared framework of attributes e.g. sensor types and 
geography.

 Attribute-based naming is used to enable application specific, 
in-network processing e.g. localized data aggregation. 

 Proposed work is unique as it replaces the underlying 
networking routing layers, provides matching rules and provides 
in-network processing.

 Attributed-based naming is used for structure and data diffusion 
is used for communication.



  

Low-level communication based on 
topological location

 Naming of nodes for low-level communication leverages 
topological location

 Higher-level location-independent naming and communication is 
based on low level primitives involving single or multiple levels 
of binding services.

 Internet – an example.
 IP addresses - low level names suitable for routing. 



  

Low-level communication based on 
external attributes

 Low level communication can also be based on attributes  
external to the network topology and relevant to the application.

 Named data enables in-network processing for data 
aggregation, collaboration for signal processing etc.

 No name binding resolution 
 Allows application specific processing inside the network.
 Data is self-identifying.
 Data reduction
 Internet vs. Sensor networks



  

Attribute-based Naming

 The resource constraint of a wireless sensor network can be 
met by an attribute-based naming system.

 Efficient attribute naming is based on external reference  
frames. 

 Universe and Yellow-Pages naming at the University of Arizona.
 X.500
 LDAP

Issues with above

 Dependence on IP-level addressing and routing – overheads in 
sensor networks

 End-to-end processing – No in-network application specific 
processing



  

Sensor-network-specific systems

 Adhoc routing  - Recreates IP-style addressing.
 Jini – a resource discovery system built over internet protocols
 Ninja Service Discovery Service locates XML named objects 

through a network of collaborating servers. 
 International Naming system - an attribute-based name system 
 Operates in an overlay network over the internet. 
 COUGAR device database system proposes distributing 

database queries across a sensor network.



  

Architecture

 Communication architecture components

1. Directed diffusion

2. Matching Rules

3. Filters
 Data - list of attribute-value-operation tuples.



  

Directed Diffusion

 Used to broadcast information.
 Goal is to establish efficient n-way communication between 

sources and sinks.
 Data sources and sinks use attributes to identify what information 

they provide or require.
 Consider an example network  which tracks animal movements in 

some remote sub-region of  a park.
 Tracking task - an interest - a list of attribute value pairs.
 neighbor to neighbor interest propagation.
 Every node is task-aware
 Interest -  broadcast or sent to a subset.
 Sensor node matching interest is found - local sensors are 

activated 
 Data cached at intermediate nodes
 Caching - suppresses duplicates, prevents loops, can 

preferentially forward interests and can perform in-network 
application specific processing

 Diffusion is data centric 
 No globally unique identifiers needed for the nodes. 



  

Matching Rules

 Diffusion messages and interests are made up of attribute-
value-operation tuples.

 Attributes are identified by unique keys drawn from a central 
authority and have a data format.

 Operation field tells how data messages and interests interact. 
These are simple binary comparisons like (EQ,NE,LE,GT,GE 
etc.)

 A one-way match compares all formal parameters of an attribute 
set against actuals of another.

 When one-way match succeeds in both directions, there is a 
complete match.



  

Filters

 Allows running application specific code.
 Assist diffusion and processing
  Register data they handle through matching
 Triggered each time matching data enters a node
 Can manipulate message, control data caching and forwarding 

and generate new messages
 Can be used to suppress multiple detections of a four legged 

animal from different sensor.
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