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Source: PwS “The Global State of Information Security 2013”  

Cyber Threats in Transportation & Logistics

Critical transportation infrastructures are increasingly suffering 
numerous cyberattacks  committed by individuals or groups of hackers, 
who are moved by different motivations and are attempting to alter, damage 
and/or take control over IT systems or networks.!
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Airport as Target Critical Infrastructures

Airports are complex organizations that encompass advanced IT infrastructures for!
 !
                             - the real-time exchange of sensitive data,!
!
                             - technologies for scanning and monitoring the passenger flow, !
!
                             - trained and skilled operators, !
!
                             - complex procedures and rules, !
!
being vulnerable to a multitude of attacks and IT-based emerging threats.!
!
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Reported Airport Security Cyber Attacks - Few Cases

Indira Gandhi International (IGI) Airport failure of the passenger processing system (2011)!
Direct impact: approx. 50 flights delayed and their passengers had to be manually checked in.!
http://www.zdnet.com/blog/india/cbi-believes-cyber-attack-led-to-igi-airports-technical-problems-in-june/710!

!
!

Airports Authority of India (AAI) cyber security at risk (2012)!
Serious vulnerabilities in the cargo management system at Chennai, Coimbatore, Kolkata, 
Amritsar, Lucknow and Guwahati airports reported by the National Technical Research 
Organisation (NTRO).!
http://businesstoday.intoday.in/story/india-cyber-security-at-risk/1/191786.html!

!
!
Uncovered malware hidden in the private network (VPNs) of a major non-
U.S. international airport (2012)!
The Citadel Trojan malware (which can be unknowingly installed simply by clicking on a Web 
link) was discovered during a routine security sweep of the 30 million PCs protected by 
Trusteer’s software.!
http://www.businessweek.com/articles/2012-08-15/cyber-wars-reach-a-new-frontier-the-airport!
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Which Airport Security Scenarios?!

On the basis of real attacks analysis and field research, potential future scenarios have been 
developed that ought to:!

•   be representative of the airport environment, with representative risks!
•   include threats poised to become more impactful, or more widespread, or to migrate in the 

airport infrastructure, contributing to the overall risk of the airport’s assets, operations or 
users. !
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The case, and the estimations, addresses a !
Southeastern European small-size international airport, !

with an average budget of 2–3 millions euros per year, with around 5% of the total budget 
spent on security and less than ten connections per day.!
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Which Airport Security Scenarios?!

On the basis of real attacks analysis and field research, potential future scenarios have been 
developed that ought to:!
!

!  Scenario 1: Targeted cyber attack!
!  Scenario 2: Operation payback!

!  Scenario 3: Dark night!
!
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Scenario 1 – Targeted Cyber Attack!
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A green hacktivist group gathers intelligence on airport employees, especially the IT system 
administrators.!
!
When enough intelligence has been gathered, they proceed to forge ad hoc sophisticated and 
believable emails to those people (spear phishing attack) with high probability that the links 
or documents contained within these emails are opened by the receivers.!
!
The infected attached documents or links then give a backdoor in the systems to the 
attacker, with the target access privileges. The attacker then gain a foothold in the system 
with limited chances to be discovered by eventual Intrusion Detection and Prevention Systems 
(IDPS) placed in the network. !
!
The attacker exploits the intrusion as a starting point to launch internal attacks and reach 
airport sensitive systems such as the baggage screening system entailing the switch back to 
manual procedures as consequence.!
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Scenario 2 – Operation payback!
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The airport is in the need to scale down personnel and terminates a number of 
employees.  One of these employees decides to make its former employer to pay for this 
decision and s/he is also knowledgeable about IT. !
!
S/he knows decides that stealing personal data would be the perfect punishment for the 
former employer, as that would result in a big lawsuit, damaging the airport reputation, and it 
will be expensive to settle against the strict European rules regarding the protection of 
personal data. !
!
The disgruntled employee doesn’t even need physical access to the premise, because the 
airport implements remote access capabilities. !
!
The day after the termination s/he unlawfully connects to the airport systems from a coffee 
shop, finds out that the account is still active, authenticates to the system, escalates the user 
privileges, and exfiltrate the personal data of all the airport personnel.!
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Scenario 3 – Dark night!
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A possible attacker is an adversary nation state trying to deny airspace access to commercial 
flights, to inflict harm to the target country commercial interests, or a terrorist group trying to 
crash planes or disrupt airport operations to gain media attention. !
The attacker crafts a piece of malware that is then used to infiltrate the internal IT system of 
the airport without affecting its operations or tripping monitoring devices. !
!
This is considered feasible for various classes of attackers.  The malware is delivered and is 
not discovered by the security staff as it doesn’t affect the internal network or its systems.  The 
malware payload contains one or more specific exploits for the airport ground support 
lights system, which is necessary for safely landing airplanes and is connected with the 
internal network. !
!
The attack works on infection of the internal network and infection of the SCADA/engineering 
system provoking diversion of flights, critical services outage as well as physical damage/
incident. !
!
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Scenario Selection Process!

Scenarios have been down-selected according to the economic value, the societal impact 
and the scientific and technical relevance.!
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Targeted Cyber Attack developed !
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Scenario Validation!
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Validation consisted of an iterative and incremental process through which a variety of 
user research and analysis, as well as simulation and validation activities have been carried 
out.!
!
The validation process has been informed and developed through a participatory 
approach where relevant stakeholders have been involved in presentation, discussion and 
iterative refinement of working and final versions of the scenarios.!
!
Validation panels varied across phases and included Consortium Partners (Domain Experts 
and End-Users), Domain Stakeholders, Policy Makers (National Regulators and EU 
Organisations Representatives). !
!
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Results!
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The Cyberthreat scenario is very innovative and interesting for the involved Policy 
Makers. !
ACI Europe is carrying out an in-depth research about cyber-security in Airport and 
comparing IT security level of different airports (linked to their size and to the national 
regulations on the topic) and they are studying the European Cyber-Security Strategy to 
understand how to apply it to the Airport domain to further inform relevant Policy Makers in 
the Aviation domain for future Regulations on the topic (currently almost uncovered). !
!
Impacts of this scenario need to be better specified since they could be even worse than 
the ones currently foreseen. According to the expert judges, the impacts of an IT attack 
need to put safety and security into relation.!
!
The scenario could be enriched by including:!

- Daily flight frequency; if there is one only flight, the handling management system 
malfunction does not provoke any serious impact,!
- Other targets, such as the SCADA systems and the tower personnel turn 
management system.!

!
!
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Extensions & Future Works!
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The model is open to extensions, such as e.g. !
!

•  larger and more complex technical infrastructures,!
!

•  new threats (more than one intelligent attacker), !
!

•  additional recovery measures deployed by different agents (sequential 
Defend-Attack-Defend model with more than one defender).!


