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What is the QoS of 
Failure Detectors

• QoS is a specification that quantifies
a) speed: how fast the failure detector 

detects actual failures.
b) accuracy: how well it avoids false 
detections. 



Why do we need to study the 
QoS of Failure Detectors

• Roughly speaking, a failure detector provides 
some information on which processes have 
crashed.

• The information, typically given in the form of a 
list of suspects, is not always up-to-date or correct.
– A failure detector may take a long time to start 

suspecting a process that has crashed;
– It may erroneously suspect a process that has not 

crashed (in practice this can be due to message losses 
and delays).



Why do we need to study the 
QoS of Failure Detectors (cont.) 

• For asynchronous systems, failure detectors 
specified in terms of their eventual behavior 
(e.g., a process that crashed is eventually 
suspected.) are appropriate. 

• But applications that have timing 
constraints require failure detectors that 
provide a quality of service  (QoS) with 
some quantitative timeliness guarantees. 
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The Failure Detector Model
• We consider a system of two processes p and q., 

the failure detector at q monitors p , and q does not 
crash. Failure detector at P is unreliable, it can 
erroneously suspect a process that has not crashed.

• The output of the failure detector at q at time t is 
either S or T, which means that q suspects or trusts 
p at time t.

• Transition: 
S-transition: the output at q changes from T to S.          
T-transition: the output at q changes from S to T.





Derived Metrics
• Average mistake rate(    ): this measures the rate 

at which a failure detector make mistakes. 
• Query accuracy probability (    ): the probability 

that the failure detector’s output is correct at a 
random time.

• Good period duration (    ): the length of a good 
period (the time that elapses from a T-transition 
to the next S-transition).

• Forward good period duration (     ): a random 
variable representing the time that elapses from 
a random time at which q trusts p, to the time of 
the next S-transition.



Relations Among Accuracy Metrics
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The Probabilistic Network Model

• Process p and q are connected by a link that 
does not create or duplicate messages, but 
may delay or drop messages.

• Message loss probability 
• Message delay time 
• Process p and q have access to synchronized 

clocks.
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The probabilistic behavior of heartbeats is given



The probabilistic behavior of heartbeats is unknown





An adaptive Failure Detector

• In some networks, the probabilistic behavior of 
heartbeat message changes along the time.

• The procedure used for unknown message 
behavior can be used to make failure detector 
adaptive.

• Main idea: to periodically estimate the current 
values of                                   using the n most 
recent heartbeats.
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Concluding Remarks
• This work is the first comprehensive and 

systematic study of the QoS of failure detectors 
using probability theory.

• The new algorithm presented provides the best 
query accuracy probability.

• It shows how to compute the failure detector 
parameters to satisfy the given QoS requirements 
with or without knowing the probabilistic behavior 
of heartbeat messages.

• Adaptive failure detector forms the core of a 
failure detection service that is currently being 
implemented and evaluated.


