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IntroductionIntroduction

A typical DDoS attack consists of amassing a large A typical DDoS attack consists of amassing a large 
number of compromised hosts to send useless number of compromised hosts to send useless 
packets to jam a victim or its Internet connection or packets to jam a victim or its Internet connection or 
both.both.

Can be done in following ways:Can be done in following ways:
–– To exploit system design weaknesses such as To exploit system design weaknesses such as 

ping to death .ping to death .
–– Impose computationally intensive tasks on the Impose computationally intensive tasks on the 

victim such as encryption and decryptionvictim such as encryption and decryption
–– Flooding based DDoS Attack. Flooding based DDoS Attack. 
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DDoSDDoS AttacksAttacks

Do not rely on particular network protocols or Do not rely on particular network protocols or 
system design weaknessessystem design weaknesses

Consist of sufficient number of compromised Consist of sufficient number of compromised 
hosts amassed to send useless packets toward hosts amassed to send useless packets toward 
a victim around the same time.a victim around the same time.

Have become a major threat due to availability Have become a major threat due to availability 
of a number of userof a number of user--friendly attack tools on one friendly attack tools on one 
hand and lack of effective solutions to defend hand and lack of effective solutions to defend 
against them on the other.against them on the other.
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Attacks ReportedAttacks Reported
May/June, 1998May/June, 1998
First primitive First primitive DDoSDDoS tools developed in the tools developed in the 
underground underground -- Small networks, only mildly worse Small networks, only mildly worse 
than coordinated pointthan coordinated point--toto--point point DoSDoS attacks attacks 
August 17, 1999August 17, 1999
Attack on the University of Minnesota reported to Attack on the University of Minnesota reported to 
UW network operations and security teams. UW network operations and security teams. 
February 2000February 2000
Attack on Yahoo, eBay, Attack on Yahoo, eBay, Amazon.comAmazon.com and other and other 
popular websites.popular websites.

A recent study observed more than 12,000 A recent study observed more than 12,000 
attacks during a three week period.attacks during a three week period.
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The The DDoSDDoS ProblemsProblems

The attacks can be classified into:The attacks can be classified into:
Direct Attacks.Direct Attacks.

Reflector Attacks.Reflector Attacks.
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Direct AttacksDirect Attacks

Consists of sending a large number of attack Consists of sending a large number of attack 
packets directly towards a victim. packets directly towards a victim. 

Source addresses are usually spoofed so the Source addresses are usually spoofed so the 
response goes elsewhere.response goes elsewhere.

ExamplesExamples::
–– TCPTCP--SYN FloodingSYN Flooding:  The last message of  TCP:  The last message of  TCP’’s 3 way s 3 way 

handshake never arrives from source.handshake never arrives from source.
–– Congesting a victimCongesting a victim’’s incoming link using ICMP messages, s incoming link using ICMP messages, 

RST packets or UDP packets.RST packets or UDP packets.
–– Attacks use TCP packets (94%), UDP packets (2%) and Attacks use TCP packets (94%), UDP packets (2%) and 

ICMP packets(2%). ICMP packets(2%). 
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Direct AttackDirect Attack

Figure 1.

Agent Programs: Trinoo, Tribe Flood Network 2000, and Stacheldraht
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Reflector AttacksReflector Attacks

Uses intermediary nodes (routers and servers) known as Uses intermediary nodes (routers and servers) known as 
reflectors innocently.reflectors innocently.

An attacker sends packets that require responses to the An attacker sends packets that require responses to the 
reflectors with the packetsreflectors with the packets’’ inscribed source address set to inscribed source address set to 
victimvictim’’s address.s address.

Can be done using TCP, UDP, ICMP as well as RST packets.Can be done using TCP, UDP, ICMP as well as RST packets.

ExamplesExamples::
–– Smurf Attacks: Attacker sends ICMP echo request to a subnet Smurf Attacks: Attacker sends ICMP echo request to a subnet 

directed broadcast address with the victimdirected broadcast address with the victim’’s address as the s address as the 
source address.source address.

–– SYNSYN--ACK flooding: Reflectors respond with SYNACK flooding: Reflectors respond with SYN--ACK packets ACK packets 
to victimto victim’’s address.s address.
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Reflector AttackReflector Attack

Figure 1.

Cannot be observed by backscatter analysis, because victims do nCannot be observed by backscatter analysis, because victims do not ot 
send back any packets.send back any packets.
Packets cannot be filtered as they are legitimate packets.Packets cannot be filtered as they are legitimate packets.
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DDoSDDoS Attack ArchitecturesAttack Architectures
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Some Reflector Attack MethodsSome Reflector Attack Methods

1212



How many attack packets are needed?How many attack packets are needed?

If a victim has resources to admit N half open If a victim has resources to admit N half open 
connections, its capacity of processing incoming connections, its capacity of processing incoming 
SYN packets can be modeled as a SYN packets can be modeled as a 
G/D/INFINITY/N queue where : G/D/INFINITY/N queue where : 

G = General arrival process for the SYN packets.G = General arrival process for the SYN packets.
D = Deterministic lifetime of each halfD = Deterministic lifetime of each half--open            open            
connection if not receiving the third handshaking connection if not receiving the third handshaking 
message. message. 
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Minimal rates of SYN packets to stall TCP Minimal rates of SYN packets to stall TCP 
servers in SYN flooding attacksservers in SYN flooding attacks

WIN system offers better protection against SYN flooding based on 
maximum lifetimes of half-open connections.

1Mb/s connection is sufficient to stall all three servers with N<= 10,000.1414



Solutions to the Solutions to the DDoSDDoS ProblemsProblems

There are three lines of defense against the There are three lines of defense against the 
attack:attack:
–– Attack Prevention and Preemption Attack Prevention and Preemption (before the (before the 

attack)attack)
–– Attack Detection and Filtering Attack Detection and Filtering (during the attack)(during the attack)
–– Attack Source Attack Source TracebackTraceback and Identification and Identification 

(during and after the attack)(during and after the attack)

A comprehensive solution should include all A comprehensive solution should include all 
three lines of defense.three lines of defense.
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Attack Prevention and PreemptionAttack Prevention and Preemption

On the passive side, protect hosts from master and On the passive side, protect hosts from master and 
agent implants by using signatures and scanning agent implants by using signatures and scanning 
procedures to detect them.procedures to detect them.

Monitor network traffic for known attack messages.Monitor network traffic for known attack messages.

On the active side, employ cyberOn the active side, employ cyber--informants and informants and 
cybercyber--spies to intercept attack plans.spies to intercept attack plans.

This line of defense alone is inadequate.This line of defense alone is inadequate.
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Attack Source Attack Source TracebackTraceback and Identificationand Identification

An afterAn after--thethe--fact response.fact response.

IP IP TracebackTraceback: Identifying actual source of packet without : Identifying actual source of packet without 
relying on source information.relying on source information.
–– Routers can record information.Routers can record information.
–– Routers can send additional information about seen packets to Routers can send additional information about seen packets to 

their destinations.their destinations.

Infeasible to use IP Infeasible to use IP TracebackTraceback. Why?. Why?
–– Cannot always trace packetsCannot always trace packets’’ origins. (Firewalls!)origins. (Firewalls!)
–– IP IP TracebackTraceback also ineffective in reflector attacks.also ineffective in reflector attacks.

Nevertheless, itNevertheless, it’’s at least a good idea and is helpful for s at least a good idea and is helpful for 
postpost--attack law enforcement.attack law enforcement.
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Attack Detection and FilteringAttack Detection and Filtering

Two phases:Two phases:
–– DDoSDDoS Attack DetectionAttack Detection: Identifying : Identifying DDoSDDoS attack packets.attack packets.
–– Attack Packet FilteringAttack Packet Filtering: Classifying those packets and dropping : Classifying those packets and dropping 

them.them.
(Overall performance depends on effectiveness of both phases.)(Overall performance depends on effectiveness of both phases.)

Effectiveness of DetectionEffectiveness of Detection
–– FPR (False Positive Ratio):FPR (False Positive Ratio):

No. of No. of false positivesfalse positives/Total number of confirmed normal packets/Total number of confirmed normal packets
–– FNR (False Negative Ratio):FNR (False Negative Ratio):

No. of No. of false negativesfalse negatives/Total number of confirmed attack packets/Total number of confirmed attack packets

Both should be low!Both should be low!
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Attack Detection and FilteringAttack Detection and Filtering

Effectiveness of FilteringEffectiveness of Filtering

–– *Effective attack detection *Effective attack detection ≠≠ Effective packet filteringEffective packet filtering
Detection phase uses victim identities (Address or Port No.), soDetection phase uses victim identities (Address or Port No.), so
even normal packets with same signatures can be dropped.even normal packets with same signatures can be dropped.

–– NPSR (Normal Packet Survival Ratio):NPSR (Normal Packet Survival Ratio):
Percentage of normal packets that can Percentage of normal packets that can survivesurvive in the midst of an in the midst of an 
attackattack

NPSR should be high!NPSR should be high!
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Attack Detection and FilteringAttack Detection and Filtering
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Attack Detection and FilteringAttack Detection and Filtering

At Source Networks:At Source Networks:
–– Can filter packets based on address spoofing.Can filter packets based on address spoofing.
–– Direct attacks can be traced easily, difficult for reflector attDirect attacks can be traced easily, difficult for reflector attacks.acks.
–– Need to ensure all ISPs have ingress packet filtering. Very Need to ensure all ISPs have ingress packet filtering. Very 

difficult (Impossible?)difficult (Impossible?)

At the VictimAt the Victim’’s Network:s Network:
–– DDoSDDoS victim can detect attack based on volume of incoming victim can detect attack based on volume of incoming 

traffic or degraded performance. Commercial solutions available.traffic or degraded performance. Commercial solutions available.
–– Other mechanisms: Other mechanisms: IP HoppingIP Hopping (Host frequently changes it(Host frequently changes it’’s IP s IP 

address when attack is detected.address when attack is detected. DNS tracing can still help the DNS tracing can still help the 
attackers)attackers)

–– Last Straw: If incoming link is jammed, victim has to shut down Last Straw: If incoming link is jammed, victim has to shut down 
and ask the upstream ISP to filter the packets.and ask the upstream ISP to filter the packets.
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Attack Detection and FilteringAttack Detection and Filtering

At a VictimAt a Victim’’s Upstream ISP Network:s Upstream ISP Network:
–– Victim requests frequently to filter packets.Victim requests frequently to filter packets.
–– Can be automated by designing intrusion alert systems, which Can be automated by designing intrusion alert systems, which 

should be designed carefully.should be designed carefully.
–– Not a good idea though. Normal packets can still be dropped, Not a good idea though. Normal packets can still be dropped, 

and this upstream ISP network can still be jammed under largeand this upstream ISP network can still be jammed under large--
scale attacks.scale attacks.

At further Upstream ISP Networks:At further Upstream ISP Networks:
–– The above approach can be further extended to other upstream The above approach can be further extended to other upstream 

networks.networks.
–– Effective only if ISP networks are willing to coEffective only if ISP networks are willing to co--operate and install operate and install 

packet filters.packet filters.
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An Internet FirewallAn Internet Firewall
A bipolar defense scheme cannot achieve both effective A bipolar defense scheme cannot achieve both effective 
packet detection and packet filtering.packet detection and packet filtering.

Hence a proposal to deploy a global defense Hence a proposal to deploy a global defense 
infrastructure.infrastructure.

The plan is to detect attacks right at the Internet core!The plan is to detect attacks right at the Internet core!

Two methods, which employ a set of distributed nodes in Two methods, which employ a set of distributed nodes in 
the Internet to perform detection and filtering.the Internet to perform detection and filtering.
–– RouteRoute--based Packet Filtering Approach (RPF)based Packet Filtering Approach (RPF)
–– Distributed Attack Detection Approach (DAD)Distributed Attack Detection Approach (DAD)
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RouteRoute--Based Packet FilteringBased Packet Filtering

Extends the ingress packet filtering approach to the Extends the ingress packet filtering approach to the 
Internet.Internet.
–– Distributed packet filters examine the packets based on Distributed packet filters examine the packets based on 

addresses and BGP routing information.addresses and BGP routing information.
–– A packet is considered an attack packet if it comes from an A packet is considered an attack packet if it comes from an 

unexpected link. (Not very viable!)unexpected link. (Not very viable!)

Major DrawbacksMajor Drawbacks
–– BGP messages carry the needed source addresses BGP messages carry the needed source addresses -- Overhead!Overhead!
–– Deployment is still tough! Deployment is still tough! –– Filters need to be placed in almost Filters need to be placed in almost 

1800 AS and the no. of AS is continuously increasing.1800 AS and the no. of AS is continuously increasing.

2424



Distributed Attack DetectionDistributed Attack Detection

Deploys a set of distributed Detection Systems (Deploys a set of distributed Detection Systems (DSsDSs) to ) to 
observe anomalies and misuses.observe anomalies and misuses.
Anomaly detectionAnomaly detection: Observing and detecting traffic : Observing and detecting traffic 
patterns that are not normal.patterns that are not normal.
Misuse detectionMisuse detection: Identifying traffic that matches a : Identifying traffic that matches a 
known attack signature.known attack signature.
DSsDSs rely mainly on anomaly detection. Various rely mainly on anomaly detection. Various DSsDSs
exchange attack information from local observations. exchange attack information from local observations. 
This is This is statefulstateful in respect to the in respect to the DDoSDDoS attacks.attacks.
Designing an effective and deployable architecture for Designing an effective and deployable architecture for 
the DAD approach is a challenging task.the DAD approach is a challenging task.
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Distributed Attack DetectionDistributed Attack Detection
DS Design ConsiderationsDS Design Considerations

Each attack alert includes a 
‘confidence level’

Other considerations:
• Filters should be installed only on attack

interfaces on ‘CONFIRMED’ state
• All DSs should be connected ‘always’
• Works in Progress:

Intrusion Detection Exchange Protocol
Intrusion Detection Message Exchange
FormatTwo Hypotheses:

H1 – Presence of a DDoS attack

H0 – Null Hypothesis
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Distributed Attack DetectionDistributed Attack Detection

Quickest Detection Problem FormulationQuickest Detection Problem Formulation

Let iLet ith Sample of instantaneous traffic intensity be Ath Sample of instantaneous traffic intensity be Aii
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Limitations and Open ProblemsLimitations and Open Problems

Limitations of Mathematical Nature:Limitations of Mathematical Nature:
Choices of global / local thresholds, traffic modeling, etc.Choices of global / local thresholds, traffic modeling, etc.

Performance Aspects:Performance Aspects:
–– TwoTwo--level detection not useful for DDoS attacks of short level detection not useful for DDoS attacks of short 

durations.durations.
–– Flash crowds can trigger false alarms. Algorithm should adapt toFlash crowds can trigger false alarms. Algorithm should adapt to

this new this new ‘‘normalitynormality’’

Other attack patterns:Other attack patterns:
–– DeS attacks.DeS attacks.

Using different sets of attack agents each time.Using different sets of attack agents each time.

2828



Comparison of Four DetectComparison of Four Detect--AndAnd--Filter ApproachesFilter Approaches
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Conclusion from this tutorialConclusion from this tutorial

Current defense mechanisms are far from adequate.Current defense mechanisms are far from adequate.
One promising direction is to develop a global infrastructure, aOne promising direction is to develop a global infrastructure, an n 
Internet Firewall.Internet Firewall.
Deployment and design considerations should be worked upon.Deployment and design considerations should be worked upon.

We see that DDoS Defense is possible through careful planning, We see that DDoS Defense is possible through careful planning, 
and this tutorial covered defense mechanisms which try to discovand this tutorial covered defense mechanisms which try to discover er 

and slow down bad clients.and slow down bad clients.

However, other approaches are possible, and one such approach isHowever, other approaches are possible, and one such approach is
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DDoS Defense by OffenseDDoS Defense by Offense

"Knowing the enemy enables you to take the "Knowing the enemy enables you to take the 
offensive, knowing yourself enables you to stand offensive, knowing yourself enables you to stand 

on the defensive.on the defensive.
Attack is the secret of defense; defense is the Attack is the secret of defense; defense is the 

planning of an attack!planning of an attack!””

http://www.religiousworlds.com/taoism/suntext.htmlhttp://www.religiousworlds.com/taoism/suntext.html
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IntroductionIntroduction

This paper proposes a defense mechanism This paper proposes a defense mechanism 
known as known as Speak Up Speak Up to defend servers against to defend servers against 
applicationapplication--level DDoS attacks.level DDoS attacks.
The idea is to encourage all clients to speak up The idea is to encourage all clients to speak up 
that is automatically send higher volumes of that is automatically send higher volumes of 
traffic to defend servers.traffic to defend servers.
Only good clients can react to encouragement Only good clients can react to encouragement 
as they use a small fraction of their available as they use a small fraction of their available 
bandwidthbandwidth..
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Taxonomy of defense mechanisms:Taxonomy of defense mechanisms:
1.1. OverOver--provision massively: Web sites try to provision massively: Web sites try to 

conserve computation by detecting and denying conserve computation by detecting and denying 
access to bots.access to bots.

2.2. Charge all clients with currency:                          Charge all clients with currency:                          
ExamplesExamples: CPU or memory cycles, bandwidth. : CPU or memory cycles, bandwidth. 

3.3. Detect and block: Try to distinguish between Detect and block: Try to distinguish between 
good and bad clients.good and bad clients.
ExamplesExamples: Profiling by IP addresses, rate: Profiling by IP addresses, rate--

limiting alone.limiting alone.
Speak Up is a currency approach with Speak Up is a currency approach with 

bandwidth as the currency.bandwidth as the currency.
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Applicability of Speak UpApplicability of Speak Up

How much aggregate bandwidth does the How much aggregate bandwidth does the 
legitimate clientele need for speak up to be legitimate clientele need for speak up to be 
effective?effective?

-- Speak up increases the service to good Speak up increases the service to good 
clients by the ratio of available bandwidth to clients by the ratio of available bandwidth to 
their current usage.their current usage.

-- The amount of overThe amount of over--provisioning needed at provisioning needed at 
the site defended by speak up is much less the site defended by speak up is much less 
than non defended site.than non defended site.
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How much aggregate bandwidth does the How much aggregate bandwidth does the 
legitimate clientele need for speak up to leave legitimate clientele need for speak up to leave 
them unharmed by an attack?them unharmed by an attack?

-- Depends on serverDepends on server’’s spare capacity when s spare capacity when 
attacked.attacked.

-- Server with spare capacity 50% can provide Server with spare capacity 50% can provide 
efficient service to good clients.efficient service to good clients.

-- For a server with spare capacity 90%,  For a server with spare capacity 90%,  
clientele needs only 1/9clientele needs only 1/9thth of the aggregate of the aggregate 
bandwidth of attacking clients. bandwidth of attacking clients. 
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Then couldnThen couldn’’t small Websites, even if defended t small Websites, even if defended 
by speakby speak--up still be harmed?up still be harmed?

-- Speak up defended sites need a large Speak up defended sites need a large 
clientele or vast overclientele or vast over--provioning to provioning to 
withstand attack.withstand attack.

-- Rationale.Rationale.
Because bandwidth is in part a communal Because bandwidth is in part a communal 
resource, doesnresource, doesn’’t the encouragement to send t the encouragement to send 
more traffic damage the network?more traffic damage the network?

-- Usually a small fraction of all servers are Usually a small fraction of all servers are 
under attack at any point of time.under attack at any point of time. 3737



Threat Model and Applicability ConditionsThreat Model and Applicability Conditions

SpeakSpeak--up aims to protect a up aims to protect a server , server , defined as defined as 
any networkany network--accessible service with scarce accessible service with scarce 
computational resources, from an computational resources, from an attacker, attacker, 
defined as an entity that is trying to deplete defined as an entity that is trying to deplete 
those resources with legitimate looking requests. those resources with legitimate looking requests. 
Such an assault is called Such an assault is called applicationapplication--level level 
attack.attack.
ApplicationApplication--level attacks are challenging to level attacks are challenging to 
thwart as the Internet has no thwart as the Internet has no robust notion of robust notion of 
host identityhost identity.  .  
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Following conditions must hold:Following conditions must hold:
1.1. Adequate link bandwidth.Adequate link bandwidth.
2.2. Adequate client bandwidth.Adequate client bandwidth.

Speak Up offers advantages if following also Speak Up offers advantages if following also 
hold:hold:

1.1. No preNo pre--defined clientele.defined clientele.
2.2. No human clientele.No human clientele.
3.3. Unequal requests or spoofing or smart bots.Unequal requests or spoofing or smart bots.
ExampleExample: Web server.: Web server.
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Design of Speak UpDesign of Speak Up
The key idea is to exploit the difference of 
bandwidth usage between good clients and 
bad clients.

Good clients will receive g/(g+B) of server’s 
resources.
Assuming B>>g, attackers get the advantage.
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Design goal: To allocate resources to competing Design goal: To allocate resources to competing 
clients in proportion to their bandwidths. clients in proportion to their bandwidths. 
Required mechanisms:Required mechanisms:

1.1. Limit requests to server to Limit requests to server to ‘‘cc’’ per second.per second.
2.2. Must perform Must perform encouragement.encouragement.
3.3. Needs a Needs a proportional allocation proportional allocation mechanism to mechanism to 

admit clients at rates proportional to their admit clients at rates proportional to their 
delivered bandwidth.delivered bandwidth.

To implement these mechanisms speak up uses To implement these mechanisms speak up uses 
front end to the server called as front end to the server called as thinnerthinner ..
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Random Drops and Aggressive Retries Random Drops and Aggressive Retries 
(Encouragement)(Encouragement)

Thinner implements proportional allocation by Thinner implements proportional allocation by 
randomly dropping requests to reduce the rate randomly dropping requests to reduce the rate 
to to c.c.
For each request it drops, it immediately asks For each request it drops, it immediately asks 
the clients to retry.the clients to retry.
Clients send repeated retries in a congestion Clients send repeated retries in a congestion 
controlled stream without waiting for pleasecontrolled stream without waiting for please--retry retry 
signals.signals.
The price for access is The price for access is number of retries number of retries ‘‘rr’’..

4242



Explicit Payment Channel Explicit Payment Channel 

Encouragement mechanism used by the Encouragement mechanism used by the 
implementation of speakimplementation of speak--up.up.
The thinner asks client to pad their requests with The thinner asks client to pad their requests with 
dummy bytes.dummy bytes.
Client sends stream of bytes on a separate Client sends stream of bytes on a separate 
payment channel.payment channel.
Thinner holds Thinner holds virtual auctionvirtual auction and admits client and admits client 
that has sent the most bytes and terminates the that has sent the most bytes and terminates the 
corresponding payment channel.corresponding payment channel.
Price here is Price here is bytes per requestbytes per request..

4343



Robustness to cheatingRobustness to cheating

TheoryTheory: : In a system with regular service intervals, any In a system with regular service intervals, any 
client that continuously transmits an client that continuously transmits an ‘‘EE’’ fraction of the fraction of the 
average bandwidth received by the thinner gets at least average bandwidth received by the thinner gets at least 
an E/2 fraction of service, regardless of how the bad an E/2 fraction of service, regardless of how the bad 
clients time or divide up their bandwidth.clients time or divide up their bandwidth.
PracticePractice: : 

1.1. Assumes that requests are served with perfect regularity.Assumes that requests are served with perfect regularity.
2.2. Assumes that good client pays bytes at a constant rate. Assumes that good client pays bytes at a constant rate. 

However, implementation runs on TCP.However, implementation runs on TCP.
3.3. Makes no assumptions at all about adversarial behavior. Makes no assumptions at all about adversarial behavior. 

(Strength).(Strength).
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Revisiting AssumptionsRevisiting Assumptions

Speak upSpeak up’’s effect on network: Speak Up inflates s effect on network: Speak Up inflates 
upload bandwidth.upload bandwidth.
Shared links: Server is protected as bad client Shared links: Server is protected as bad client 
can use limited share of bandwidth.can use limited share of bandwidth.
Provisioning the thinner: Thinner must be Provisioning the thinner: Thinner must be 
uncongested.  Thinner can handle 1.5 Gbits/s of uncongested.  Thinner can handle 1.5 Gbits/s of 
traffic and thousands of concurrent clients.traffic and thousands of concurrent clients.
AttackersAttackers’’ constraints.  constraints.  
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Heterogeneous RequestsHeterogeneous Requests

More realistic case when the requests are More realistic case when the requests are 
unequal.unequal.
Assumptions:Assumptions:

1.1. The server processes only one request at a The server processes only one request at a 
time. Thus, the time. Thus, the ““hardnesshardness”” of a request is of a request is 
measured by how long it takes to complete.measured by how long it takes to complete.

2.2. The thinner can SUSPEND, RESUME, and The thinner can SUSPEND, RESUME, and 
ABORT requests.ABORT requests.
Thinner breaks time into quanta and sees each Thinner breaks time into quanta and sees each 

request as comprising equal sized chunks that request as comprising equal sized chunks that 
consume a quantum and to hold a virtual consume a quantum and to hold a virtual 
auction.    auction.    4646



Procedure:Procedure:
1.1. v = v = currently active request                                currently active request                                u u 

= contending request that has paid the most.= contending request that has paid the most.
2.2. If If uu has paid more than has paid more than vv, then SUSPEND , then SUSPEND vv, , 

admit admit uu and set and set uu’’ss payment to zero.payment to zero.
3.3. If If vv has paid more than has paid more than uu, then let , then let vv continue continue 

executing but set executing but set vv’’ss payment to zero.payment to zero.
4.4. Time out and ABORT any request that has been Time out and ABORT any request that has been 

SUSPENDed for some period.SUSPENDed for some period.
Rather than terminate the payment channel Rather than terminate the payment channel 

once the client request is admitted, the thinner once the client request is admitted, the thinner 
extracts an onextracts an on--going payment until the request going payment until the request 
completes.completes. 4747



Experimental Evaluation

Experiments conducted with the prototype 
thinner.
What is evaluated?
– How does the thinner allocate good clients to the 

attacked server?
– Speak-up’s latency and byte cost.
– How much advantage do the bad clients get?
– Performance under heterogenous conditions.
– Performance under shared bottleneck.
– Performance of Speak-up with non Speak-up traffic.
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Experimental Setup

All experiments run on Emulab setup
Clients run custom Python web client
Each client runs on separate Emulab host 
and generates requests
All experiments run for 600 seconds
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Validating the Thinner’s Allocation

50 clients connect to the thinner over a 100 Mb/s 
LAN

Server’s capacity c = 100 requests/s

Keep varying f, the fraction of good client 
bandwidth.
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Validating the Thinner’s Allocation

Speak-up definitely fares better, but a little behind the ideal line
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Validating the Thinner’s Allocation

Vary the capacity of the server

As the server processes more requests, the good clients get served better!
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Latency and Byte Cost
For latency cost, measure the length of time that clients spend 

uploading dummy bytes.

When server is not overloaded, latency isn’t very high
5353



Latency and Byte Cost
For byte cost, measure the average no. of bytes uploaded for server 

requests.

Bad clients end up paying a little more than good clients!
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Empirical Adversarial Advantage

Want to find out how much bad clients can “cheat”
Speak-up.

Question: What is the minimum ‘c’ at which all of the 
good demand is satisfied?

Authors found that all of the good demand is satisfied at 
c = 115; this is for a conservative model.

For w between 1 and 60, the bad clients capture less of 
the server.
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Heterogeneous Network Conditions

Vary bandwidth.
50 clients into 5 categories equally.
Clients of category i (1 ≤ i ≤ 5) have bandwidth 0.5*i
Mbits/s
All clients are good.
c = 10 requests/s
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Heterogeneous Network Conditions

Close to ideal!
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Heterogeneous Network Conditions

Now vary RTT
Clients of category i (1 ≤ i ≤ 5) have RTT 100*i ms
All clients with bandwidth = 2Mbits/s
c = 10 requests/s
Experiments run with all good or all bad client setups.
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Heterogeneous Network Conditions

5959

Bad for good clients with longer RTTs, but authors say they at least don’t go 
below ½*ideal!



Good and Bad clients sharing a Bottleneck

30 clients (each bandwidth = 2 Mbits/s) connect to the thinner 
through link ‘l’

BandwidthI = 40 Mbits/s

‘l’ is a bottleneck, vary no. of good and bad clients behind l

10 good and 10 bad clients (each bandwidth = 2 Mbits/s) connect to 
the thinner directly though a LAN

c = 50 requests/s
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Good and Bad clients sharing a Bottleneck

Effect on good clients is more visible when the bottleneck gets smaller!
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Impact of Speak-up on Other Traffic

Investigated on HTTP downloads
10 good Speak-up clients share a bottleneck m with host 
H
H is a receiver. Problem is more profound because 
ACKs can get lost in this scenario.
H runs the HTTP client wget
Bandwidthm = 1 Mbit/s
One-way delaym = 100 ms
On the other side of m, thinner and a separate web 
server S
H downloads a file from S 100 times.
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Impact of Speak-up on Other Traffic

Authors say that this experiment is ‘pessimistic’ and there are very less 
chances of Speak-up having this effect on every link
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Objections against Speak-up

Bandwidth envy:
– Unfairness issue when under attack.
– High-bandwidth good clients are given preferential 

treatment.
– Offer a High-bandwidth proxy.

Variable bandwidth costs:
– Where customers pay ISPs per-bit, implementing 

Speak-up would lead to higher costs.
– Again, can offer a High-bandwidth proxy
– Customers can choose whether to pay for access
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Objections against Speak-up

Incentives for ISPs:
– Speak-up may encourage misconduct using botnets.
– Nothing to do but believe in the society.

Solving the wrong problem?
– Servers with scarce computational resources must 

still limit bots’ influence. Speak-up is the answer.

Flash Crowds:
– Authors argue that they should still be treated as 

attacks.
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Conclusion

Lot of questions:
– Which conditions call for Speak-up’s brand of protection?
– Does Speak-up admit a practical design?
– And finally, who really needs Speak-up?

Authors propose a market survey as they believe it is 
definitely viable.
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CommentsComments

Only rich clients can use it, not suitable for clients as well Only rich clients can use it, not suitable for clients as well 
as servers with limited bandwidth.as servers with limited bandwidth.
Not suitable for small Web sites having small clientele.Not suitable for small Web sites having small clientele.
Lot of conditions to hold for it to work. Assumptions Lot of conditions to hold for it to work. Assumptions 
include:include:
–– Attackers already send at maximum capacity.Attackers already send at maximum capacity.
–– Clients have enough upload capacity.Clients have enough upload capacity.

But advantages:
– Deployment without changing infrastructure way too 

much.
– Speak-up is probably the best approach for someone 

looking for this particular brand of defense.
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Thank You!
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