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Introduction (1)
• Web Usage mining is the process of applying data 

mining techniques to the discovery of usage patterns 
from Web data, targeted towards various applications.

• The three phases for web usage mining are:
– Preprocessing, 
– Pattern discovery, and 
– Patterns analysis.

• The usage data collected at the different sources will 
represent the navigation patterns of different segments 
of the overall Web traffic, ranging from single-user, 
single-site browsing behavior to multi-user, multi-site 
access patterns.

• Data are collected at different levels: Server level, Client 
level, and Proxy level



Introduction (2)



Introduction (3)



Web Data
• The information provided by the data sources can all be used to 

construct/identify several data abstractions, notably users, server sessions, 
episodes, click streams, and page views.

• A user is defined as a single individual that is accessing file from one or 
more Web servers through a browser.

• A page view consists of every file that contributes to the display on a user's 
browser at one time

• A click-stream is a sequential series of page view requests
• A user session is the click-stream of page views for a single user across the 

entire Web. Typically, only the portion of each user session that is 
accessing a specific site can be used for analysis, since access information 
is not publicly available from the vast majority of Web servers.

• The set of page-views in a user session for a particular Web site is referred 
to as a server session (also commonly referred to as a visit)

• The end of a server session is defined as the point when the user's 
browsing session at that site has ended

• Any semantically meaningful subset of a user or server session is referred 
to as an episode



Preprocessing

• Preprocessing consists of converting the:
• usage information
• content information
• structure information

contained in the various available data 
sources into the data abstractions 
necessary for pattern discovery.



Usage Preprocessing (1)

• Usage preprocessing is arguably the most 
difficult task in the Web Usage Mining 
process due to the incompleteness of the 
available data.

• Unless a client side tracking mechanism is 
used, only the IP address, agent, and 
server side click stream are available to 
identify users and server sessions.



Usage Preprocessing (2)
• Some of the typically encountered problems are:
• Single IP address/Multiple Server Sessions – A single proxy server 

may have several users accessing a Web site, potentially over the 
same time period.

• Multiple IP address/Single Server Session - Some ISPs or privacy 
tools randomly assign each request from a user to one of several IP 
addresses. In this case, a single server session can have multiple IP 
addresses.

• Multiple IP address/Single User - A user that accesses the Web 
from different machines will have a different IP address from session 
to session. This makes tracking repeat visits from the same user
difficult.

• Multiple Agent/Single User - Again, a user that uses more than one 
browser, even on the same machine, will appear as multiple users.



Usage Preprocessing (3)
• The ultimate goal of usage preprocessing is to identify:
• User (through cookies, logins, or IP/agent/path analysis), 
• Session, since page requests from other servers are not typically 

available, it is difficult to know when a user has left a Web site. A 
thirty minute timeout is often used as the default method of breaking 
a user's click-stream into sessions.

• Content, while the exact content served as a result of each user
action is often available from the request field in the server logs, it is 
sometimes necessary to have access to the content server 
information as content servers can maintain state variables for each 
active session.

• Page references, the problem encountered is inferring cached page 
references., the only verifiable method of tracking cached page 
views is to monitor usage from the client side.



Usage Preprocessing (4)
• IP address 123.456.78.9 is 
responsible for three server sessions: 

•A-B-F-O-G,
•L-R, and 
•A-B-C-J. 

• Path completion would add two page 
references to the first session 

•A-B-F-O-F-B-G, and
• one reference to the third session 

•A-B-A-C-J
• IP addresses 209.456.78.2 and 
209.456.78.3 are responsible for a 
fourth session. But without using 
cookies, an embedded session ID, or 
a client-side data collection method, 
there is no method for determining 
that



Content Preprocessing (1)
• In the context of Web Usage Mining the content of a site 

can be used to filter the input to, or output from the 
pattern discovery algorithms.

• For example, results of a classification algorithm could 
be used to limit the discovered patterns to those 
containing page views about a certain subject or class of 
products. 

• page views can also be classified according to their 
intended use: convey information (through text, graphics, 
or other multimedia), gather information from the user, 
allow navigation (through a list of hypertext links), or 
some combination uses.



Content Preprocessing (2)
• In order to run content mining algorithms on page views, the 

information must first be converted into a quantifiable format.
• Text files can be broken up into vectors of words. 
• Keywords or text descriptions can be substituted for graphics or

multimedia. 
• The content of static page views can be easily preprocessed by 

parsing the HTML and reformatting the information
• Dynamic page views present more of a challenge. 
• Content servers that employ personalization techniques and/or draw 

upon databases to construct the page views may be capable of 
forming more page views than can be practically preprocessed. 

• A given set of server sessions may only access a fraction of the
page views possible for a large dynamic site. 

• If only the portion of page views that are accessed are 
preprocessed, the output of any classification or clustering 
algorithms may be skewed.



Structure Preprocessing

• The structure of a site is created by the 
hypertext links between page views. 

• The structure can be obtained and preprocessed 
in the same manner as the content of a site. 

• Dynamic content (and therefore links) pose 
more problems than static page views. 

• A different site structure may have to be 
constructed for each server session.



Pattern Discovery

• Pattern discovery draws upon methods 
and algorithms developed from several 
fields such as statistics, data mining, 
machine learning and pattern recognition. 



Statistical Analysis
• Statistical techniques are the most common method to extract 

knowledge about visitors to a Web site. 
• By analyzing the session file, one can perform different kinds of 

descriptive statistical analyses (frequency, mean, median, etc.) on 
variables such as page views, viewing time and length of a 
navigational path. 

• Many Web traffic analysis tools produce a periodic report containing 
statistical information such as the most frequently accessed pages, 
average view time of a page or average length of a path through a 
site. 

• Despite lacking in the depth of its analysis, this type of knowledge 
can be potentially useful for:
– improving the system performance, 
– enhancing the security of the system, 
– facilitating the site modification task, and 
– providing support for marketing decisions



Association Rules
• Association rule generation can be used to relate pages that are

most often referenced together in a single server session.
• In the context of Web Usage Mining, association rules refer to sets 

of pages that are accessed together with a support value exceeding 
some specified threshold. 

• These pages may not be directly connected to one another via 
hyperlinks. 

• For example, association rule discovery may reveal a correlation
between users who visited a page containing electronic products to 
those who access a page about sporting equipment.

• Aside from being applicable for business and marketing 
applications, the presence or absence of such rules can help Web
designers to restructure their Web site. 

• The association rules may also serve as a heuristic for prefetching
documents in order to reduce user-perceived latency when loading a 
page from a remote site.



Clustering
• Clustering is a technique to group together a set of items having 

similar characteristics. 
• In the Web Usage domain, there are two kinds of interesting clusters 

to be discovered : 
– usage clusters and 
– page clusters. 

• Clustering of users tends to establish groups of users exhibiting 
similar browsing patterns. 

• Such knowledge is especially useful for inferring user demographics 
in order to perform market segmentation in E-commerce 
applications or provide personalized Web content to the users. 

• On the other hand, clustering of pages will discover groups of pages 
having related content. This information is useful for Internet search 
engines and Web assistance providers. 



Classification
• Classification is the task of mapping a data item into one of several 

predefined classes. 
• In the Web domain, one is interested in developing a profile of users 

belonging to a particular class or category. This requires extraction 
and selection of features that best describe the properties of a given 
class or category. 

• Classification can be done by using supervised inductive learning 
algorithms such as decision tree classifiers, naive Bayesian 
classifiers, k-nearest neighbor classifiers, Support Vector Machines 
etc. 

• For example, classification on server logs may lead to the discovery 
of interesting rules such as : 30% of users who placed an online
order in /Product/Music are in the 18-25 age group and live on the 
West Coast.



Sequential Patterns
• The technique of sequential pattern discovery attempts 

to find inter- session patterns such that the presence of a 
set of items is followed by another item in a time-ordered 
set of sessions or episodes. 

• By using this approach, Web marketers can predict 
future visit patterns which will be helpful in placing 
advertisements aimed at certain user groups. 

• Other types of temporal analysis that can be performed 
on sequential patterns includes trend analysis, change 
point detection, or similarity analysis.



Pattern Analysis
• Pattern analysis is the last step in the overall Web Usage mining 

process 
• The motivation behind pattern analysis is to filter out uninteresting 

rules or patterns from the set found in the pattern discovery phase.
• The exact analysis methodology is usually governed by the 

application for which Web mining is done. 
• The most common form of pattern analysis consists of:

– A knowledge query mechanism such as SQL. 
– Another method is to load usage data into a data cube in order to 

perform Online Analytical Processing (OLAP) operations.
– Visualization techniques, such as graphing patterns or assigning colors 

to different values, can often highlight overall patterns or trends in the 
data. 

– Content and structure information can be used to filter out patterns 
containing pages of a certain usage type, content type, or pages that 
match a certain hyperlink structure.



Projects Taxonomy (1)
• There are five major dimensions that apply to every project 

– the data sources used to gather input, 
– the types of input data, 
– The number of users represented in each data set, 
– the number of Web sites represented in each data set, and 
– the application area focused on by the project. 

• Usage data can either be gathered at the server level, proxy level, or client level
• Most projects make use of server side data. 
• All projects analyze usage data and some also make use of content, structure, or 

profile data. 
• The algorithms for a project can be designed to work on inputs representing one or 

many users and one or many Web sites. 
• Single user projects are generally involved in the personalization application area. 
• The projects that provide multi-site analysis use either client or proxy level input data 

in order to easily access usage data from more than one Web site. 
• Most Web Usage Mining projects take single-site, multi-user, server-side usage data 

(Web server logs) as input.



Projects Taxonomy (2)



Projects Taxonomy (3)



WEBSIFT OVERVIEW



PRIVACY ISSUES (1)
• Privacy is a sensitive topic which has been attracting a 

lot of attention recently due to rapid growth of e-
commerce. 

• The issue of privacy revolves around the fact that most 
users want to maintain strict anonymity on the Web. 

• On the other hand, site administrators are interested in 
finding out the demographics of users as well as the 
usage statistics of different sections of their Web site. 

• The site administrators also want the ability to identify a 
user uniquely every time she visits the site, in order to 
personalize the Web site and improve the browsing 
experience



PRIVACY ISSUES (2)
• The main challenge is to come up with guidelines and 

rules such that site administrators can perform various 
analyses on the usage data without compromising the 
identity of an individual user. 

• Furthermore, there should be strict regulations to prevent 
the usage data from being exchanged/sold to other sites. 

• The users should be made aware of the privacy policies 
followed by any given site

• The success of any such guidelines can only be 
guaranteed if they are backed up by a legal framework.
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