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OUTLINE 

¢ Problem Definition 
¢ TPUC Protocols 
¢ Complexity and Security Analysis 
¢ Conclusion and Future Work 



PROBLEM DEFINITION 

¢  Ideal privacy-preserving requirements: 
�  User privacy:  
for each user Ai , ai should not be disclosed to the other 
participating users in the neighborhood and to the 
utility company during fTPUC 

�  Company privacy:  
the threshold t should not be disclosed to the 
participating users during fTPUC 
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PROBLEM DEFINITION 

¢ Since a TTP hardly exists in practice: 
�  Develop fTPUC protocols without utilizing a TTP 
�  Achieve a similar degree of privacy protection as if 

there were a TTP 

TPUC 



PROBLEM DEFINITION 

¢ We propose two strategies 
¢ They trade off between efficiency and security 



PROBLEM DEFINITION 

¢ Strategy 1 - adjustment based on maximum 
power usage 
�  If t < a, maximum energy consuming customer will be 

asked to reduce 
�  Repeat the process until t ≥ a 

¢ Strategy 2 - adjustment based on individual 
power usage 
�  If t < a, calculate 𝛿𝑖= 𝑎𝑖/𝑎 (𝑎−𝑡), δi is the least power 

reduce for user Ai 

�  After execution the protocol, the average total power 
usage will be lower than t 
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TPUC PROTOCOLS 

¢ We relax the privacy preserving requirements: 
�  Under strategy 1: a and am can be disclosed to A1,

…,An. 
�  Under strategy 2: a can be disclosed to A1,…,An. 



TPUC PROTOCOLS 

¢ Primitive protocols used to compose TPUC 
Protocols: 
�  Secure_Sum(a1,…,an) → a 
�  Secure_Max(a1,…,an) → am 
�  Secure_Compare(a, t) → 1 if a > t, and 0 otherwise 
�  Secure_Division((x1, y1), (x2, y2)) → 𝑥1+𝑥2/𝑦1+𝑦2  



TPUC PROTOCOLS 
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F1
TPUC PROTOCOLS 

1. A1 obtains a ← Secure_Sum(a1,…,an) 
2. A1 and the utility company jointly perform  
    the Secure_Compare protocol. 

 If Secure_Compare(a, t) = 1, then 
¢  (a) Each Ai obtains am ← Secure_Max(a1,…,an) 
¢  (b) Am(self-identified via am) reduces his or her energy 

consumption 

3. Repeat these steps until Secure_Compare(a, t) = 0 



F2
TPUC PROTOCOLS 

¢ Homomorphic Encryption: 
�  Private key is only known to the utility company.  
�  Public key is known to all the participating users. 
�  Epk and Dpr are the encryption and decryption 

functions 
�  Epk(x1) × Epk(x2) = Epk(x1 + x2) 



F2
TPUC PROTOCOLS 

�  Since 𝛿𝑖= 𝑎𝑖/𝑎 (𝑎−𝑡)=𝑎𝑖− 𝑎𝑖∙𝑡/𝑎  
�  Each user Ai should only calculate 𝑎𝑖∙𝑡/𝑎  in a privacy 

preserving way 



F2
TPUC PROTOCOLS 

1. A1 obtains a ← Secure_Sum(a1,…,an) 
2. A1 and the utility company C jointly perform the 
Secure_Compare protocol. 

If Secure_Compare(a, t) = 1, then 
(a) A1 randomly selects r from {0,N − 1} 

�  Set y1 = N − r and y2 = a + r mod N 
�  Send y1 to A2,…,An and y2 to C 

(b) Each Ai (2 ≤ i ≤ n) randomly selects ri from {0,N − 1} 
�  Compute E(t)ai to get E(ai · t) 
�  Set x1i = N − ri and si = E(ai · t) × E(ri) = E(ai · t + ri) 
�  Send si to C 



F2
TPUC PROTOCOLS 

(c) The utility company C sets x2i = D(si) for 2 ≤ i ≤ n 
(d) For 2 ≤ i ≤ n, Ai with input (x1i, y1) and C with input  
      (x2i, y2) jointly perform the Secure_Division protocol 

�  Ai obtains кi = Secure_Division((x1i,y1),(x2i,y2)) 
�  Ai sets δi = ai − кi 

�  Ai reduces his or her power consumption according to δi 



TPUC PROTOCOLS 
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COMPLEXITY ANALYSIS 

¢ Secure Sum protocol: efficient 
¢ Secure Comparison protocol: depends on the 
number of bits of a and t. 

¢  Secure Max protocol: efficient 
¢  Communication delay: depend on the number of 
users 



COMPLEXITY ANALYSIS 

¢ Secure Sum protocol and Secure Comparison 
protocol: same 

¢ Secure Division protocol: computation cost is 
bounded by O(log l) (l is the bits of ai · t 
and a.) 



SECURITY ANALYSIS 

¢  f1
TPUC: a and am are disclosed to A1,…,An. 

¢  f2TPUC: a are disclosed to A1,…,An. 



FUTURE WORK 

¢ We plan to develop efficient and more secure 
protocols. 

¢ We will also develop privacy-preserving protocols 
for other types of energy usage control. 



QUESTIONS? 


