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Structure of the Presentation 

•  Observations about mixed-criticality 
scheduling research 

•  The Bailout Protocol (BP) 

•  Scenario-based assessment 

•  Evaluation results 

•  Conclusions and future directions 



Mixed-Criticality Scheduling 
•  We are assuming a “standard” task model 

–  Two criticality levels 
–  HI-crit tasks have two WCETs – C(LO) and C(HI) 
–  LO-crit tasks have one WCET – C(LO) 
–  Tasks have a fixed period and priority 

•  A “standard” scheduling model is AMC 
–  When a HI-crit job exceeds C(LO), HI-crit mode entered 
–  In HI-crit mode 

–  Existing LO-crit jobs are abandoned, and  
–  No further LO-crit jobs are released 

•  AMC+ is  
–  The same as AMC  
–  Except can return to “normal” mode on an idle clock tick 



Mixed-Criticality Scheduling 

•  Most research to date has concentrated on 
–  Showing high-criticality tasks meet their deadlines 

–  Increasing the likelihood of low criticality tasks 
meeting their deadlines in certain modes 

•  Little work on 
–  Delaying entry to higher-criticality mode, i.e. after 

C(LO) is exceeded 
–  Returning to normal mode earlier than the idle tick 

•  Bailout protocol proposed to address these 
issues 



Overview of the Bailout Protocol 

•  Sometimes you overspend your normal budget 

•  Take out a loan when your balance is negative 

•  When you have a loan, then you reduce your 
expenditure 

•  Over time you should get your budget back in 
order and re-pay your loan 

•  When your  
–  Loan is paid off, and  
–  The effects of the overspend are definitely over, then 
–  Return your spending to pre-overspend levels 



Details of the Algorithm 

•  Three Modes 
–  Normal 

–  Bailout 

–  Recovery 

•  Normal 
–  While HI-crit jobs execute for no more than their 

C(LO) values, the system remains in normal mode  
–  If any HI-criticality job exceeds C(LO) 

–  Bailout mode entered 
–  For basic version, Bailout fund (BF) initialised to BF = 

C(HI) − C(LO)  



Details of the Algorithm 

•  Bailout mode 
–  Add to the bailout fund: BF = BF + C(HI) − C(LO) 

–  If any HI-crit job exceeds C(LO) value 

–  Reduce the bailout fund: BF = BF − (C(LO) − e) 
–  If any HI-crit job completes before C(LO) 
–  If any LO-crit job completes before C(LO) 

–  Reduce the bailout fund: BF = BF − (C(HI) − e)  
–  If any HI-crit job completes between C(LO) and C(HI) 

–  Reduce the bailout fund: BF = BF − C(LO)  
–  LO-crit job released is abandoned 

–  NOTE: LO-crit jobs that have started executing in 
normal mode can continue 



Details of the Algorithm 

•  Bailout mode 
–  If the bailout fund becomes zero then 

–  Lowest priority HI-crit incomplete job (Jk) recorded, and 
–  Recovery mode is entered 

–  If an idle instant occurs, then a  
–  Transition is made to normal mode 
–  BF is reset to zero 

–  NOTE: We don’t immediately return to normal mode  
–  Already released HI-crit jobs may be behind the 

“normal” schedule 
–  Consequently “new” jobs get interference not accounted 

for in AMC’s schedulability analysis 



Details of the Algorithm 

•  Recovery mode 
–  LO-crit jobs released in recovery mode are abandoned 
–  If any HI-crit job exceeds C(LO) then system re-enters 

bailout mode 
–  When job Jk completes, then  

–  Transition to normal mode 
–  BF is reset to zero  

–  If an idle instant occurs, then a  
–  Transition is made to normal mode 
–  BF is reset to zero 

•  Existing analysis for AMC is still sufficient 
–  Proof in the paper 
–  Backed up by scenario-based assessment 



Example of the Bailout Protocol 
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Versions of the Algorithms 
•  For both AMC+ and Bailout Protocol, there is 

–  Basic version 
–  Version that exploits slack time 

•  Both use Fixed Priority Scheduling (FPS) 
–  Priorities assigned using modified Audsley’s algorithm 

•  Slack time version uses sensitivity analysis 
–  Determines the percentage the whole task set can 

increase their WCET by (Whole), and then 
–  For individual tasks the percentage they can increase 

their WCET by (Ind) 
–  Replace C(LO) for hi-crit jobs with (Ind+Whole)*C(LO) 
–  Delays entry into bailout and means earlier transition to 

recovery mode 



Scenario-Based Assessment 

•  Static analysis gives definitive answers of 
which tasks meet deadlines in each modes 
–  Result is binary 

•  For the certification of critical systems 
–  It is important to understand how systems behaves 

(degrades) in the presence of likely failure scenarios 
–  Here this means the phasing and number of low-

criticality jobs that do not meet their deadlines 
–  As they are not executed 
–  They miss their deadline 

•  Scenario-based assessment can provide 
valuable evidence 



Scenario-Based Assessment 

•  Task set generator 
–  Uunifast to generate task sets for “normal” mode 

–  Tasks and jobs are independent 

–  In most cases execution time uniform random value 
[BCET, C(LO)] 

–  However with a chosen probability, C(LO) is exceeded 

–  When C(LO) is exceeded, execution chosen from a 
uniform distribution in range [C(LO), C(HI)] 

–  C(HI) is twice C(LO) 

–  Periods randomly chosen from an available set 
–  Deadline equal to period 



Scenario-Based Assessment 

•  Experimental conditions 
–  Tasks scheduled preemptively 

–  Two utilisations based on C(LO) 
–  70% and 90% 

–  Between 40% and 60% tasks are HI-crit 
–  Periods are harmonics with two base frequencies 

–  25, 50, 100, 250, 500, 1000 
–  20, 40, 80, 200, 400, 800 

–  For HI-crit tasks, 1 in a 10,000 jobs exceed C(LO) 



Scenario-Based Assessment 

•  Bespoke discrete time simulator 

•  1000 simulations of length 1011 time units 
–  Task with longest period executed at least 100k times 

•  Post-processing of simulator output 
–  Analysed wide variety of metrics including: 

– Deadline misses for high and low-criticality jobs 

–  Jobs not executed (#JDM) 
–  Time in high-criticality (bailout and recovery) mode 
–  Number of times high-criticality mode entered 

–  Boxplots so variances can be better understood 

–  Implemented in R 



Evaluation Results 
•  Utilisation 70% 

•  Slack better JNE than 
normal 

•  BP better JNE than 
AMC+ 

•  AMC better LDM but 
too few samples to be 
conclusive 

•  Overall BP better 
service to LO-crit jobs 



Evaluation Results 
•  Utilisation 90% 

•  Benefits of BP for 
LO-crit jobs more 
significant 

•  FPPS still  
–  Best service to LO-crit 

jobs 
–  But misses some HI-

crit deadlines 



Conclusions and Future Directions 

•  Bailout protocol provides better service to lower-
criticality jobs when C(LO) is exceeded 

•  Existing analysis shown to be valid by both proof 
and extensive scenario-based assessment  

•  Further trials have shown similar trends, e.g. 
–  Non-harmonic periods 
–  Different utilisations of lower-criticality tasks 
–  Different rates at which C(LO) exceeded 

•  Future work 
–  Improved task set generator 
–  Reducing service degradation by improvements to the protocol 
–  Support for more than two criticality levels but still only having 

at most two WCET values per task 


