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Abstract
Mobile ad-hoc networks (MANETs) are dynamic by nature; this dynamism comes from

node mobility, traffic congestion, and other transmission conditions. Metrics to evaluate the

effects of those conditions shine a light on node’s behavior in an ad-hoc network, helping to

identify the node or nodes with better conditions of connection. In this paper, we propose a

relative index to evaluate a single node reliability, based on the link disconnection entropy

disorder using neighboring nodes as reference. Link disconnection entropy disorder is best

used to identify fast moving nodes or nodes with unstable communications, this without the

need of specialized sensors such as GPS. Several scenarios were studied to verify the

index, measuring the effects of Speed and traffic density on the link disconnection entropy

disorder. Packet delivery ratio is associated to the metric detecting a strong relationship,

enabling the use of the link disconnection entropy disorder to evaluate the stability of a node

to communicate with other nodes. To expand the utilization of the link entropy disorder, we

identified nodes with higher speeds in network simulations just by using the link entropy

disorder.

Introduction
AMobile Ad-hoc Network (MANET) is a wireless network made of multiple mobile devices
called nodes; with no need for a fixed infrastructure; capable of self-organization and easy to
deploy in an instant [1]. All devices are free to move, having total independence with the rest of
devices; forming a dynamic topology of moving devices.

All participating nodes in a MANET are resource independent. Each node has the resources
needed to operate without the need of others.

Node independence can provide the flexibility to disperse the nodes without a particular
pattern on a working area. The only restriction is to have some other participants at transmit-
ting range, needed for forwarding packets to out of range nodes.

The dynamic topology of the MANET is ideal for some military and commercial applica-
tions such as scouting or swarming, disseminating communication or sensory detection capa-
bilities in a localized area.
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The connection effectiveness between nodes influences the MANETs stability to communi-
cate. The node‘s mobility disturbs the efficiency of delivering packets. A MANET with little
movement in nodes is communication stable; when nodes move rapidly, the network needs to
adapt to maintain stability.

A fast moving device is continually creating new node connections when in the transmis-
sion range with a neighbor, but when it is needed to use the link, the fast node is not in the
same area. This rogue device makes the communication difficult for nearby nodes presenting a
short-lived connection.

Identifying and measuring rogue nodes could be valuable. By identifying a fast rogue node,
we can take this node out of the routing arrangement or stop the participation of this device in
the network. Another usage is detecting nodes with “out of the ordinary” behavior like mal-
functioning sensor nodes.

When simulating MANETs, two networks cannot be easily compared, due to the complex
interaction between system parameters. Any difference in working area size could leave nodes
too apart to create a reliable link, or too close putting more nodes in range to connect. Consid-
ering two networks of different size and node speeds, we can compare them by observing traits
of the system, such as when they have the same connection interactions, regardless of differ-
ence in the parameters; this comparison can be done with a specific trait and handling each sys-
tem as a graph and quantitatively investigate them as network-based systems [2].

Multiple metrics and indexes exist to evaluate the reliability and the impact of MANET’s
mobility. Some metrics and indexes use the location, speed, or distance to assess mobility [3–
7]. For this, extra CPU and power consumption is needed to use of additional sensors. Others,
use specific marks in communications such as Time to live packets or packet return time; in
some cases, using a great deal of the bandwidth in the control packages.

This paper expands the description and implements previous work by the authors[8]. The
proposed index use the entropy of all the link’s disconnections to nearby neighbors within a
timeframe. Without the need for additional sensors and little use of resources built-in in most
basic devices for this type of networks.

Applying the index in a single node, it will measure the node stability to communicate with
others owed mostly to mobility.

A high level of Link Disconnection Entropy Disorder (LDED) points to an unstable group
of neighbors and the connections to them. Bigger LDED is an effect of adding connections to
new neighbors and the breaking of links to previously associated nodes, as in a node moving
rapidly through the network area.

When the LDED is small, the presence and communications are stable as the nodes do not
change positions for longer periods of time. If the nodes in the network are not moving, there
is no change in neighbors or connections.

To evaluate the network Link Disconnection Entropy Disorder, the index uses the individ-
ual LDED evaluated by each node in the MANET, creating a reference point for comparison of
two systems with different parameters. If a system with a large working area has the same
LDED such as a smaller one with fewer nodes, they can be considering similar systems.

In section “Mobile Ad-hoc NETworks” we define the use and importance of this type of
system; detailing the frequently used metrics is in section “Metrics in MANETs”. The basis for
the metric are in “Entropy and Disorder”; in “Link Disconnection Entropy Disorder” is the
workings of the metrics to use entropy disorder to measure node stability. The technical
details of simulations are in “Simulation basics” section used in “Results”, finishing with a
conclusion.
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Materials and Methods

Mobile Ad-hoc NETworks
MANETs provide the possibilities for applications where a fixed infrastructure is not available,
by forming a dynamic and extemporaneous one; usually for special or customized application.

In the battlefield, autonomous agents could be able to assist in communications and data
gathering for intelligence, like surveillance, damage assessment, and other tactical needs.

For civilian life, some proposals are published; one of this proposals is a dispatch system for
taxis [9] while another application is a complete framework for applications to monitor the
neighborhood [10]. The vehicular industry is one to benefit using in-vehicle network applica-
tions as in vehicle-to-vehicle communications.

In this type of network, all devices have basic resources to do sensing as a standalone node,
but when the time is to communicate, they need a communications infrastructure to send or
receive data. All participating nodes form a temporary and dynamic communications support
by using a nearby neighbor as a forward point to other nodes.

Shown in Fig 1, are the two possible paths to communicate node “A” to node “B”. Node “A”
uses in-range neighbors to form a potential forwarding path of nodes to node “B”.

When a transitional node fails, the network reacts searching for other nodes to help the
package reach the destination. If the node participating in forwarding is turned off or goes
missing, the last node in the path looks for a new suitable node to continue passing the
package.

A routing protocol is needed to coordinate all nodes in a distributed manner, considering all
nodes participate in forwarding packets; leaving each device a part of the responsibility of
selecting the next node to communicate. Various routing protocols exists [11–15]. The routing
protocol is the responsible for coordinating routes and error messages using a particular logic
to select the nodes participating in a path to nodes out of range.

One main characteristic of MANETs is node mobility. Nodes constantly move at different
rates, changing the possible paths to use or breaking the existing ones. The routing protocol
needs to adapt to the changing conditions and react when needed.

The selection of an individual path to other nodes is made by choosing the path with the
best metric defined by the routing protocol. This metric varies depending on the routing

Fig 1. Basic MANET with multiple hops.Node "A" requires to transmit to node "B", two route options are
available.

doi:10.1371/journal.pone.0155820.g001
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protocol selected. A metric could evaluate each node, the complete list of nodes in a path, or all
the links involved in the route.

Metrics in MANETs
Ametric or index needs to model the quintessential characteristics of each node in the system.
A good metric could furthermore describe the behavior of the network and the elements
enclosed; for that it could be used as a similarity measure or to describe a node.

Graph similarity measures[16,17] are used to compare systems where no comparison point
can be easily obtained by parameters alone; some measures are based on topological character-
istics [18,19], others measures are based in entropy [20–22]. Emmert-Streib et al. [23] did a
comprehensive survey of methods for comparative graph analysis.

When comparing two MANETs, any operational area size difference denotes different den-
sity of nodes affecting the neighbors in range and channel saturation due to crowding, making
it difficult to compare due to dissimilar interactions. Only two networks with the same similar-
ity measure can be considered analogous, even with different parameters. Graph entropy mea-
sures can be used as a similarity measure.

Understanding node’s mobility and dependability through metrics and indexes prepare us
to adapt or just recognize how the system is performing. Evaluating provides feedback from
the network by quantifying the effect of node consistency [24].

The use of Creative measurements is needed to assess trustworthiness in nodes with fewer
resources. Power consumption could be minimized by using data already known by the node,
with less CPU utilization and lower resource use. These creative metrics describe link or path
stability or link behavior [25–27].

In this type of wireless network, the nodes are free to move independently of each other.
The MANET topology changes as the mobile devices travel through the working area, disturb-
ing data rates and links between nodes, disappearing established links of communication [25].

Ad-hoc metrics derive from the behavior of links when affected by movement. As the node
moves, links to near neighbors change performance. When a connection is completely stable,
always present, the communication is at optimal.

When a connection keeps breaking for half the time, then half of the packages passing
through are not delivered or are retransmitted, degrading the link. ETX [26,28] use the rela-
tionship of forward and reverse delivery ratio of the connection; link duration metric (LD) [29]
uses the term of each existing link between nodes. Some others evaluate the rate of change of
one or more characteristics [3].

A measure that can tell the effect of movement on the node’s links could help to understand
and react the network’s dynamics.

If a routing protocol uses a metric or index, it could support the selection of the most stable
route from a group of paths. The metric or index describe the dynamics of each node in the
network.

A practical mobility measure needs to cover some real world characteristics [30]:

• Must apply to real nodes

• Has to be computable in a distributed environment

• Adapt to measure performance locally

• Numerically quantify the quality of a link

• Evaluated in real time
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The index proposed here could be applied to evaluate a single node, an established route, or
the nodes participating in a path. The resulting LDED when using all links in a path will assess
the stability of the complete path. To determine how stable is the group of nodes forwarding as
a team, the LDED of each node involved in a path is used.

Entropy and disorder
Entropy is a versatile metric [31] used in different fields. This metric is used and adapted to
chemistry, biology and medical research [32,33], animal and human behavior [34–36].

In computer science, it is used in analysis of complex systems and information [37–40],
Image analysis [41], and computer networks [3,42,43].

As stated by Emmert-Streib [23] “Graph entropy measures are multivariate function captur-
ing information beyond distances”making graph entropy measures a good fit to evaluate
MANETs. Graph entropy measures have been classified and contextualized by Mowshowitz
et al. [44].

Entropy-based metrics in ad-hoc networks uses a rate of change or behavior to create a mea-
sure; usually to entropy, order, or disorder. Entropy presents the uncertainty in a system
[4,6,42]. The majority of Entropy measures in Ad-hoc Networks rate the changes in location or
link characteristics such as breakage. When a measurement is significant on entropy means
high rates of change [45].

Disorder [46,47] is a normalized representation of entropy. The definition of Disorder is
[45,48]

D ¼ S
Smax

ð1Þ

Where S is the Boltzmann-Gibbs-Shannon entropy[49], given by:

S ¼ �k
XN

i¼1
ðpiÞ log2ðpiÞ ð2Þ

Using pi as the probability of state i of the N states in the system, the Boltzmann constant is
represented by k.

Smax Denotes the maximum entropy of a system with equiprobable distribution of pi [46,47]

Smax ¼ ðkÞ log2ðNÞ ð3Þ

N being the number of possible states in the system and k the Boltzmann constant. The pi
value for each possible state is

pi ¼
1

N
ð4Þ

Link disconnection entropy disorder
Specialized sensors are needed to measure physical movement (Speed, Acceleration, position),
using significant power resource (Battery). It is possible to observe the effect of movement on
the connections to determine the stability of the node due to mobility.

Node connections can be monitored by periodically sending a simple Hello package. The
hello package is overheard only by neighbor nodes in transmission range; registering a possible
connection state; when it is missing at a designated time, it is expected to be lost by being out of
range.
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The Hello beacon package could be small, it does not need much information. The objective
of this package is to inform near neighbors of the node presence, with it, the possibility of a
connection. The periodicity of the beacon could be key to account for lost packets in an
observed time T. Each participating node notifies his presence to near neighbors and a possible
connection.

In Fig 2 a beacon is received, marked as 1 in time t is a successful link. Links existing at time
t are broken in time t+1; the expected Hello package did not arrive at expected time p(t+1). A
register of the received or lost beacon is used to evaluate the entropy micro-states during time
window T.

The time window T is a sliding window where each beacon data is collected and kept for a
designated time, discarding entries outside this period. Using a 4 seconds time window, entries
older than this are discarded.

When evaluating LDED, we are using the count of the missing packages, therefore if we
expected ten beacons but only received 4, we expect a six package loss in that time frame.

When a node moves inside the network area, link breakage and newly made connections
take place. Fig 3 shows moving node 0 with a fixed direction and speed. When the node passes
in range of a neighbor, a new link register is created for each newly connected node.

Fig 2. Node observation time window.Node 1 in time t+1 drops connections made with node 2 and five at
time t; registering success or failure in an array with a sliding time frame.

doi:10.1371/journal.pone.0155820.g002

Fig 3. Node is moving through network. Node is moving along the network, creating link breakage, and
new node connections.

doi:10.1371/journal.pone.0155820.g003
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The link register array exists while not empty with success connections to the node in the
time frame. The link record is eliminated when no entry is received in the period. All link rec-
ords to neighbors with at least one entry are used to measure the nodes LDED.

If the connection is sustained throughout the time frame, the link disconnection disorder is
small; denoting little or no change is made to the link. When the connection is lost and
regained several times in the time window, link disconnection entropy disorder will elevate.

The total of possible connections and disconnections are used to evaluate the LDED of a
node with neighbors. A node is considered stable when the possibility of connection is present
during the time window. On the other hand when most of the time the likelihood of connec-
tion is small, denotes an unstable node to communicate with neighbors, meaning an uncer-
tainty for future connection.

One notable characteristic of a moving node is the constant creation of links to newly seen
neighbors. New entries for links from recently encountered neighbors are added to the possible
future connections, changing the node’s entropy elevating the LDED with each new node.

If a neighbor is without a successful connection during the time window, that neighbor, and
all the possibilities for connections are not included for evaluation.

Using N as the number of expected connections by a node during a time window in eq 3,
the maximum entropy is calculated. Eq 2 evaluates the node’s disconnection entropy using the
missing links.

The proposed Link Disconnection Entropy Disorder index has all the characteristics of a
practical metric. Easy to implement in real nodes due to simple calculations, it does not require a
high power processor; each node evaluates own index, distributing the processing to each node.

Simulation Basics
Due to the complexity in randomly controlling the speed and direction for a group of wireless
communication devices, a wireless network simulator is used. A testbed of reasonable size is
complex and costly to deploy; in a testbed it is difficult to change protocols in a controlled and
reproducible manner [50].

The framework for the simulation was Omnet++ 4.6b1[51] discrete network simulator. The
libraries used to mimic wireless devices in this framework are designed to account for aspects
of communications.

The physical characteristics of nodes are considered by the models, including radio commu-
nications, radio distribution and MAC protocols; therefore, the repercussions of using a simu-
lation environment over a testbed are minimal.

OMNET++ Performance evaluation of ad-hoc networks have being discussed by Sommer
et al.[52]; Bredel et al.[53] compares IEEE 802.11g measurements to OMNET++ simulations;
Colesanti et al. [54] published a comparison of Simulation and testbeds.

With the objective of validating LDED, several network simulations were realized. In sets of
four and seven runs, changing the random seed at each run, obtaining reproducible results.
Simulation results are shown in “Results” section, OMNET++ configurations are set in this
section.

RandomWaypoint mobility model [55,56] moves each node independently inside the work-
ing area. Each node selects a target destination and moves with a specified speed, when the des-
tination is reached, a new random target goal is set, repeating the process throughout the
simulation time. No waiting time was used.

Each simulation comprised 50 mobile devices with 802.11g capabilities; each node is inde-
pendent of each other and can move freely; nodes are free to transmit if needed using 802.11g
(wifi) as shown in Fig 4.

Detecting Fast Moving Nodes Using Link Disconnection Entropy Disorder

PLOS ONE | DOI:10.1371/journal.pone.0155820 May 24, 2016 7 / 15



To Stress the network, when in need of traffic the G.728 (16 kbps) standard is used. With a
payload of 60Bytes, containing 30 seconds of audio; sending 33.3 packets per second. This traf-
fic is working with a constant bit rate of audio for the duration of the simulation.

The parameters to evaluate LDED in each node are:

• Each node has a time window of 4 seconds.

• A single beacon every 0.5 seconds.

• Refreshing the metric every 2 seconds.

To identify the impact of speed, simulations with different speed scenarios. Each simulation
run time is 600 seconds with a selected speed i.e. 0.2, 0.5, 0.7, from 2 to 10, 12, 14, 16, 18, 20,
22, 24, 26, 28 meter per second.

Three experiments were planned to evaluate LDED stability. Seeking consistency in the
measurements, especially to variations in the node’s mobility; being mobility the predominant
factor for communication instability in a node.

To focus on the behavior of LDED to the saturation of the communication channel and the
mobility of the nodes, the first experiment was implemented. In this experiment, simulations
are performed with speed and channel saturation as the variables. To saturate the communica-
tion channel four levels of saturation were used i.e. 0, 1, 5 and seven nodes transmitting to a
constant bit rate of 16kbps (G.728).

The second experiment is an extension of the first. With the channel saturation and speed
of the nodes as variables, analyzing the relationship between packet loss and LDED; Observing
mobility and channel saturation effect size within the LDED.

The aim of the third experiment is to identify nodes with link disconnection entropy disor-
der alone; Comparing the node’s LDED with the LDED of reference nodes. Each simulation
group uses a different speed for reference nodes. Being LDED tightly coupled with neighbor’s
speed, since LDED uses the links with neighboring nodes and these nodes also move indepen-
dently at own speed.

Fig 4. Nodes randomly distributed in 1km by 1kmworking area.Nodes are free to move randomly inside.

doi:10.1371/journal.pone.0155820.g004
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Each identifiable node moves with a fixed speed, i.e. Node A is static (0 m/s), Node B uses 2
m/s, Node C is 4 m/s, and Node D has a speed of 12 m/s. The rest of the nodes receive the refer-
ence speed for that simulation run.

To assess the reliability of the LDED, an Intraclass Correlation Coefficient (ICC) was used
for each simulation group; the expected value is near 1.0, meaning a consistent value through
all simulation runs.

Results
In this section, the Link Disconnection Entropy Disorder measurements are shown as the out-
come of the controlled simulations, identifying the reliability of LDED.

As the neighboring nodes move along the working area, possible links are made and broken;
this is key in evaluating a single node’s LDED. When a node is passing by new neighbors con-
stantly, the LDED value is high. Fig 5 reveal the increment in Link Disconnection Entropy Dis-
order while Traffic and speed increases; Since part of the measurements involve sending a
package to identify neighbors, four different channel saturation intensities were implemented
to observed the influence while detecting neighbors; as the Fig 5 indicates, it is partially
affected.

There is a strong relationship between the spatial mobility of a node and the link disconnec-
tion with neighbors as shown in Fig 5; if a network is high in LDED value, it is expected to have
a low packet delivery ratio.

Fig 5. Link disconnection entropy disorder reaction to source saturation and nodemobility.

doi:10.1371/journal.pone.0155820.g005
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Fig 6 illustrate the relationship between the packet delivery ratio (PDR) and Link Discon-
nection Entropy Disorder; the PDR gets lower as the LDED goes higher. A logarithmic trend
shows a LDED relationship with PDR.

A two-way ANOVA evaluates the speed and traffic saturation’s effect size on Link Entropy
Disconnection Disorder; Table 1 contains the two-way ANOVA analysis with effect size for
traffic and speed as ETAsqr.

The ETAsqr attribute 83.06% of LDED to changes in Speed, 15.57% is to traffic saturation
and less than 1% to the interaction between the two.

LDED helps to identify nodes that are moving at higher speeds than neighbors. Table 2 uses
experiment three with 47 reference nodes at 0 meters per second, nodes B, C, and D use a dif-
ferent speed to identify them in four simulation runs. Nodes with faster speeds than reference
would have a higher LDED. The difference in LDED is represented in by column “% Ref”.

The LDED average of Node A is 10% below the reference node’s average LDED; not sub-
stantial in contrast to the 1,085% for the Node D, with faster speed than the reference nodes.
Nodes B and C reflect a higher difference, identifying the fast moving nodes in relation to net-
work’s speed average.

Fig 6. packet delivery ratio and Link Entropy Disorder.

doi:10.1371/journal.pone.0155820.g006

Table 1. Link disconnection entropy disorder two-way ANOVA result with Traffic and speed as variables.

Source of Variation SS df MS F P-value F crit ETAsqr

Traffic 0.27801 3 0.0927 1630.3 6E-124 2.6584 0.1557

Speed 1.48286 20 0.0741 1304.4 5E-173 1.6334 0.8306

Interaction 0.01491 60 0.0002 4.3715 3E-14 1.3981 0.0084

Within 0.00955 168 6E-05

Total 1.78534 251

doi:10.1371/journal.pone.0155820.t001
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For this simulation group, the reliability for LDED is 0.995, given by the intraclass correla-
tion coefficient.

Tables 3 and 4 are simulation groups with a higher reference speed; the identifiable nodes
keep the same speed.

The result in Tables 3 and 4 are similar to Table 2; identifying nodes with higher speeds by a
greater difference in LDED is possible, but struggling to identify slower nodes just by LDED.

Conclusion
One unwanted consequence of mobility and high traffic is the loss of packets and link degrada-
tion. LDED takes into account the packets lost in a time window and creates a relative index to
evaluate the quality of a node to connect to neighbors.

LDED focus on the links to surrounding neighbors, evaluating how trustworthy a node
could be to pass packets to a near neighbor. Evaluating how trustworthy is a node is relative to
the interaction with neighbors.

Each node evaluates LDED, assessing the links to the closest neighbors and calculates how
much disconnection disorder is in the links between them. When all nodes move at the same
speed the links between nodes have similar behavior and the average disconnection disorder

Table 3. Reference nodes at 2mps base speed.

Node Speed Run 1 Run 2 Run 3 Run 4 Average Difference

A 0mps 0.04104 0.07174 0.07589 0.05473 0.06085 1%

B 2mps 0.05415 0.05641 0.05354 0.06097 0.056269 -7%

C 4mps 0.08870 0.07701 0.08356 0.08001 0.08232 36%

D 12mps 0.18471 0.19234 0.19043 0.20741 0.193723 220%

R. Nodes 2mps 0.05983 0.06167 0.05946 0.06082 0.060445 0%

ICC 0.977581

doi:10.1371/journal.pone.0155820.t003

Table 2. Node LDED comparison to reference nodes at 0mps base speed.

Node Speed Run 1 Run 2 Run 3 Run 4 Average % Ref

A 0mps 0.01578 0.01506 0.01062 0.01685 0.014578 -10%

B 2mps 0.05134 0.05279 0.04475 0.05115 0.050008 209%

C 4mps 0.08387 0.09536 0.07810 0.08253 0.084964 426%

D 12mps 0.18970 0.19170 0.18332 0.20141 0.191533 1085%

R. Nodes 0mps 0.01667 0.01533 0.01543 0.01723 0.016164 0%

ICC 0.995097

doi:10.1371/journal.pone.0155820.t002

Table 4. Reference nodes at 4mps base speed.

Node Speed Run 1 Run 2 Run 3 Run 4 Average Difference

A 0m/s 0.08676 0.08171 0.07247 0.09574 0.084169 -19%

B 2m/s 0.08544 0.08578 0.08301 0.08596 0.085048 -18%

C 4m/s 0.11039 0.10037 0.11496 0.09974 0.106366 2%

D 12m/s 0.20439 0.19831 0.21068 0.21498 0.207091 99%

R. Nodes 4m/s 0.10426 0.10285 0.10307 0.10545 0.103906 0%

ICC 0.984365

doi:10.1371/journal.pone.0155820.t004
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is similar; meaning all nodes have the same consistency to communicate, not an LDED value
of 0.

When a node is moving faster than the rest of nodes, the node will meet new neighbors and
will miss links to others. The interaction will cause a high level of disconnection entropy disor-
der by the total connections made and lost.

A higher Link Disconnection Entropy Disorder means a node is passing in transmission
range of a neighbor and shortly getting out, breaking contact from nodes. A node is unreliable
if LDED is high or near 1.0.

Link breakage caused by channel saturation or other events have the same effect with less
impact in LDED. Channel saturation makes the beacon mechanism to lose some packets and
to take this as a link loss but recover in time with less impact to LDED than mobility.

LDED evaluate unreliable nodes and identify fast moving nodes without the need for spe-
cialized devices like GPS or sensors like infrared proximity. LDED takes simple count of pack-
ages in a timeframe to relate to near neighbors; every node is constantly evaluating and
participating in LDED.

LDED uses the connection with neighbors as link, maintained via a beacon; in this work the
metric is focused in network comunications; this metric could be used in other contexts by
adapting the way neighbors are recognized and maintained. e.g. mobile agents are common
tools to study dynamics in game models like the traveler’s dilema [57], fund strategy identifica-
tion [58], and public goods game[59], with the objective of analyse cooperation, agglomeration
and social instability. This traits are observable by the mobility of an agent. Chen et al. [60]
investigates the cooperative behaviors among mobile agents in the public goods game, where
the level of mobility measured by a metric such as LDED could denote the satisfaction level in
past groups. When the agent has a high LDED, it would denote a rapid change of groups of
neighbors, mostly by insatisfaction. If the metric is low, there is not much change in neighbors,
indicating satisfaction within the visited groups.

Supporting Information
S1 Data. Simulation data results. Data from Omnet++ simulations used in results section.
(XLSX)

Author Contributions
Conceived and designed the experiments: CA MS LA. Performed the experiments: CA MS LP
LM. Analyzed the data: CA MS LP LA. Wrote the paper: CA MS LP LA LM.

References
1. Gerla M. From battlefields to urban grids: New research challenges in ad hoc wireless networks. Perva-

sive Mob Comput. 2005; 1: 77–93. doi: 10.1016/j.pmcj.2005.01.002

2. Dehmer M. Information Theory of Networks. Symmetry (Basel). 2011; 3: 767–779. doi: 10.3390/
sym3040767

3. Yawut C, Paillassa B, Dhaou R. Mobility Metrics Evaluation for Self-Adaptive Protocols. J Networks.
2008; 3: 53–64. doi: 10.4304/jnw.3.1.53-64

4. Kunz T. Mobility Metrics to Enable Adaptive Routing in MANET. IEEE International Conference on
Wireless and Mobile Computing, Networking and Communications, 2006 (WiMob’2006). IEEE;
2006. pp. 1–8. 10.1109/WIMOB.2006.1696350

5. Basu P, Khan N, Little T. A mobility based metric for clustering in mobile ad hoc networks. IEEE ICDCS
2001WorkWirel Networks Mob Comput. 2001; 1–19. Available: http://ieeexplore.ieee.org/xpls/abs_all.
jsp?arnumber=918738

Detecting Fast Moving Nodes Using Link Disconnection Entropy Disorder

PLOS ONE | DOI:10.1371/journal.pone.0155820 May 24, 2016 12 / 15

http://www.plosone.org/article/fetchSingleRepresentation.action?uri=info:doi/10.1371/journal.pone.0155820.s001
http://dx.doi.org/10.1016/j.pmcj.2005.01.002
http://dx.doi.org/10.3390/sym3040767
http://dx.doi.org/10.3390/sym3040767
http://dx.doi.org/10.4304/jnw.3.1.53-64
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=918738
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=918738


6. Ghassemian M, Mostafavi M, Friderikos V, Aghvami AH, Lane D. On Mobility Metrics Applied for Ad
hoc Network Protocol Evaluation On Mobility Metrics Applied for Ad hoc Network Protocol Evaluation.
Mobile andWireless Communications Networks (MWCN 2005). 2005.

7. Li Z, Sun L. GPS-free mobility metrics for mobile ad hoc networks. Commun IET. 2007; 970–976.

8. Alvarez CF, Palafox LE, Aguilar L. Link Disconnection Entropy Disorder in Mobile Adhoc Networks. Int
J Recent Res Electr Electron Eng. 2015; 2: 119–125.

9. Crowcroft J, Wassell I. Towards Commercial Mobile Ad Hoc Network Applications : A Radio Dispatch
System. in Proc of MobiHoc, 2005. 2005. pp. 355–365. Available: https://www.cl.cam.ac.uk/research/
srg/netos/papers/2005-mobihoc-taxi.pdf

10. Ben Abdesslem F, Iannone L, Dias de Amorim M, Solis I, Obraczka K, Fdida S. Neighborhood Monitor-
ing and Link Assessment in Wireless Networks. Sigcomm. Pisa, Italy; 2006. pp. 5–6. Available: http://
www.cl.cam.ac.uk/~fb375/publications/Ben-Abdesslem.SIGCOMM06.pdf

11. Vasan D, Kazi H, Channa I, Muhammadani KH, Shaikh A. A Survey On Routing Protocols Performance
Simulated In Different Scenarios With Different Simulators. Int J Wirel Commun Netw Technol. 2013; 2:
54–59.

12. Kumar J, Kulkami M, Gupta D. Performance Comparison of MANET Routing Protocols. Int Rev Comput
Softw. 2010; 5.

13. Taneja S, Kush A. A Survey of routing protocols in mobile ad hoc networks. Int J Innov Manag Technol.
2010; 1: 248–2010.

14. Hinds A, Ngulube M, Zhu S, Al-Aqrabi H. A Review of Routing Protocols for Mobile Ad-Hoc NETworks
(MANET). Int J Inf Educ Technol. 2013; 3: 1–5. doi: 10.7763/IJIET.2013.V3.223

15. Gupta AK, Sadawarti H, Verma AK. Review of Various Routing Protocols for MANETs. Int J Inf Electron
Eng. 2011; 1: 251–259.

16. Zager LA, Verghese GC. Graph similarity scoring and matching. Appl Math Lett. 2008; 21: 86–94. doi:
10.1016/j.aml.2007.01.006

17. Dehmer M, Emmert-Streib F, Kilian J. A similarity measure for graphs with low computational complex-
ity. Appl Math Comput. 2006; 182: 447–459. doi: 10.1016/j.amc.2006.04.006

18. Merelli E, Rucco M, Sloot P, Tesei L. Topological Characterization of Complex Systems: Using Persis-
tent Entropy. Entropy. 2015; 17: 6872–6892. doi: 10.3390/e17106872

19. Dehmer M, Emmert-Streib F, Shi Y. Interrelations of graph distance measures based on topological
indices. PLoS One. 2014; 9: 1–14. doi: 10.1371/journal.pone.0094985

20. Dehmer M, Mowshowitz A. A history of graph entropy measures. Inf Sci (Ny). Elsevier Inc.; 2011; 181:
57–78. doi: 10.1016/j.ins.2010.08.041

21. Chen Z, Dehmer M, Emmert-Streib F, Shi Y. Entropy of Weighted Graphs with Randi´c Weights.
Entropy. 2015; 17: 3710–3723. doi: 10.3390/e17063710

22. Wang Y-X, Bao FS. An Entropy-BasedWeighted Clustering Algorithm and Its Optimization for Ad Hoc
Networks. Third IEEE International Conference onWireless and Mobile Computing, Networking and
Communications (WiMob 2007). IEEE; 2007. pp. 56–56. 10.1109/WIMOB.2007.4390850

23. Emmert-Streib F, Dehmer M, Shi Y. Fifty years of graph matching, network alignment and network com-
parison. Inf Sci (Ny). Elsevier Inc.; 2016; 346–347: 180–197. doi: 10.1016/j.ins.2016.01.074

24. Boleng J, Navidi W, Camp T. Metrics to enable adaptive protocols for mobile ad hoc networks. Pro-
ceedings of the International Conference onWireless Networks (ICWN ‘02). Las Vegas, Nevada;
2002. pp. 293–298. Available: http://scholar.google.com/scholar?hl=en&btnG=Search&q=intitle:
Metrics+to+Enable+Adaptive+Protocols+for+Mobile+Ad+Hoc+Networks#0

25. Hieu C, Hong C. A connection entropy-basedmulti-rate routing protocol for mobile ad hoc networks. J
Comput Sci Eng. 2010; 4: 225–239. Available: http://jcse.kiise.org/files/JCSE_V4N3_3.pdf

26. Naimi S, Busson A. Anticipation of ETX Metric to manage Mobility in Ad HocWireless Networks. In:
Guo S, Lloret J, Manzoni P, Ruehrup S, editors. Ad Hoc Now. Benidorm, Spain: Springer International
Publishing; 2014. pp. 29–42. doi: 10.1007/978-3-319-07425-2

27. De Couto DSJ, Aguayo D, Bicket J, Morris R. a High-Throughput Path Metric for Multi-HopWireless
Routing. Wirel Networks. 2005; 11: 419–434. doi: 10.1007/s11276-005-1766-z

28. Ni X, Lan K, Malaney R. On the performance of expected transmission count (ETX) for wireless mesh
networks. Proceedings of the 3rd International Conference on Performance Evaluation Methodologies
and Tools. ICST; 2008. 10.4108/ICST.VALUETOOLS2008.4588

29. Chen S, Jones H, Jayalath D. Effective link operation duration: a new routing metric for mobile ad hoc
networks. 2007; Available: http://eprints.qut.edu.au/9913/

Detecting Fast Moving Nodes Using Link Disconnection Entropy Disorder

PLOS ONE | DOI:10.1371/journal.pone.0155820 May 24, 2016 13 / 15

https://www.cl.cam.ac.uk/research/srg/netos/papers/2005-mobihoc-taxi.pdf
https://www.cl.cam.ac.uk/research/srg/netos/papers/2005-mobihoc-taxi.pdf
http://www.cl.cam.ac.uk/~fb375/publications/Ben-Abdesslem.SIGCOMM06.pdf
http://www.cl.cam.ac.uk/~fb375/publications/Ben-Abdesslem.SIGCOMM06.pdf
http://dx.doi.org/10.7763/IJIET.2013.V3.223
http://dx.doi.org/10.1016/j.aml.2007.01.006
http://dx.doi.org/10.1016/j.amc.2006.04.006
http://dx.doi.org/10.3390/e17106872
http://dx.doi.org/10.1371/journal.pone.0094985
http://dx.doi.org/10.1016/j.ins.2010.08.041
http://dx.doi.org/10.3390/e17063710
http://dx.doi.org/10.1016/j.ins.2016.01.074
http://scholar.google.com/scholar?hl�=�en&btnG=Search&q�=�intitle:Metrics+to+Enable+Adaptive+Protocols+for+Mobile+Ad+Hoc+Networks#0
http://scholar.google.com/scholar?hl�=�en&btnG=Search&q�=�intitle:Metrics+to+Enable+Adaptive+Protocols+for+Mobile+Ad+Hoc+Networks#0
http://jcse.kiise.org/files/JCSE_V4N3_3.pdf
http://dx.doi.org/10.1007/978-3-319-07425-2
http://dx.doi.org/10.1007/s11276-005-1766-z
http://eprints.qut.edu.au/9913/


30. Abdullah J, Parish DJ. Node connectivity index as mobility metric for GA based QoS routing in MANET.
Proc 4th Int Conf Mob Technol Appl Syst 1st Int Symp Comput Hum Interact Mob Technol—Mobil ‘07.
New York, New York, USA: ACM Press; 2007; 104. 10.1145/1378063.1378082

31. Starikov EB. Many faces of entropy or Bayesian statistical mechanics. Chemphyschem. 2010; 11:
3387–94. doi: 10.1002/cphc.201000583 PMID: 20865720

32. Dehmer M, Borgert S, Emmert-Streib F. Entropy bounds for hierarchical molecular networks. PLoS
One. 2008; 3: e3079. doi: 10.1371/journal.pone.0003079 PMID: 18769487

33. Dehmer M, Mowshowitz A, Emmert-Streib F. Connections between classical and parametric network
entropies. PLoS One. 2011; 6: e15733. doi: 10.1371/journal.pone.0015733 PMID: 21246046

34. Qin S-M, Verkasalo H, Mohtaschemi M, Hartonen T, Alava M. Patterns, entropy, and predictability of
human mobility and life. PLoS One. 2012; 7: 1–19. Available: http://dx.plos.org/10.1371/journal.pone.
0051353

35. Zhao K, Karsai M, Bianconi G. Entropy of dynamical social networks. PLoS One. 2011; 6: e28116. doi:
10.1371/journal.pone.0028116 PMID: 22194809

36. Kadota M, White EJ, Torisawa S, Komeyama K, Takagi T. Employing relative entropy techniques for
assessing modifications in animal behavior. PLoS One. 2011; 6: e28241. doi: 10.1371/journal.pone.
0028241 PMID: 22164249

37. Abdul Razak F, Jensen HJ. Quantifying “causality” in complex systems: understanding transfer
entropy. PLoS One. 2014; 9: e99462. doi: 10.1371/journal.pone.0099462 PMID: 24955766

38. Sivakumar L, Dehmer M. Towards information inequalities for generalized graph entropies. PLoS One.
2012; 7: e38159. doi: 10.1371/journal.pone.0038159 PMID: 22715375

39. Montemurro M a, Zanette DH. Universal entropy of word ordering across linguistic families. PLoS One.
2011; 6: e19875. doi: 10.1371/journal.pone.0019875 PMID: 21603637

40. RéM a, Azad RK. Generalization of entropy based divergence measures for symbolic sequence analy-
sis. PLoS One. 2014; 9: e93532. doi: 10.1371/journal.pone.0093532 PMID: 24728338

41. Ribeiro H V, Zunino L, Lenzi EK, Santoro P a, Mendes RS. Complexity-entropy causality plane as a
complexity measure for two-dimensional patterns. PLoS One. 2012; 7: e40689. doi: 10.1371/journal.
pone.0040689 PMID: 22916097

42. An B, Papavassiliou S. An entropy-based model for supporting and evaluating route stability in mobile
ad hoc wireless networks. IEEE Commun Lett. 2002; 6: 328–330. doi: 10.1109/LCOMM.2002.802046

43. Yang F, Sun B. Ad hoc on-demand distance vector multipath routing protocol with path selection
entropy. 2011 International Conference on Consumer Electronics, Communications and Networks
(CECNet). IEEE; 2011. pp. 4715–4718. 10.1109/CECNET.2011.5768227

44. Mowshowitz A, Dehmer M. Entropy and the Complexity of Graphs Revisited. Entropy. 2012; 14: 559–
570. doi: 10.3390/e14030559

45. Landsberg P. Can entropy and “order” increase together? Phys Lett A. 1984; 102: 171–173. Available:
http://www.sciencedirect.com/science/article/pii/0375960184909344

46. Shiner J, Davison M, Landsberg P. Simple measure for complexity. Phys Rev E. 1999; 59: 1459–1464.
doi: 10.1103/PhysRevE.59.1459

47. Brandani GB, Schor M, Macphee CE, Grubmüller H, Zachariae U, Marenduzzo D. Quantifying disorder
through conditional entropy: an application to fluid mixing. PLoS One. 2013; 8: e65617. doi: 10.1371/
journal.pone.0065617 PMID: 23762401

48. Landsberg P. Is equilibrium always an entropy maximum? J Stat Phys. 1984; v: 159–169. Available:
http://link.springer.com/article/10.1007/BF01017372

49. Shannon CE. A mathematical theory of communication. Bell Syst Tech J. 1948; 27: 379–423. doi: 10.
1145/584091.584093

50. Cavin D, Sasson Y, Schiper A. On the accuracy of MANET simulators. Proceedings of the second
ACM international workshop on Principles of mobile computing—POMC ‘02. New York, New York,
USA: ACM Press; 2002. p. 38. 10.1145/584490.584499

51. Varga A, Hornig R. An Overview of the OMNeT++ Simulation Environment. Proc 1st Int Conf Simul
Tools Tech Commun Networks Syst Work. 2008; 60:1–60:10. doi: 10.4108/ICST.SIMUTOOLS2008.
3027

52. Sommer C, Dietrich I, Dressler F. Simulation of Ad Hoc Routing Protocols using OMNeT++. Mob Net-
works Appl. 2010; 15: 786–801. doi: 10.1007/s11036-009-0174-5

53. Bredel M, Bergner M. On The Accuracy of IEEE 802.11gWireless LAN Simulations Using OMNeT++.
Proceedings of the Second International ICST Conference on Simulation Tools and Techniques. ICST;
2009. pp. 81:1–81:5. 10.4108/ICST.SIMUTOOLS2009.5585

Detecting Fast Moving Nodes Using Link Disconnection Entropy Disorder

PLOS ONE | DOI:10.1371/journal.pone.0155820 May 24, 2016 14 / 15

http://dx.doi.org/10.1002/cphc.201000583
http://www.ncbi.nlm.nih.gov/pubmed/20865720
http://dx.doi.org/10.1371/journal.pone.0003079
http://www.ncbi.nlm.nih.gov/pubmed/18769487
http://dx.doi.org/10.1371/journal.pone.0015733
http://www.ncbi.nlm.nih.gov/pubmed/21246046
http://dx.plos.org/10.1371/journal.pone.0051353
http://dx.plos.org/10.1371/journal.pone.0051353
http://dx.doi.org/10.1371/journal.pone.0028116
http://www.ncbi.nlm.nih.gov/pubmed/22194809
http://dx.doi.org/10.1371/journal.pone.0028241
http://dx.doi.org/10.1371/journal.pone.0028241
http://www.ncbi.nlm.nih.gov/pubmed/22164249
http://dx.doi.org/10.1371/journal.pone.0099462
http://www.ncbi.nlm.nih.gov/pubmed/24955766
http://dx.doi.org/10.1371/journal.pone.0038159
http://www.ncbi.nlm.nih.gov/pubmed/22715375
http://dx.doi.org/10.1371/journal.pone.0019875
http://www.ncbi.nlm.nih.gov/pubmed/21603637
http://dx.doi.org/10.1371/journal.pone.0093532
http://www.ncbi.nlm.nih.gov/pubmed/24728338
http://dx.doi.org/10.1371/journal.pone.0040689
http://dx.doi.org/10.1371/journal.pone.0040689
http://www.ncbi.nlm.nih.gov/pubmed/22916097
http://dx.doi.org/10.1109/LCOMM.2002.802046
http://dx.doi.org/10.3390/e14030559
http://www.sciencedirect.com/science/article/pii/0375960184909344
http://dx.doi.org/10.1103/PhysRevE.59.1459
http://dx.doi.org/10.1371/journal.pone.0065617
http://dx.doi.org/10.1371/journal.pone.0065617
http://www.ncbi.nlm.nih.gov/pubmed/23762401
http://link.springer.com/article/10.1007/BF01017372
http://dx.doi.org/10.1145/584091.584093
http://dx.doi.org/10.1145/584091.584093
http://dx.doi.org/10.4108/ICST.SIMUTOOLS2008.3027
http://dx.doi.org/10.4108/ICST.SIMUTOOLS2008.3027
http://dx.doi.org/10.1007/s11036-009-0174-5


54. Colesanti UM, Crociani C, Vitaletti A>. On the accuracy of omnet++ in the wireless sensornetworks
domain: simulation vs. testbed. Proceedings of the 4th ACM workshop on Performance evaluation of
wireless ad hoc, sensor,and ubiquitous networks—PE-WASUN ‘07. New York, New York, USA: ACM
Press; 2007. p. 25. 10.1145/1298197.1298203

55. Bettstetter C, Hartenstein H, Pérez-Costa X. Stochastic properties of the random waypoint mobility
model. Proceedings of the 5th ACM international workshop on Modeling analysis and simulation of
wireless and mobile systems—MSWiM ‘02. New York, New York, USA: ACM Press; 2002. p. 7.
10.1145/570758.570761

56. Bettstetter C, Resta G, Santi P. The node distribution of the random waypoint mobility model for wire-
less ad hoc networks. IEEE Trans Mob Comput. 2003; 2: 257–269. doi: 10.1109/TMC.2003.1233531

57. Xia C, Miao Q, Wang J, Ding S. Evolution of cooperation in the traveler’s dilemma game on two coupled
lattices. Appl Math Comput. Elsevier Inc.; 2014; 246: 389–398. doi: 10.1016/j.amc.2014.08.006

58. Yang H, Fang P, Wan H, Liu Y, Lei H. Evolution Characteristics of Complex Fund Network and Fund
Strategy Identification. Entropy. 2015; 17: 8073–8088. doi: 10.3390/e17127861

59. Cardillo A, Meloni S, Gómez-Gardeñes J, Moreno Y. Velocity-enhanced cooperation of moving agents
playing public goods games. Phys Rev E. 2012; 85: 067101. doi: 10.1103/PhysRevE.85.067101

60. Chen MH, Wang L, Wang J, Sun SW, Xia CY. Impact of individual response strategy on the spatial pub-
lic goods game within mobile agents. Appl Math Comput. Elsevier Inc.; 2015; 251: 192–202. doi: 10.
1016/j.amc.2014.11.052

Detecting Fast Moving Nodes Using Link Disconnection Entropy Disorder

PLOS ONE | DOI:10.1371/journal.pone.0155820 May 24, 2016 15 / 15

http://dx.doi.org/10.1109/TMC.2003.1233531
http://dx.doi.org/10.1016/j.amc.2014.08.006
http://dx.doi.org/10.3390/e17127861
http://dx.doi.org/10.1103/PhysRevE.85.067101
http://dx.doi.org/10.1016/j.amc.2014.11.052
http://dx.doi.org/10.1016/j.amc.2014.11.052

