
I. Introduction 

Advancements in information and communications technol-
ogies (ICT) have transformed the healthcare industry in the 
last decade affording patients higher accessibility, efficiency, 
and satisfaction in regard to their interactions with the 
healthcare system [1,2]. Hospitals now have networks that 
enable patients to interact efficiently and conveniently with 
health-services professionals: sign-in kiosks register patients 
and help them navigate the system, monitors in waiting areas 
keep patients informed of appointments, and computerized 
scales and blood pressure machines enable self-assessment 
of patients without overburdening nurses. Patient medical 
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histories are managed through the Electronic Medical Re-
cord (EMR) system instead of paper charts, and patients also 
can review their health records through mobile applications 
[3-5].
 Widely deployed smartphones and wearable devices, as 
well as the emergence of Internet of Things (IoT) sensor 
technologies, make it possible for patients to collect detailed 
health data outside of hospitals, enabling ‘pervasive health-
care’—in other words, ‘healthcare to anyone, anytime, and 
anywhere by removing locational, time and other restraints 
while increasing the coverage and quality’ [6]. These tech-
nologies hold the promise of reducing costs by providing 
healthcare away from hospitals and closer to home, while 
centralized healthcare repositories can receive increasingly 
detailed data from patients enabling efficiency gains in both 
diagnosis and treatment [7]. 
 As a result, a plethora of healthcare applications are being 
introduced to healthcare markets. In addition, ‘personalized 
preventative health coaches’ (digital health advisors) will 
emerge to help clients manage chronic and diet-related ill-
nesses through those apps [8]. There are more than 318,000 
health apps and more than 340 consumer wearable devices 
worldwide with two main service sector categories: wellness 
management and health-condition management [9]. Al-
though general-wellness apps comprise the majority of these, 
apps focused on health-condition management account for 
an increasing share, currently at 40% of all health apps. 
 Wellness-management apps often facilitate the tracking 
and modification of fitness behaviors, lifestyle, stress man-
agement, and diet (such as weight loss, food diary, stress 
management, smoking cessation, or alcohol moderation) 
[10-13]. Health-condition management apps supply infor-
mation on diseases and conditions, enable access to care, 
and enable treatment protocols—for example, diabetes self-
management, atrial fibrillation management, or mental dis-
order treatment [14-16]. 
 Although it is inside and outside of hospitals, ICT has 
become quite advanced, and the current system is centered 
around managing a particular condition using smartphones 
or wearable devices, and people’s experiences with healthcare 
are limited. Individual data sets reflect only specific aspects 
of a person’s status; for instance, glucose meters provide only 
a limited scope of a person’s overall health [17]. In addition, 
the retention rates of mobile apps tend to drop after the 
initial phase [18], and wearable technologies such as smart 
watches require initiative from users, which often results in a 
loss of interest over time [19,20].
 To truly integrate technology and revolutionize healthcare, 

we conducted a small workshop to review the current status 
of smart health technology and to exchange ideas. A total 
20 people coming from various healthcare related expertises 
(e.g., clinicians, medical informaticians, IT experts, medical 
law professionals, etc.) attended the initial workshop where 
seven experts presented the topic and prospective from their 
particular area of expertise. An additional discussion session 
was held among the authors after the initial drafting of the 
paper to reach a consensus on the proposed terms and con-
cept. 
 Based on the ideas exchanged at the workshop, we propose 
a vision of healthcare in an ‘enchanted life space’, where the 
focus of healthcare moves away from specialized devices and 
gadgets and towards directly influencing the space around 
people through holistic engagement. To achieve this vision, 
where people consider healthcare as part of their lifestyle 
and retain sustainable engagement with it, such a system 
must offer additional benefits such as boosts to happiness, 
healthiness, emotional support, and empathy in addition to 
the ‘smartness’ of the technology itself.
 The remainder of this paper is organized as follows. First, 
we define the concepts of human desire and the ‘enchanted’ 
life space and then present a potential scenario in which 
healthcare is implemented, and the enchanted components 
are embedded in a person’s life space. Next, we discuss the 
current limitations of the technology and the requirements 
for creating the future of healthcare through data integra-
tion, standards, and legal perspectives. Finally, there is a dis-
cussion.

II. Human Desire and Enchantment

As digital technology evolved, a belief arose that analog 
would be replaced completely by digital. However, in reality, 
sales of paper books have increased despite the appearance of 
the e-book, and people still choose to wear an analog watch 
over a digital or smartwatch. Furthermore, a new type of 
medium has also been gaining popularity, which combines 
the perceived emotionality of analog with the digital tech-
nology, such as a smartphone picture-taking app that mimics 
a film camera mechanism [21]. This phenomenon demon-
strates that, while in some ways advances in digital technol-
ogy make people’s lives easier, faster, and more convenient, 
many individuals still have a desire and sense of nostalgia for 
analog, even though they may deal with some inconvenience 
and slowness. This means that, when designing any service 
using technology, in addition to utilizing innovative technol-
ogy, a necessary condition is satisfying human desire.
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 David Rose divided such human drives into six categories 
and introduced the concept of the ‘enchanted object’, the 
embodiment of which connects six human desires [22]. 
People wish for six things that enchanted objects satisfy: om-
niscience (desire to know all), telepathy (desire for human 
connection), safekeeping (desire to protect or be protected), 
immortality (desire to live a long, healthy, and quantified 
life), teleportation (desire to move effortlessly), and expres-
sion (desire to create, make, and play). One of the ‘enchanted 
objects’ Rose developed for healthcare is Vitality’s GlowCaps 
[23], a wireless pill-bottle cap designed to improve medica-
tion adherence through smart packaging, reminders, re-
ports, and rewards. Ordinary pill bottles were ‘enchanted’ by 
embedding wireless technology so that a glow would remind 
you when to take your medication. This has not only helped 
with medication adherence but additionally, led to other 
healthy behaviors such as smoking cessation, weight loss, 
and ending alcohol abuse.
 This kind of enchantment can also be expanded to one 
on a larger scale which, in our case, is the creation of a ‘life 
space’—any space or environment where people live and 
spend time, such as the home, workplace, their car, the city 
they live in, or even a hospital. As opposed to focusing on 
individual enchanted objects, we consider the space around 
people and their relation to each object. In this way, the 
combination of space and objects brings an enchanted expe-
rience to the users. To achieve this, a suitable balance must 
be found, in such a way as to not hinder everyday human 
activities like working, sleeping, driving, etc., but yet still al-
lows the collection of sufficient information as the basis for 
the effective provision of personalized healthcare services.
 The main differences between the ‘enchanted life space’ and 
the current status of smart health would be its ability to re-
flect human desire and emotion as well as the technological 
advantage of smart devices themselves. A smart home, for 
example, would be composed of various IoT sensors and de-
vices (e.g. a smart thermostat or lighting system, networked 
security cameras, etc.), which work harmoniously to provide 
convenience and monitoring capabilities within the home. 
If it was an enchanted home, on the other hand, its inhabit-
ants would be in immersed within an atmosphere filled with 
comfort, affection, and memories, in addition to the ‘smart-
ness’ of the technology. An ordinary looking antique rocking 
chair might be equipped with an accelerometer and gyro-
scope sensors that detects the rocking patterns of a given 
user, extracting motor health conditions. Not only would the 
rocking chair monitor the user’s health status, but it could 
also serve as a medium that recalls the memory of loved one 

by manipulating the lighting and music playing throughout 
the home whenever the user started rocking on chair, thus 
provoking reminisce and nostalgia.

III.   Healthcare Service Scenario in the 
Enchanted Life Space

In addition to smartphones, wearable devices, or medical 
devices, which are carried or attached to the human body, 
IoT sensors are also being developed. IoT sensors gather hu-
man status data via indirect methods, such as wall-mounted 
sensor devices that detect human sleep activity using radio 
signals [24]. This kind of technology has great potential for 
providing healthcare in various types of space because it en-
ables continuous sensing and data exchanges between spaces 
rather than just being limited to one location and time (Fig-
ure 1).
 For example, consider a day in the life of an IT developer 
who is obese due to irregular eating habits and lack of exer-
cise. Living in an enchanted life space may start with a self-
check in the bathroom after waking up, in which the bath-
room mirror displays the duration and quality of last night’s 
sleep while a bath mat underneath him measures his current 
weight and body temperature. A sensor embedded in his 
bed tracks his sleep, and today, a warning notification is dis-
played in the mirror while he is washing his face stating that 
his sleep apnea is getting worse because of his obesity and 
suggests that he makes a doctor’s appointment. The system 
reviews his work and personal calendars and automatically 
schedules an appointment with his primary physician in 2 
days’ time. As he finishes wiping his face with a towel, the 
mirror displays an image of a fitter, in-shape version of him-
self in a month if he follows a new diet-and-exercise plan. 
 He leaves in a hurry for work and gets into his car to com-
mute, which takes 30 minutes. While driving, a sensor 
embedded in the steering wheel detects his heart rate and 
rhythm, and the dashboard reminds him of this morning’s 
warning sign about his health condition, which encourages 
him to decide to start working out from now on. Halfway 
through his commute, an abnormality is detected in his 
electrocardiogram (ECG), and the artificial intelligence (AI) 
agent suggests that he visits a nearby hospital right away. 
 As he arrives at the hospital, the hospital staff have already 
reviewed his health record along with his previous night’s 
sleep report and the ECG results from while he was driv-
ing, which enables the staff to order more tests related to his 
heart condition already. It turns out that his heart has been 
under extra stress due to his obesity and increased blood 
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pressure, which have been affecting his sleep quality as well. 
The doctor prescribes medication along with an exercise 
plan and suggests further routine follow ups through virtual 
appointment sessions at home. 
 He decides to take a day off from work and notifies the 
company. The hospital also sends the relevant information 
pack for applying for a treatment plan at the workplace (e.g., 
specialized meal plan, modified work schedule, etc.). As he 
steps back into his house, he receives an incoming video call 
from his parents, who are living in another country. They 
have been notified by the hospital, and he feels relieved and 
better already as he talks to his family.

IV.   Data Acquisition and Integration 
Challenges

The relevant content and context for describing a person are 
found not only in medical settings but also across all the life 
spaces in which the subject inhabits throughout his or her 
life. Effectively and appropriately collecting, processing, and 
integrating these to derive and infer knowledge will be at the 
core of future health- and disease-management services.
 To achieve goals such as accurate risk assessment for dis-
ease occurrence, early prediction of disease aggravation and 
optimization of interventions by evaluating an individual’s 
multifaceted health status is necessary to develop highly de-
tailed, longitudinal, and multi-parametric models. This will 

require fully utilizing data from various monitoring devices 
and systems. Developing a model for this holistic view of 
health and disease management, however, presents a number 
of challenges related to individual data collection and inte-
gration techniques. In general, biomedical data—especially 
longitudinal, multi-parametric data—have problems with 
high-dimensionality, heterogeneity, temporal dependency, 
sparsity, irregularity, noisiness, ambiguity, and data redun-
dancy [25], while data integration is complicated by con-
cerns over privacy and multimodal harmonization [26].
 The complexity of using data in these ways, along with the 
desirability of the underlying goals, has prompted research-
ers to attempt various alternative approaches instead of tra-
ditional analytical methodologies. Various techniques have 
been recently introduced, one famous example being ‘deep 
learning’ in which new methodologies are applied in a step-
wise or complex manner rather than a single methodology. 
Unlike conventional machine learning methodologies, deep 
learning applies various concepts and algorithms that are 
suitable for analyzing the high-dimensionality, heterogeneity, 
and temporal dependency of longitudinal, multi-parametric 
data sets, data integration, and multimodal harmonization. 
 For these reasons, a recent study has studied proposed ap-
plications of this new methodology [25] by analyzing medi-
cal images, EMR, genomics, mobile data, and multimodal 
data-based models. At the same time, this does not represent 
a silver bullet that will solve all the problems we face, and 

Figure 1.   Collection and integration of 
an individual’s health data 
from various devices and 
sensors in the life space.
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it also presents its own sets of unique challenges, such as 
understanding the model’s explanatory power. Above all, 
no clear solutions or countermeasures have been proposed 
to answer the fundamental question of how to collect, pro-
cess, and refine the data underlying the modeling bases. 
The robust construction of the most basic units making up 
the model is critical to the final model. Until that is accom-
plished, there is no way that the model’s reliability, accuracy, 
reproducibility, and scalability can be guaranteed. 

V. Standards of Smart Devices

Platform research is actively being carried out to collect and 
analyze personal health information so as to utilize it for 
medical services. There is a trend toward developing stan-
dards for technology and information integration that can be 
commonly applied in the field of medical information and 
medical devices based on the IoT. 
 To exchange and utilize medical information and medical 
device data, standards development organizations such as 
the International Organization for Standardization (ISO), 
Health Level Seven International (HL7), Institute of Elec-
trical and Electronics Engineers (IEEE), and International 
Electrotechnical Commission (IEC) are developing various 
standards for interoperability. Recently, the Telecommuni-

cation Technology Association (TTA) constructed a smart 
wearable application interoperability reference model [27] to 
enable the organization of these standards by referring to the 
Open Systems Interconnection (OSI) 7-layer model (Table 
1). To ensure the interoperability of IoT-based data, for each 
layer, a description from hardware to application, standard 
examples developed, and standard development organiza-
tions were listed.
 It is not easy for developers of smart wearables to apply ex-
isting standards based on usage because these standards span 
many different areas of technology (Figure 2). Various use 
cases for medical information and devices are being defined 
to adapt to standards more quickly, and there are organiza-
tions that provide a standardized application method and an 
open platform tailored to each use case. These organizations 
are developing smart wearable standards and organically ap-
plying those standards. Representative companies include 
the Open Connectivity Foundation (OCF), which aims to 
integrate the IoT standards through collaboration among 
various industries and to help developers and companies de-
velop seamless IoT solutions.

VI. Legal Issues

Although human intervention is minimized in IoT-based 

Table 1. Smart wearable interoperability reference model (TTAK.KO-06.0412)

Layer name Description Standard examples SDO

Application Vertical application compatibility, application portability, 
application data compatibility, screen transition, personal 
identification/authentication, convergence application 
compatibility

IEEE 11073 PHD, 
Apple HealthKit

OIC

Data/presentation Platform non-dependent contents representation, effective 
content representation for low-end devices, standard data 
specification, contents compatibility/portability, data 
compatibility, data measurement accuracy

XML, JSON, HTML, 
card type web, CSS 
round

W3C, OIC

Middleware API compatibility, functional forwarding (call, control, 
context, messaging), notification, remote control/
management

Remote control, 
remote access, push 
notification

OIC

Protocol/network Protocol compatibility, network connection abstraction/
virtualization, network identification system

HTTP, TCP, UDP, 
CoAP, Wi-Fi, 
Bluetooth, ANT+, 
ZigBee

IETF, Bluetooth 
SIG, ANT 
alliance, IEEE

Hardware Hardware interface compatibility (band, wired/wireless 
charging), quality, sensing accuracy, human harmlessness, 
safety

USB, charging, plugin -

SDO: Standard Development Organization, OIC: Open Interconnect Consortium.
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healthcare (i.e., passive data) for the enchanted life space, 
it is still a human-friendly space. Under the current regula-
tion frame, the collection and utilization of data collected 
throughout those spaces requires the active informed 
consent of subjects. Data that typically utilize wearable 
technology or mobile devices to capture and chronicle an 
individual’s life is often referred to as ‘lifelog data’ (Figure 
2); however, there are no independent regulations for lifelog 
data—the distinction between personally identifiable data 
and non-personally identifiable data is vague, and there are 
still several legal accountability issues to overcome [28]. 
 Information generated from multiple spaces is required 
for providing a personalized service, and because universal 
regulation does not exist for such services, several acts and 
regulations must be taken into consideration. To operate 
healthcare using the enchanted life space in South Korea, it 
is necessary to comply with the following laws and regula-
tions presented in Table 2. This classification specifies the 
necessary statutory requirements to be complied with when 
handling various sorts of data under the name of lifelog in 
the life space.

VII. Discussion

1. Consumer Society, Smartness, and Desire of Health
Modern society is led by consumption rather than produc-
tion, which means that consumer values are more important 
than the needs of the industry itself [29]. Currently, there are 
several kinds of added values offered by the smart industry; 
however, they do not seem to be concordant with consumer 
values. How can a smart watch, a smart car, or a smart home 
satisfy human desires? Mastering this could decide the suc-
cess or failure of a smart technology. 
 Although we have introduced six human desires [22], they 
are not the result of a consensus among healthcare stake-
holders; therefore, a broader frame is necessary to evaluate 
smart technologies from the perspective of a life space. For 
example, these desires could be considered concurrently 
with the six aims for the improvement of healthcare quality 
(i.e., safe, effective, patient centered, timely, efficient, and 
equitable) outlined by the Institute of Medicine (IOM) [30]. 
Until then, the smart technology industry cannot truly im-
prove quality of life in the healthcare domain.

Figure 2.   Lifelog data may utilize and communicate with both retrospective and prospective data. The acquisition of informed consent 
will be required at the beginning of any prospective data collection.
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2. Smart Health Devices for Life Spaces
Although there are numerous smart devices (e.g., smart 
watches and smart cars), not all of them can satisfying hu-
man desires or monitor the user’s health status (e.g., heart 
rate, activity, stress level, mood, etc.). Smart devices and 
technologies—wearables, embedded, and touchless—are 
limited to their sensors and hardware specifications. Thus, 

asking the question which kinds of smart devices are most 
suitable for satisfying human desires is essential. The roles of 
smart devices should be discussed—based on their sensors 
and hardware specifications, users’ behaviors in their spaces, 
and people’s values and desires for them at any given time—
especially with respect to good health. By establishing the 
roles of smart devices and their current status, we can better 

Table 2. Regulations associated with data source types and whether informed consent is required for utilization of data (listed 
regulation is based on South Korean law)

Category Related regulation Acquisition of informed consent

Clinical data  
(EMR, etc.)

∙ Medical Service Act
∙ Personal Information Protection Act
∙ (As needed) Health and Medical Service Technology 

Promotion Act
∙ (As needed) Cancer Control Act
∙ (As needed) Rare Disease Management Act, etc.

∙ Principle: Consent is required according to the 
Medical Service Act and Personal Information 
Protection Act 

∙ Exception: According to the Personal Information 
Protection Act, de-identified data for statistics/
academic research purposes is allowed for third-party 
provision and secondary use (Genetic data is not 
included as an exception).

Clinical study  
data

∙ Personal Information Protection Act
∙ Bioethics and Safety Act
∙ (As needed) Medical Service Act 
∙ (As needed) Health and Medical Service Technology 

Promotion Act
∙ (As needed) Cancer Control Act
∙ (As needed) Rare Disease Management Act, etc.

∙ Principle: Consent is required according to the Medical 
Service Act and Personal Information Protection Act. 
In particular, for the purpose of clinical study, personal 
data is provided to a third party only after receiving 
informed consent to provide personal data and IRB 
(Institutional Review Board) approval

∙ Exception: According to the Personal Information 
Protection Act, de-identified data for statistics/
academic research purposes is allowed for third-party 
provision and secondary use (Genetic data is not 
included as an exception).

Lifelog data ∙ Related law or regulation does not exist independently
∙ Compliance with relevant provisions in the clinical 

data and clinical study data is required for purposes 
of collecting and utilizing lifelog data

-

IoT/wearable  
devices

∙ Personal Information Protection Act
∙ Act on Promotion of Information and 

Communications Network Utilization and 
Information Protection, etc.

∙ IoT Common Security Guide

∙ Principle: Consent is required according to the Act 
on Promotion of Information and Communications 
Network Utilization and Information Protection 

∙ Exception: Exemption can be granted if there is an 
emergency, if it is needed for traffic information, or if 
there are special regulations in other laws according to 
the Act above

Cloud ∙ Act on the Development of Cloud Computing and 
Protection of Its Users

∙ EMR can be stored in external clouds other than at 
medical institutions according to the amendment of 
the Medical Service Act

∙ Accordingly, it can be stored in external clouds if 
lifelog data is medical data including EMR

EMR: Electronic Medical Record.
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determine any missing links to provide living space health 
services without disconnection.
 Healthcare for the life space requires a variety of data and 
services: personal genomes, clinical data, behavioral infor-
mation, lifelogs, and health insurance. Smart technology 
cannot gather all the healthcare data; it must be connected 
and integrated with existing and emerging healthcare servic-
es. The integration and interface framework of all healthcare 
services for life spaces should be developed including data 
collection and analysis, standardization, and legal issues. Re-
search related to this issue is desperately needed in order for 
smart devices to become better settled in routine healthcare.

3. Overcoming Privacy Concerns
There is always the concern of privacy issues when using 
technology to collect data and to provide a service based 
on said data. Monitoring a variety of places constantly may 
ultimately be viewed as monitoring the patterns of daily life, 
and this kind of surveillance has a number of negative im-
plications. On a basic level, the legality and the protection of 
individual rights should be considered. However, going one 
step further, people should be able to accept and embrace the 
concept of healthcare services in an enchanted space of life. 
This can only be possible when monitoring provides the user 
with a comfortable life and satisfies their needs and wants. It 
is important to think in terms of security; however, it is even 
more crucial to focus on the patient’s desires and to design 
devices to meet those desires. 

 There are a variety of services currently available that focus 
on smart devices; however, the ultimate goal for people using 
these technologies is their own health and desire, not for the 
device and ‘smartness’ itself. It is necessary to build a system 
where smart devices and the related technology are geared 
to deliver happiness; not the other way around where, as 
machines become smarter, people just become more reliant 
on technology. Only when the novel smartness of a device 
effectively connects people with the space around them and 
focuses on human desires can this be cost effective and value 
creating.
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