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Phasor Measurement Units (PMUs) 

§  Increasing interconnectivity and complexity of power grids creates 
issues with dynamic operation 
Ø  2003 Northeast Blackout: 50 million people without power for 4 days à $6B cost 

§  Highlighted the need for more effective, real-time control 

§  Led U.S. Department of Energy (DOE) to fund “smart grid” research 

Satellite images before and after the 2003 Northeast Blackout 



Phasor Measurement Units (PMUs) (cont.) 

§  PMUs are one “smart grid” technology developed through these 
efforts  

§  PMUs measure “synchrophasors,” which are standard voltage and 
current phasors referenced to an absolute time reference 

§  Synchrophasors can be compared to one another using their 
timestamp 

§  State estimation (using power flow meters) à state measurement 

§  Time synchronization provided by GPS time reference receivers 



Civil GPS Spoofing 

§  Different from jamming in that the spoofed signals look identical to 
the authentic GPS signals 

§  Goal: influence a specific GPS receiver’s Position-Velocity-Time 
(PVT) solution 

§  The proximity spoofing attack looks like this 



Civil GPS Spoofing (cont.) 

§  A discrete spoofing attack typically involves four phases:  

1)  Alignment of the authentic and spoofed GPS signals at the target receiver 

2)  Increase the power of the spoofed signals above the authentic 

3)  Move the spoofed signals slowly away from the authentic signals 

4)  Once the spoofed and authentic signals no longer interfere, the spoofer has 
complete control of the target receiver’s PVT solution 

§  Spoofer-imposed dynamics are limited only by the bandwidth of the 
target receiver’s tracking loops and it’s quality indicators 

§  No receiver we’ve tested has ever successfully defended against 
this type of attack 



Test Goals 

§  Demonstrate that the IEEE C37.118 Standard “Synchrophasors for 
Power Systems” can be broken by a spoofer 

Ø  Defines required accuracy as <1% Total Vector Error (TVE), where  

Ø  Violated once the timing has been altered by 26.5 µs (0.573o phase angle error) 

§  Show that spoofing can affect PMU-based control schemes 



Test Setup 



Test Results 

§  Phase angle difference 
should nominally be 0, 
since the PMUs were in 
the same room 

§  Points 1-5 on the plot 
indicate benchmarks in 
the test 

§  The phase angle 
difference is greater 
than 70 degrees after 
half an hour 



Test Results (cont.) 
§  Point 1: Start of the test shows time and 

phase alignment between PMUs 
§  Left plot shows Pulse-Per-Second 

output from receivers with the reference 
in yellow 

§  Right plot shows phase angle from the 
PMUs with the reference in red 



Test Results (cont.) 

§  Point 2: 620 seconds into the test 
§  2 µs time offset has been introduced 
§  Receiver is considered fully capture at 

this point 
§  Spoofer-induced time rate begins 

accelerating 



Test Results (cont.) 

§  Point 3: 680 seconds into the test 
§  Spoofer has broken the IEEE C37.118 

Standard 
§  A 26.5 µs timing offset and a 0.573 

degree phase angle offset have been 
introduced 



Test Results (cont.) 

§  Point 4: 870 seconds into the test 
§  A 400 µs timing offset and a 10 degree 

phase angle offset have been 
introduced 

§  Spoofer has reached final induced time 
rate of 1000 m/s (i.e. 3.33 µs/s) 



Test Results (cont.) 

§  Point 5: 1370 seconds into the test 
§  A 2 ms timing offset and a 45 degree 

phase angle offset have been 
introduced 

§  Spoofed signals removed 
§  The receiver’s time offset continued to 

increase anyways 



Implications of Results 

§  PMUs are being pushed for both automated and human-in-the-loop 
power grid control 

§  Currently operational system in Mexico using automated PMU-
based control on the Chicoasen-Angostura transmission line: 

Ø  Connects large hydroelectric generators to large loads 

Ø  2 400-kV lines and 1 115-kV line 

Ø  Protects against generator instability during double fault by shutting 
down generators if phase angle difference exceeds 10 degrees 

§  Spoofing could this system to falsely trip in a matter of minutes 



Implications of Results 

§  Implications could extend beyond shutting down a single 
transmission line or generator 

§  Illustrated by the 2003 Northeast Blackout, which begun with the 
tripping of a single transmission line 

§  As interconnectivity and complexity of the power grid increase, the 
risk of massive blackouts due to inappropriate control actions 
increases 

§  PMUs were created to help prevent these events, but spoofing could 
make them the cause 



Summary of Findings 

§  A spoofing attack can cause PMUs to violate the IEEE C37.118 
Standard 

§  Large phase angle offsets can be induced in a matter of minutes 
(>10 degrees) 

§  These effects can have significant impacts on PMU-based power 
grid control systems 

Ø  Spoofing could trip a generator in a PMU-based control system currently 
implemented in Mexico 

Ø  This inappropriate generator tripping could lead to cascading failures like those 
seen in the 2003 Northeast Blackout 



Questions 

§  Paper can be found on radionavlab.ae.utexas.edu 


