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What is VANET?

  A vehicular ad hoc network (VANET) uses cars as mobile 
nodes in a MANET to create a mobile network.

  A VANET turns every participating car into a wireless router or 
node.

  Part of Intelligent Transport System (ITS).
 Two main type of communications Vehicular Communication 

System:Vehicle to Vehicle (V2V) Communication and Vehicle to 
Roadside (V2R) communication

 Ad-Hoc means to a system of network elements that combine 
to form a network requiring little or no planning.

  Communication between V2V and V2R are “ad-hoc" in nature.



Applications of VANET
Three major classes of applications possible in VANET 
  Safety oriented

Collision Warning
Road Sign Alarms

  Convenience oriented 
Driver Assistance
Internet Access

  Commercial oriented
Entertainment
Advertisement



Problems With VANET
An attacker can eavesdrop on all the broadcast 
messages and determine the location of Vehicle.
Can be used by the adversaries for unauthorized 

location tracking of vehicles.
  To Know Location history information of the user.
Can be used for Unauthorized advertisement.
Surveillance
Automobile Theft
That’s why Location Privacy Protection is very 
important for Vehicular Ad-Hoc Networks.



Location Privacy Protection
There are two types of Location Privacy Protection Schemes.
 Policy-based

In this vehicles specify their location privacy 
preferences as policies and trust that the third party 
location-based service (LBS) providers adhere to these 
policies.

 Anonymity-based
Use Pseudonyms, these are generated in a predefined 

way such that the adversaries cannot link a new 
pseudonym to previous ones of the same vehicle.

Problem with pseudonym adversaries can predict the 
movement of the vehicles based on the position and 
speed information to link different pseudonyms.



Density-based Location Privacy
Utilizes the neighboring vehicle density as a 

threshold to change the pseudonyms.
The level of location privacy protection of changing 

pseudonyms depends on the road traffic condition.
Uses neighboring vehicle density to assess the road 

traffic condition.
Obtain number of neighboring vehicles through the 

exchange of the periodic link-layer messages in 
VANETS. 



Given the distance of the i th road segment di , the duration for traveling on 
this road segment Ti = di / Si

The average signal delay pi is the time it takes for a vehicle from port i 
waiting at the intersection for the traffic light to turn green.
The total delay that a vehicle experienced in the density zone from entering 
port i to exit port j, denoted by Tij, is: 
The cumulative distribution function (cdf) of Tij is: 



Neighbor Sensing

● Each vehicle sends local beacon messages periodically. 

● Each vehicle calculates its neighboring vehicle count by 
listening to beacon messages from its neighbors.

● If a vehicle has not received a beacon message from a 
neighbor for a time delta T, then it reduces its neighboring 
vehicle count by 1. When it receives a beacon, it 
increases the count by 1.



Performance
● Based on DLP Rule 1: Adversary choses target vehicle which minimizes time difference 

between average delay (time between entry and exit) to the exit time of all candidate 
vehicles.

Success Probability of adversary decreases as variance of vehicles speed increases. Total 
delay is inversely proportional to speed of vehicles.



● Based on DLP Rule 2: For each exiting vehicle, adversary chooses vehicle which can 
maximize the cumulative distributed function of total traveling time in a given interval.

● DLP-Rule1 scheme outperforms DLP-Rule2 scheme as the arrival rate increases. It is 
observed that the accuracy of derived cdf decreases as the arrival rate increases.



Performance Comparison with other Schemes 
In AMOEBA, each vehicle can change its pseudonym only when there are new neighboring 
vehicles joining the density zone via the entrance ramp.

In Mix-Zone scheme, each vehicle changes its pseudonym in any density zone with the same 
probability of 1/3. 

In the proposed DLP scheme, each vehicle changes its pseudonym in the density zone only 
when there are at least ki − 1 neighboring vehicles on average. The value of k i is set to 10 in the 
simulation.



Summary

● In this paper, the effectiveness of changing pseudonyms to provide 
location privacy and make location tracing difficult in VANETs is shown.

● The paper proposed the vehicle density-based location privacy (DLP) 
scheme, which can mitigate the location tracking of vehicles by 
changing pseudonyms based on a threshold of neighboring vehicle 
count within a density zone.
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