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Abstract: The physical security strategy in the wireless network with a single-antenna eavesdropper
is studied. The information transmits from a single-antenna source to a single-antenna destination,
and an energy-limited multi-antenna relay is employed to forward information. The antennas
of the relay are divided into two groups. One group receives and forwards information, and
the other converts the received signal into energy. Beamforming is used by the relay to prevent
the eavesdropper from intercepting confidential information. For the purpose of maximizing the
secrecy rate, antenna grouping and beamforming vectors are designed. A low complexity scheme of
antenna grouping is presented. The simulation results show that the secrecy rate can be significantly
improved by arranging part of the antennas for energy harvesting, and part for forwarding and
optimizing the beamforming vector at the relay. The antenna grouping scheme significantly reduces
the computational complexity at the cost of acceptable performance loss.

Keywords: physical layer security; energy harvesting; multi-antenna relay; beamforming; antenna
grouping; secrecy rate

1. Introduction

Due to the openness of the wireless transmission medium, information faces serious security
threats in wireless networks. Physical layer security, based on information theory, utilizes the physical
characteristics of channels to achieve secure transmission [1,2]. Secrecy rate is an important parameter
to measure the confidential performance of a secure system [3]. Much literature has showed that
relay cooperation can enhance the performance of physical layer security effectively. The cooperation
protocols include amplify-and-forward (AF), decode-and-forward (DF), and cooperative jamming (CJ).
In [4], the security performances of three cooperation protocols have been analyzed when there are one
or more eavesdroppers. In [5], AF and artificial noise (AN) are simultaneously employed to improve
the secrecy rate under the condition of imperfect channel state information (CSI). In [6], multiple relays
are used, one of which is selected for CJ relay and others for AF relay. In [7], two cooperation schemes
are proposed in AF relay networks, in which jamming signals can be sent by the destination or a relay.

With the rapid development of wireless network technology, energy consumption in wireless
communication networks is also increasing. Energy harvesting is an effective way to prolong the
lifetime of wireless nodes. Furthermore, wireless energy transmission is a method to realize energy
harvesting and overcome the limitation of energy stored in the battery of a node [8]. Some references
have researched the application of wireless energy transmission in relay networks, e.g., [9–12]. In [9,10],
an energy cooperation protocol is proposed to promote throughput. In [11], a multi-antenna relay
uses different antennas to receive information and harvest energy simultaneously. The throughput
maximization of a wireless powered communication network with cooperation is studied in [12].
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The issue of the secure information transmission also exists in energy harvesting networks, and
some researchers have studied the physical layer security in them. Two kinds of receivers, i.e., energy
receiver and information receiver, are considered in [13,14] and [15]. In these articles, energy and
secrecy information are transmitted simultaneously, and energy receivers are treated as eavesdroppers.
Some strategies of optimizing secrecy rates have been proposed when the CSIs are both perfect and
imperfect. Ref. [16] is an overview of the security problem in wireless powered systems, and the
physical security techniques for wireless information and power transfer in relaying systems are
reviewed. The security problem in wireless powered relaying systems is studied in [17,18]. Ref. [17]
focuses on the beamforming of signal and artificial noise. Ref. [18] studies the wireless transmission
for both secure information and power in a large-scale relaying system with imperfect CSI.

In this paper, we focus on the physical layer security in an energy harvesting relay network. There
are two receivers in the network, and the information sent to a receiver needs to be kept secret from
the other receiver, so each is the eavesdropper of the other. When there are some obstacles between
the source and the receivers, since no direct communication link exists, the information should be
forwarded by a relay. The power supply of the relay is limited because of its location, so it needs to
harvest energy from the received RF signals to increase the forwarding power. In our scheme, the
relay’s antennas are divided into two groups, with one group amplifying and forwarding the source’s
signal, and the other converting the received signal to energy for the forwarding. With the constraint of
the source transmitting power, we propose a low complexity antenna grouping scheme, and optimize
the beamforming vector of AF to achieve the maximal secrecy rate.

The remainder of this paper is organized as follows. The second section describes the system
model. In the third section, we give the mathematical model of the optimization problem, antenna
grouping schemes and the beamforming vector. The simulation results are given in the fourth section.
The last section is the conclusion.

2. System Model

A source (s) transmits information to two receiving nodes, but the information transmitted to
one node needs to be kept secret from the other node. Hence, for one receiver, the other receiver is an
eavesdropper. Without loss of generality, in a timeslot, the node that receives information is called the
destination (d), and the other node is called eavesdropper (e). Since obstacles are present between the
source and the receivers, there is no direct link between the source and any receiving node, and, as
a result, the information must be forwarded by a relay (r). The system model is shown in Figure 1.
The relay is equipped with M antennas. Since the signal sent to both receivers needs to be forwarded
by the relay, and the relay may ask them to feedback CSI, we assume that the relay can obtain all the
CSIs. All channels are unrelated to each other, and they are quasi-static, memoryless, and undergo flat
Rayleigh fading. In addition, the noise at any node is additive white complex Gaussian noise with
zero-mean and variance σ2.
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With the constraints of location and environment, in our model, the relay cannot be powered by
power lines. Because the energy stored in relay’s battery is limited, the power used for information
forwarding is very small, so the data rate will be very low. The rate system will be restricted by the rate
of the second hop, in spite of the high achievable rate of the first hop. To alleviate the limit of power
supply, we propose an “energy harvesting-AF” strategy. The process of transmission from the source
to the destination is divided into two stages. In the first stage, the source sends information; one group
of the relay’s antennas receives the confidential information, while the other group receives RF signals
and converts it into energy. In the second stage, the relay amplifies and forwards signals with the
energy both harvested in the first stage and stored in its battery. In this way, more power is focused on
the antennas that are better for forwarding. Although the achievable rate of the first hop will decrease,
the rate of the second hop will obviously increase, so that the rate of the system will be promoted.

Ψ is defined as the set of relay antennas and |Ψ| = M, wherein |¨| represents the amount of
antennas in the set. The set is divided into two subsets of Θ and Ω, and satisfies Ψ “ ΘYΩ, |Θ| “ N,
and |Ω| “ M´ N. The antennas in the subset Θ are used to relay information, while the antennas
in the subset Ω are used to harvest energy. We denote the channel coefficient vector between the
source and the antennas in the subset Θ as hsr, and the channel coefficient vector between the source
and the antennas in the subset Ω as gsr. The channel coefficient vectors from the antennas in the
subset Θ to the destination and the eavesdropper are denoted by hrd and hre, respectively: hsr P CNˆ1,
gsr P CpM´Nqˆ1, hrd P CNˆ1, hre P CNˆ1.

In the first stage, the source transmits symbol x with unit power, i.e., E
”

|x|2
ı

“ 1, where E r¨s
denotes expectation. The source has a transmit power constraint Ps. The received signal of the relay
can be expressed as:

yr “
a

Pshsrx` nr (1)

where nr „ CNp0, σ2 INq are the additive noises received by the antennas in the subset Θ. Meanwhile,
the relay harvests energy through the antennas in the subset Ω. We assume that Pr is the power
constraint of the relay when only the energy stored in its battery can be used. When Ω = ∅, all
antennas of the relay are used to forward signals. In this case, the practical power constraint of the
relay is Pr

1 “ Pr. If Ω ‰ ∅, the received signal of the i-th pi “ 1, 2, ¨ ¨ ¨ , M´ Nq antenna in the subset Ω

can be expressed as:
ri “

a

Psgsr,ix` n1r,i (2)

where n1r,i denotes the additive noise received by antenna i. Assume that the signal is converted to
energy with the efficiency of α, and α P p0, 1s. As the harvested energy is also used in AF, the total
power of forwarding signals in the second stage will be:

Pr
1“ Pr ` α

M´N
ÿ

i“1

|ri|
2

“ Pr ` α
M´N
ÿ

i“1

´

Ps
ˇ

ˇgsr,i
ˇ

ˇ

2
` σ2

¯

“ Pr ` αPs||gsr||
2
` α pM´ Nq σ2

(3)

In the second stage, the relay forwards information by the antennas in the subset Θ. The
transmitted signal of the relay is denoted by xr “ Wyr, where W is a diagonal matrix composed
of a beamforming vector w “ rw1, w2, ¨ ¨ ¨ , wNs

T, i.e. W“ diag pwq. xr can be rewritten as:

xr “ Wyr “
?

PsWhsrx`Wnr

“
?

Psdiag phsrqwx` diag pwq nr
(4)
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The transmission power of the relay should satisfy the constraint Equation (5) as follows:

||xr||
2
“ Pr

1 (5)

The received signals at the destination and the eavesdropper are:

yd “ hT
rdxr ` nd “

?
PshT

rddiag phsrqwx` hT
rddiag pwq nr ` nd

“
?

PshT
rddiag phsrqwx` nT

r diag phrdqw` nd
ye “ hT

rexr ` ne “
?

PshT
rediag phsrqwx` hT

rediag pwq nr ` ne

“
?

PshT
rediag phsrqwx` nT

r diag phreqw` ne

(6)

where the superscript T denotes matrix transpose, nd and ne, respectively, represent the noise at
the destination and the eavesdropper. The SNRs (Signal to Noise Ratios) at the destination and the
eavesdropper can be calculated as:

γrd “
PswHdiagph˚srqh

˚
rdhT

rddiagphsrqw
σ2wHdiagph˚rdqdiagphrdqw`σ2

γre “
PswHdiagph˚srqh˚rehT

rediagphsrqw
σ2wHdiagph˚reqdiagphreqw`σ2

(7)

3. Optimization Analysis

In information-theoretical security, the secrecy rate is defined as max tRd ´ Re, 0u, where Rd and
Re are, respectively, the rates at the destination and the eavesdropper. In our model, they can be
formulated as:

Rd “
1
2 log p1` γrdq “

1
2 log

ˆ

1` PswHdiagph˚srqh
˚
rdhT

rddiagphsrqw
σ2wHdiagph˚rdqdiagphrdqw`σ2

˙

Re “
1
2 log p1` γreq “

1
2 log

ˆ

1` PswHdiagph˚srqh˚rehT
rediagphsrqw

σ2wHdiagph˚reqdiagphreqw`σ2

˙ (8)

In the formulae, the coefficient 1/2 means the relay forwards data in half the time of a time slot.
Thus, the secrecy rate is:

Rs “
1
2 log

ˆ

1` PswHdiagph˚srqh
˚
rdhT

rddiagphsrqw
σ2wHdiagph˚rdqdiagphrdqw`σ2

˙

´ 1
2 log

ˆ

1` PswHdiagph˚srqh˚rehT
rediagphsrqw

σ2wHdiagph˚reqdiagphreqw`σ2

˙ (9)

The beamforming vector w is constrained by Equation (10) as follows:

wH
´

Psdiag ph˚srqdiag phsrq ` σ2 IN

¯

w “ Pr
1 (10)

where IN is an N ˆ N identity matrix. The optimization problem can be formulated as:

max
N,Θ,Ω,w

Rs

s.t. wH `

Psdiag ph˚srqdiag phsrq ` σ2 IN
˘

w “ Pr
1

(11)

As the channels are quasi-static, the channel coefficients over a period of time will be constant.
The maximum Rs can be obtained by optimizing four optimization variables: N, Θ, Ω, and w. The
first three variables determine the antenna grouping. If the antenna grouping has been determined,
i.e., the variables N, Θ and Ω are known, the original optimization problem can be simplified into
the optimization of the beamforming vector w. Therefore, the original optimization problem of
formula (11) can be split into two parts. The first part is the optimization of w under a certain N, Θ

and Ω, and the second is to determine the antenna grouping. An exhaustive antenna grouping scheme,
which tries all the possible combinations of N, Θ, and Ω and obtains corresponding w and secrecy
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rate Rs, can be used to get the optimal solution. This scheme has the optimal performance, but with
a very high complexity. Therefore, we propose a low complexity antenna grouping scheme. Θ and
Ω are determined according to an antenna choosing rule at a given N, and then w is calculated. M
secrecy rate Rs will be obtained as N increases from 1 to M. The N, Θ, Ω and w that correspond to
the maximum Rs are the optimized antenna grouping and beamforming scheme we are looking for.
The performance of this scheme is sub-optimal because we have not tried all the possible grouping
of the antennas, but its computational complexity is significantly lower than that of the previous
grouping scheme.

3.1. Beamforming Design

In this section, we optimize the beamforming vector at a given antenna grouping. The original
problem of formula (11) can be rewritten as:

max
w

1
2 log

´

1` wH Aw
wHBw`σ2

¯

´ 1
2 log

´

1` wHCw
wHDw`σ2

¯

s.t. wHRw “ Pr
1

(12a)

where
A “ Psdiag ph˚srq h˚rdhT

rddiag phsrq , B “ σ2diag
`

h˚rd

˘

diag phrdq

C “ Psdiag ph˚srq h˚rehT
rediag phsrq , D “ σ2diag ph˚reqdiag phreq

R “ Psdiag ph˚srqdiag phsrq ` σ2 IN

(12b)

This problem only involves variable w. A and C are positive semi-definite matrices with size N ˆ N,
and B, D, R are positive definite matrices with size N ˆ N. The objective function of optimization can
be further organized as:

max
w

1
2 log p f1 f2q

s.t. wHRw “ Pr
1

(13a)

where
f1 “

wH A1w
wHC1w , f2 “

wHD1w
wHB1w

B1 “ B` σ2{Pr
1R, D1 “ D` σ2{Pr

1R
A1 “ A` B1, C1 “ C`D1

(13b)

A1, B1, C1 and D1 are positive definite matrices with size N ˆ N. Since log p¨q is a monotonically
increasing function, formula (13a) is equivalent to maximizing f1 f2.

The overall optimization of f1 f2 is difficult. However, the maximum of f1 and f2 can be
respectively obtained by solving the maximal generalized eigenvalues of pA1, C1q and pD1, B1q.
However, these two generalized eigenvectors corresponding to the two maximal generalized
eigenvalues may not be equal. Therefore, we use a local optimal beamforming design. We find
that hsr, hrd and hre have a more comprehensive impact on f1, so we will maximize f1 by solving
the maximal generalized eigenvalue of pA1, C1q to get the generalized eigenvector, and use it as
beamforming vector w.

We have f max
1 “ sup

 

λ
ˇ

ˇdetpλC1 ´ A1q “ 0
(

, where λ represents eigenvalues. Denote the
generalized eigenvector corresponding to f max

1 as w1. The local optimal beamforming vector based on
the power constraints of the relay is:

wo “

d

Pr
1

wH
1 Rw1

w1 (14)

The secrecy rate can be obtained by formula (9) when w is substituted by wo.
f2 may not be maximal when f1 is maximal, so the value range of f1 f2 should be

“

f max
1 f min

2 , f max
1 f max

2
‰

, the superscripts max and min represent the maximum and minimum of f1
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and f2. Since the two matrices in f2 are diagonal matrices, based on the generalized eigenvalues of
pD1, B1q, the maximum and minimum of f2 can be formulated as:

f max
2 “ max

k

˜

1`
Pr
1
´

|hre,k|
2
´|hrd,k|

2
¯

Ps|hsr,k|
2
`Pr

1|hrd,k|
2
`σ2

¸

f min
2 “ min

k

˜

1`
Pr
1
´

|hre,k|
2
´|hrd,k|

2
¯

Ps|hsr,k|
2
`Pr

1|hrd,k|
2
`σ2

¸ (15)

where k represents the number of antennas in subset Θ.

3.2. Antenna Grouping Scheme

As the number of relay antennas is limited, the optimal antenna grouping scheme can be obtained
by trying all possible subsets Θ. The number of the subset Θ is CN

M when |Θ| “ N. The total number of

subset Θ is
M
ř

N“1
CN

M “ 2M ´ 1 when N varies from 1 to M. A subset Θ corresponds to a beamforming

vector wo and secrecy rate Rs. The N, Θ, Ω and wo corresponding to the maximal Rs are the solutions
of the optimization problem. The computation amount of wo and Rs is also 2M ´ 1. Although this
antenna grouping scheme can obtain the optimal solution, its computation complexity is too high.
Here, we give a low complexity antenna grouping scheme with the acceptable performance loss.

We find that the change of Θ and Ω will lead to the change of channel coefficients hsr, hrd, hre

and gsr in Equation (9). Thus, we design a rule to determine Θ and Ω in a given N. Define hsr,k as the
channel coefficient between the source and the k-th antenna of the relay, hrd,k and hre,k, respectively,
as the channel coefficients from the k-th antenna of the relay to the destination and the eavesdropper,
k “ 1, 2, ¨ ¨ ¨ , M. hrd,k and hre,k have a great impact on the secrecy transmission performance in the
second stage. Obviously, in order to enhance security performance, we should choose the antenna
that has a preferable channel performance to the destination but a poorer channel performance to
eavesdropper to receive and forward information. Thus, we use

ˇ

ˇhre,k
ˇ

ˇ {
ˇ

ˇhrd,k
ˇ

ˇ as a metric to choose the
AF antennas. Antenna k with a lower value of

ˇ

ˇhre,k
ˇ

ˇ {
ˇ

ˇhrd,k
ˇ

ˇ is more suitable for the forwarding. On the
other hand, the amount of the energy harvested in the first stage will determine the transmitting power
in the second stage, which has significant impact on secrecy performance, and it is determined by
ˇ

ˇhsr,k
ˇ

ˇ. Therefore, in theory, we should give priority to the antenna with large
ˇ

ˇhsr,k
ˇ

ˇ to harvest energy
and the antenna with small

ˇ

ˇhsr,k
ˇ

ˇ to forward information.
From the two aspects above, the antennas of the relay can be grouped according to the channel

parameter p “
ˇ

ˇhsr,k
ˇ

ˇ

ˇ

ˇhre,k
ˇ

ˇ {
ˇ

ˇhrd,k
ˇ

ˇ. We sort the antennas according to the descending order of p. The
first M ´ N antennas are the members of subset Ω, and remaining antennas are the members of
subset Θ. As N varies from 1 to M, there are M subsets Ω, Θ, and corresponding wo. The N and
antenna grouping corresponding to the maximum of M secrecy rates will be the sub-optimal antenna
grouping scheme.

Here, we compare the complexity between the optimal and the sub-optimal antenna grouping
schemes. The former searches and computes 2M ´ 1 times, and the latter computes only M times. The
sub-optimal antenna grouping scheme has evidently lower computational complexity.

4. Simulation Results

The performance of the proposed scheme is simulated in this section. The coordinates of the nodes
are shown in Figure 2. We set the source (s), the destination (d) and the eavesdropper (e), respectively,
at p0, 0q, p200, 150q, p200,´150q (Unit: m). For all channels, path loss and small-scale fading that obey
Rayleigh distribution are considered, i.e. h “ βd´c{2. Where, c “ 3 is the path loss exponent, d (unit:
m) represents the distance between two nodes, and d´c{2 is the path loss (amplitude). In addition,
β is the zero-mean complex Gaussian variable with unit variance, and it represents the small-scale
fading factor. We set the variance of noise at all nodes to σ2 “ ´120 dBm. In the process of energy
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harvesting, the received signal power is converted to DC power with the efficiency α “ 0.7 [19]. The
results showed in this section are the average values of the data obtained in 5000 independent trials.
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We compare our strategy with the traditional AF relay strategy, where the relay uses all antennas
to forward information. Furthermore, the same beamforming as that in our strategy is used in the
traditional AF strategy.

Figure 3 shows the relationship between the relay position and secrecy rate. We set Ps “ 1 mW,
Pr “ 0.01 mW and M “ 6. The simulation results show that the security performance of the proposed
“energy harvesting–AF” strategy is better than the traditional AF strategy. In the traditional AF strategy,
the relay forwards information only with the battery energy, so the forwarding power will be very
low. Although the relay uses all antennas to forward information, the secrecy rate is still limited.
In the proposed “energy harvesting–AF” strategy, the relay can supplement energy through energy
harvesting; therefore, it will have higher forwarding power. Because of the logarithmic relationship
between the transmission rate and SNR, the increase of transmission power can bring significant
improvement of the transmission rate in the low power region. On the other hand, with the increase of
distance between the source and the relay, the path loss is also increasing, so the harvested energy is
exponentially decreasing, and, consequently, the secrecy rate of the system decreases. Although the
relay is closer to the destination, its influence is far less than that of the decrease of the relay forwarding
power, so the secrecy rate of the system declines. It also can be seen from Figure 3 that the secrecy rate
of the optimal antenna grouping scheme is higher than that of the sub-optimal one, but the gap is not
obvious. Therefore, the sub-optimal antenna grouping scheme significantly reduces the computational
complexity at only the cost of acceptable performance loss.
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Figure 3. Relationship between relay’s position and secrecy rate.

Figure 4 shows the secrecy rate with different source transmission power. We also set
Pr “ 0.01 mW and M “ 6, while the coordinate of the relay is fixed at p5, 0q. The source transmission
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power Ps increases from 0.1 mW to 1 mW. We find that the secrecy rates of the proposed strategy
with two antenna grouping schemes are both increasing when the source transmission power gets
higher. This is because the increase of source transmission power on the one hand is beneficial to the
improvement of the receiving SNR of the relay, and, on the other hand, can increase the harvested
energy of the relay. However, in the traditional AF strategy, although the receiving SNR of the relay can
also be improved by increasing source transmission power, the secrecy rate is not obviously improved
due to the low forwarding power of the relay. In addition, it can also be found that the secrecy rate
gap between the two antenna grouping schemes increases with the increase of source transmission
power. The increase of the source transmission power leads to the increase of the receiving SNR and
the harvested energy of the relay. The sub-optimal antenna grouping scheme prefers the antennas with
better link quality to the source to harvest energy, and the effect of receiving signal SNR of the relay is
not considered adequately. This will not have an obvious influence when source transmission power
is low, but it will become serious when source transmission power is high. We also give the secrecy
rate when the location of the eavesdropper is p100,´75q, closer to the relay than the destination. As
the eavesdropper only receives a signal in the second stage, where the secure beamforming is used,
the secrecy rates are nearly the same.
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Figure 4. Relationship between source transmission power and secrecy rate.

The relationship between antenna number of the relay and secrecy rate is shown in Figure 5.
We set the coordinate of the relay at p5, 0q, and set Ps “ 1 mW and Pr “ 0.01 mW. M increases from
four to 10. For the traditional AF strategy, the increase of M will enhance beamforming gain, so the
achievable secrecy rate can be improved. However, in the proposed “energy harvesting–AF” strategy,
the increase of M has two benefits. One is that more antennas can be selected into the subset Θ, which
means that there are more antennas receiving and forwarding signals. In this case, the beamforming
gain of the second stage will improve. The other is that more antennas can be assigned to the subset Ω.
Thus, the forwarding power will increase because more energy is harvested by the relay. They are both
conducive to enhancing the security performance of the system. Therefore, with the increase of M,
the secrecy rate of “energy harvesting–AF” strategy increases significantly. In addition, the “energy
harvesting-AF” strategy can use the antennas more flexibly, so its performance is higher than that of
the traditional AF strategy.
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Figure 6 illustrates the relationship between Pr and secrecy rate. We set the coordinate of the
relay at p5, 0q, and set Ps “ 1mW and M “ 6. Pr increases from 0.01 mW to 0.1 mW. Obviously, the
forwarding power of the relay affects directly the receiving SNR of the destination. Although the
receiving SNR of the eavesdropper is also affected, its promotion is less than that at the destination
due to the beamforming. Thus, the secrecy rate increases with the raise of Pr. From Figure 6, we find
that the gap of the secrecy rate between the “energy harvesting–AF” strategy and the traditional AF
strategy is reduced when Pr increases. Due to the logarithmic relationship between transmission rate
and SNR, the performance improvement induced by energy harvesting becomes less evident when Pr

becomes higher.
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5. Conclusions

This paper studies the security transmission in wireless powered relaying systems. In the
system model, the source, the destination, and the eavesdropper are respectively equipped with
an antenna, and the relay is equipped with multiple antennas to amplify and forward information.
The transmission process of confidential information was divided into two stages. In the first stage,
the relay converts the received signals in some antennas into energy. In order to avoid the leakage of
information, beamforming is used by the relay when it forwards the information to the destination
in the second stage. We divide the antennas of the relay into two groups. The antennas in one group
forward the received signals with beamforming, and those in the other convert the received signal
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to energy for the signal forwarding. We optimize the antenna grouping scheme and beamforming
vector to promote the achievable secrecy rate. Since the overall optimal beamforming vector is difficult
to obtain, we use a local optimal beamforming vector. We also propose a low complexity antenna
grouping scheme at only the cost of acceptable performance loss. The simulation results show that the
proposed “energy harvesting–AF” strategy has better security performance than the traditional AF
strategy, especially when the battery power of the relay is low.
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