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Abstract
There are several characteristics in computer networks,
which play important roles in determining the level of
network security. These characteristics known as security
metrics can be applied for security quantification in computer networks. Most of the researches on this area has
focused on defining the new security metrics to improve
the quantification process. In this paper, we present a
new approach to analyze and quantify the network security by ranking of security metrics with considering the
relationships between them. Our ranking method reveals
the importance of each security metric to quantify security in the network under surveillance. The proposed approach helps the network administrators to have a better
insight on the level of network security
Keywords: Correlation; Regression; Security Quantification; Security Metrics

1

Introduction

In today’s digital age, every organization, regardless of its
size, must have an information security program to protect its data. This program should be designed in a way
to detect, prevent and significantly reduce the risks. Developing a comprehensive information security program
that recognizes these risks is one of the major issues that
organizations are faced with today. Identification of incidents that has an effect on the organization’s assets is
one of the important parts of the security program and
also a difficult task. The complexity of today’s computer
networks has made this issue a more complicated process.
Since the budgets and resources are often limited in organizations, then a mechanism should be chosen for the
right direction of those matters. In [9] Verizon reports

that 97% of the attacks could be neutralized by little
try because they were done by amateur attackers without so much skills and tools. In spite of the big amount
of money spending on security and defense in many organizations, hackers can lower their level of security and
confidentiality just by using simple exploit accessible online. Then using right minimums is much better than
useless maximums in security. Installing expensive firewalls and UTMs, antiviruses, intrusion detection systems
and intrusion prevention systems (IDS/IPS) would be all
ineffectual in network security, if one simple task such
as users’ loss of knowledge about security is misunderstood. In such a case an unaware user can endanger all
the organization’s network just by using an infected USB
memory or connecting an unsecure wireless network to
the organization’s network or visiting unsecure websites
and downloading malicious contents to the network. By
network quantification, the current status of the network
security would be obtained much more precisely in a way
which by it can be compared to different networks’ security and the security of the network itself on a timeline
base. Prioritization of network attributes based on the
numeric effectiveness of each attribute on the network security score causes the efforts to a higher security to be
more purposive and less error-prone. Economizing time
and other resources on the security is the other important role of security quantification. The quantification of
network security in this paper is done by using security
metrics.
According to the national institute of standards and
technology metrics are tools designed to improve determination, decision and responsibility by gathering, analyzing and reporting the related functions. In other word
metrics are standard of measurement which can be used
to measure the security level of an organization. Security
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metrics are chosen according to the organization needs
and security rules. A good security metric [8] should
be specific, measurable, attainable, repeatable and timedependent. There are some different categories of security metrics which can be considered in network security
quantification such as:
• Software-based;
• Network-based;
• User-based;
• Policy-based.
One of the most important problems to increase network security is the absence of solutions to measure the
relative effectiveness of different security attributes and
metrics on the security level of a typical computer network
because what is not measured is not controllable [2, 15].
In such a situation, a network security metric is useful because it would provide quantification and measurement
supplied by different network attributes. By employing
security metrics in a computer network, the administrators can find out which attributes should be more concentrated to increase security while resources consumption is
decreasing. A computer network has numerous attributes
and metrics which many of them are less important and
time consuming to be analyzed.
Then by considering security metrics relationships, the
less important ones can be omitted and those which are
correlated more to the network security level are kept
strongly. Every vendor and company which provides security solutions such as firewall, IDS/IPS, antivirus, UTM
for other companies claims that its approach to security
is the best, but unfortunately there is no quantitative way
to assess their products. The approach presented in this
paper tries to show the effect of security metrics individually on the security of the whole computer network by
evaluating the relationships between security metrics.
The remainder of this paper is organized as follows.
The related works are reviewed in Section 2 and the proposed approach to security quantification is described in
Section 3. An experiment of the network security quantification’s solution is carried out in Section 4, and finally
the paper is concluded in Section 5.

2

Related Works

Most of the works in the network security quantification
is about identifying an appropriate set of security metric. Ahmed et al. [1] gathered a set of metrics based on
vulnerable networks previously found. The authors quantified the present vulnerabilities and their characteristics
and estimated the future vulnerabilities in the networks
and its services. In another study [18] all misconfigurations and weaknesses which causes the network to be
vulnerable to the attacks are studied. By introducing a
new metric called VEA-bility security metric, as a comparison tool for different network configurations in order
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to select the best adjust in the security of the network.
A network administrator tries to have the less vulnerable network configuration and of course the more secure
one, therefore the writers try to deliver different network
configurative comparisons to help the users to choose the
best ones. Attack graph-based security metrics are used
in [5] to measure the probability of network exploitation
according to number of successful attacks done. The network resistance which an attacker is faced with is one of
the metrics the authors used. In all the works done in
security quantification, the effect of attributes in the network that an administrator is daily faced with are not
taken into consideration for determining the level of security.
One important reality should not be forgotten that
things which are not measurable are not controllable. In
another research [19] researchers by means of attack graph
and defining two security metric called probabilistic security metric and attack resistant metric to evaluate the security level of the network. Common vulnerability scoring
system has an important role in risk evaluation of the network. This system as described in [13] and [12], is an important step toward network security quantification. The
standardized vulnerability scores, open and clear structure for security vulnerability scoring and prioritization
of risk identification are the most important features of
this system. In [10] the author is describing a way to
rank the security metrics based on decision theory and
probability distribution. A self-assessment architecture
that prepare a solution for the users to determine security metrics that are specially feasible for the user’s ISMS
is presented in [7]. Then a metric catalogue involving 95
metrics from different sources is provided. In [14] the basic aspects of security metrics are covered. Matters such
as definition of security metrics, their value, and difficulties in generating them and a methodology for building
a security metric program are expressed briefly. The author in [16] describes some important features and goals
of security metrics. Attack graph-based security metrics
are used in [6] to measure the probability of network exploitation according to number of successful attacks done.
The network resistance which an attacker is faced with is
one of the metrics the authors have used in this work.
In [17] taxonomy of Intrusion Response Systems (IRS)
and Intrusion Risk Assessment (IRA), two important
components of an intrusion detection solution are represented. A self-assessment framework that permits a user
to determine the security metrics that are feasible for the
user’s ISMS is discussed in [7]. In [11] a method to improve the network security, which consists of the network
management, the vulnerability scan, the risk assessment,
the access control, and the incident notification is introduced. In [3] a risk estimation model based on publicly
available data, the Common Vulnerability Scoring Systems (CVSS) is proposed. In [4] a big amount of information is gathered by focusing on three European countries
for more than a year and a half through 5 vantage points
with different access technologies to make a quantitative
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Table 1: The variables that are used in correlation
r
M1 , M2

Correlation
The value of security metrics

measurement on the behavior of users with the Internet
to gain important metrics.

3

The Proposed Approach for Security Quantification

To quantify the network security, a mathematical-based
approach using regression and correlation proposed in this
paper. Regression and correlation makes possible analyzing the relationships between security metrics in the
model of network security quantification. In Figure 1 the
structure of this approach is shown.

Figure 2: The correlation of Metrics
step, the more the value of correlations with the security
score the more suitable would be the quantification model
of network security. Since correlation is not a cause and
effect concept then it just imply the presence of relationship between two security metrics therefore the effect of
one specific security metric to the security score of the
machine will not be concluded. Then in the next phase
by means of regression, the effect of security metrics on
the security score is calculated. By implementation of
regression, the model of network security would be like
Equation (2):

Figure 1: The structure of proposed Network Security
Quantification Model
In this structure, the security of the network obtained
through three important phases. First, the correlation
between security metrics two by two is calculated. In
this phase to prevent from multicollinearity1 , one of those
metrics which are more correlated to the other one is
omitted. By this strategy, just those metrics which are
more important and effective to the security remains in
the model of quantification. The lesser correlation value
between security metrics, the more accurate would be the
results of regression model of network security quantification. Figure 2 shows all the correlations between metrics
that considered.
Equation (1) calculates the correlations of security
metrics two by two.
P
M1 M2
r = pP 2 P 2
(1)
M1 M 2
In this equation the variables are assumed according
to Table 1.
At the next phase, the correlations of security score
and security metrics two by two are calculated. In this
1 In statistics, multi-collinearity is a phenomenon in which two or
more predictor variables in a multiple regression model are highly
correlated.

SecurityScore = b0 + b1 M1 + b2 M2 + ...

(2)

In which Mi is the value of different security metrics
and bi is the coefficients that expresses the impact of security metrics on the security of the network. In the statistical models, regression evaluation used to study the
relationship of variables in a cause and effect method. In
the model of network security quantification the security
score is the dependent variable and the security metrics
are the independent variables. In a regression model, the
effect of each independent variable on the dependent variable analyzed. By use of Equations (6) and (7) the coefficients in Equation (4) would be calculated.
P
[(Mi − M )(SSi − SS)]
P
[(Mi − M )2 ]

bi

=

b0

= ss − b1 M .

(3)
(4)

In these equations the variables are according to Table 2.

4

Experiment

In this study, an organization’s network involved about
100 machines, monitored in about two weeks to identify
suitable network’s security metrics. Fortunately, whole
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Table 2: The list of variables used in coefficient of regression
bi
Mi
SSi
ss
M

The
The
The
The
The

regression coefficients
observation i of security metrics
observation i of security score
average of security scores
average of security metrics

the network configurations and also its machines were accessible with appropriate privilege to be investigated in
order to extract the security metrics else all the traffic in
this period should had been saved to be interpreted later
with an offline method. The point of security metrics is
not to collect huge amount of data. A small set of data,
understood well and usable, would be much more valuable than a pile of data left untouched on shelves or hard
drives gathering dust. In this paper, the GQM method
employed to develop security metrics. GQM is a simple and three-step process to gain appropriate security
metrics for the network. The first step in the process involves defining specific goals that the organization hopes
to achieve. These goals are those the organization by
quantification is going to reach. Finally, these questions
answered by identifying and developing appropriate metrics. This method guarantees that all the metrics identified are according to the goals of the organization. After
an act of investigation of the network and by doing some
interviews by the network’s administrators and users according to the GQM method some more important security metrics chose. In [18], the writer expresses the
characteristics of a good security metric such as: consistently measured, cheap to gather, expressed as a cardinal
number or percentage and specific.

Figure 3: The web browsers statistics
Table 3: The assumed values for various OS
XP-SP1
5

4.2

XP-SP2
4

XP-SP3
3

7
2

8
1

8.1
0

Operating System Version (OS)

Since operating system is the infrastructure software for
other applications and services to be executed properly,
then keeping machine’s OS updated is one of critical metrics, which should be considered to have a secure network.
The value used for this metric in evaluations presented in
Table 3.
All of the operating systems used in the experimented
network were different versions of Microsoft windows and
they were evaluated according to Table 3. For example, if
on a machine win 8.1 is installed the value considered for
it is 0 and if win XP-SP1 is installed the value would be
5. It means the higher version of OS the lower numeric
specified for that version.

4.3

Vulnerabilities (VUL)

By running Nessus vulnerability scanner on the machines,
the number of vulnerability on each machine is going to be
4.1 Web Browser Version (Browser)
in consideration as a security metric. Nessus is the world’s
most popular vulnerability scanner [5] and in 2005 used
Since most of the attacks that a machine is faced with is in 75000 organizations.
from the internet and web browsers are the first applications are to the target of attackers, then the web browser
version is taken into consideration as a security metric. 4.4 Malwares (malware)
For each machine on the network the value for this metBy using licensed antivirus’s reports, the number of malric is calculated by:
wares on the machine was obtained. On the experimented
network an updated licensed NOD32 antivirus is installed.
W ebBrowser = LastV ersion − U serV ersion.
(5) The server’s side of this antivirus has several features,
which can report the malwares penetrated into the maThe difference between last version of a specific version chine. The value of this metric is the total number of
and user’s browser version is the value allocated to this observed malwares on the clients.
metric for each machine on the network. In cases more
than one browser is used the average of the values is al- 4.5 Defense Update (Def-Update)
located for this metric. Of course in the experimented
network the browser which was used according to the se- Since the number of new threats continues to grow
curity policy of the organization was IE and Firefox. Fig- steadily, then antivirus’ being-updated is so important
ure 3 shows the statistics of common browsers used in the to have a healthy network. The value allocated to this
metric is the total number of days past from the last uporganization’s network.
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Table 4: The list of variables used in the security score calculation
n
severity (vi )
Securityscorei

The number of machines
The severity for the vulnerability i
The security score for machine i

Table 5: The correlation of Security Metrics
VUL
Update
Last-Scan
Def-Update
Malware
OS
Browser

Browser
0.09
-0.30
0.05
-0.11
0.11
0.43
-

OS
-0.09
-0.42
-0.13
-0.03
0.19
0.43

Malware
0.08
-0.014
-0.03
-0.11
0.19
0.11

Def-Update
0.03
-0.03
0.24
-0.11
-0.03
-0.11

Last-Scan
0.21
0.00
0.24
-0.03
-0.13
0.05

Update
-0.35
0.00
0.03
-0.14
-0.42
-0.30

VUL
-0.35
0.21
0.03
0.08
-0.09
0.09

date of client’s side of antivirus. This value obtained by The variables of Equation (6) is explained in Table 4.
checking the update part of each antivirus.
With the help of the theoretical development done in
Section 4, now the numeric effect of security metrics on
the network security level is going to be calculated.
4.6 Last on-demand scan (Last-scan)
In this research, the Minitab software version 16 used
Periodically scanning of the machines in a network is one to interpret the relationship of security metrics. As clariof the main issues, which can help the network clean- fied before the correlation of the security metrics is calcuness of malwares and vulnerabilities. Therefore, the total lated to avoid multi-collinearity and the results are shown
number of days past from the last scan of the network by in Figure 4 and Table 5. Correlation of all the security
the antivirus has been taken into account as an important metrics showed in Table 5 to show the non- cause and efsecurity metric.
fect manner of this evaluation. As it is obvious, in Table 5,
the correlation of to security metrics Update and VUL is
a negative number and it shows that they are correlated
4.7 Software Updates (Software)
in a reversed manner or better to say the more updates
This metric value is the total number of OS and frequently taken by the machines, the lesser vulnerabilities found on,
used applications updates according to the security poli- or the correlation of two other security metrics VUL and
cies in the network. The updates can be managed and Last-scan is a positive number meaning, the longer time
obtained by soft wares such as WSUS.
lapsed the last scan, the more vulnerabilities found on the
clients. A quick consideration of data in the last table reveals that the results exactly coincides the expectations
4.8 Security Score (security-score)
in the real world.
In order to implement the level of security in the secuAfter evaluating of the correlation between security
rity quantification model, a security score is going to be metrics two by two, the correlation of security score and
calculated. The more security score for each machine, security metrics should be analyzed. Table 6 contains the
the higher the level of security in the network. To calcu- result of correlation of security metrics and security score.
late security score for each machine, all the vulnerabilities In this table P-value is also considered by which the rein each machine extracted by using Nessus vulnerability sults can be better proved. The P-value would reject the
scanner.
null hypothesis4 , if its value was less than the alpha level
Then to obtain the severity of each of the vulnera- which is important in the null hypothesis theory. In the
bilities, they mapped to the NVD2 one by one. In the other word for the P-Values less than alpha level the null
NVD, all the vulnerabilities are stored with a CVSS3 - hypothesis is rejected and it shows there is a meaningful
based severity, which is a number between 0 and 10. Ac- relationship between two variables. Figure 5. shows the
cording to the Equation (6) the security score for each correlation of security metrics and security scores taken
machine is calculated.
from Minitab. Scatter plots also can be implemented to
n
visualize the correlation of security metrics and security
k
X
Securityscorei =
(10 − severity(vi )).
(6) scores. In Figure 6 the correlations of security metrics
i=1
2 National

Vulnerability Database:www.NVD.com
3 Common Vulnerability Scoring System

4 The term ”null hypothesis” usually refers to a general statement or default position that there is no relationship between two
measured phenomena, or no difference among groups and variables
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Figure 4: The correlation of security metrics generated by Minitab
Table 6: The correlation of Security Metrics
Security score
P-value

Browser
-0.26
0.01

OS
-0.21
0.03

Malware
-0.37
0.00

Def-Update
0.1
0.3

Last-Scan
-0.26
0.3

Update
0.38
0.00

VUL
-0.23
0.02

and security scores is illustrated by scatter plot.
network. Equation (7) is the regression equation of the
As it is evident in the Figure 6 according to the trend quantification model of the network security.
line of scatter plot the correlation of security metrics and
security score is obvious. For example the positive slope of
trend line in scatter plot of Def-update and security scores
illustrates as Def-updates increases the security score is Security − Score = 56.4872 − (0.211009)V ulnerability
+(0.525058)U pdate + (0.343473)OS
also increased and the negative slope of trend line for Malwares and security scores means as number of malwares
−(0.345093)Browser − (0.0300952)M alwares
increases the security score decreases.
+(0.0511584)Def − update − (0.0575463)Last − scan.
(7)

4.9

Numeric Effect of Security Metrics
The Equation (5) is the quantification equation of the
on the Security Experimented Netnetwork
security in which the coefficients are the numeric
work

Since correlation is not a cause and effect evaluation, then
by means of regression evaluation the exact numeric effect
of each security metric on the security score is calculated.
In the quantification model of network security SecurityScore is dependent variable and the security metrics are
the independent variables of the model in which we are
going to calculate the effect of them on the security score.
Finally, the multiple regression equation expresses the numeric effect of security metrics on the security level of the

effect of each security metric on the security when the
other metrics are assumed as 1. The Figure 7 illustrates
this model calculated in Minitab software.

According to Equation (5) the order of security metrics
according to their effect on network security is gathered
in Table 7. The security metric Updates has the most
effect on the security score with coefficient 0.52 and the
Web browser, OS and Vulnerabilities are the next more
important security metrics orderly.
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Figure 5: Correlation Of security metrics and security
score
Table 7: The correlation of Security Metrics
Rank
1
2
3
4

5

Security Metrics
Updates
Browser
OS
Vulnerabilities

The Importance Value
0.52
0.3451
0.3435
0.21

Figure 6: The scatter-plot of security score and security
metrics

Conclusion

This paper is going to provide a structure for quantification of network security and prioritization of significant
security metrics. A mathematical approach is developed
that can help to quantify the network security and order the security metrics. By implementing regression and
correlation to the network security era and security metrics the quantification of network security will be possible as shown in this paper. Once the security quantification is done, administrative efforts can be concentrated
to increase security more precisely and efficiently. As it is Figure 7: The regression model of network quantification
shown in this paper there are some relationships between
network attributes or security metrics which by evaluaings of the International Conference on Security and
tion of them the network administrators can manage the
Management (SAM’16), p. 8, The Steering Comnetwork more efficiently.
mittee of The World Congress in Computer Science, Computer Engineering and Applied Computing, 2016.
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