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Researcher’s Background
Matthew Richards

• Research Area
– SEAri: design for value-robustness (“ilities”) 
– Approach: decision analysis applied to design
– Domain: national security space

• Education
– 3rd year doctoral student, ESD (MIT ‘09?)
– M.S. Aeronautics and Astronautics (MIT ‘06)
– M.S. Technology and Policy (MIT ‘06)
– B.S. Aerospace Engineering (MIT ‘04)

• Professional Experience
– Jet Propulsion Laboratory
– Defense Advanced Research Projects Agency
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Research Summary

Project Title: Design for Survivability: Concept Generation and                
Evaluation in Dynamic Tradespace Exploration

Sponsor:
National Science Foundation / Program on Emerging Technologies 

Goal: To improve aerospace system survivability by informing future 
acquisitions using dynamic tradespace exploration 

Approach:
• Generate alternative satellite concepts (incorporating various 
combinations of protection features) from survivability design 
principles

• Simulate performance of alternative space systems across potential 
disturbance environments
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Definition of Survivability

Ability of a system to minimize the impact of a finite-duration disturbance on value delivery
through (I) the reduction of the likelihood or magnitude of a disturbance, (II) the satisfaction of a minimally 

acceptable level of value delivery during and after a disturbance, and/or (III) timely recovery 
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Time period with a fixed context; characterized by 
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Incorporating Survivability into 
Trade Studies

Ilities are temporal system properties that specify the degree to which
systems are able to maintain or even improve value in the presence 

of change*

• Ilities are increasingly regarded as critical system properties for 
delivering stakeholder value

(Moses 2004; Rhodes 2004; McManus and Hastings 2006)

• Ongoing research seeks to establish prescriptive methods for 
incorporating ilities in system design

(de Neufville 2004; de Weck, de Neufville and Chaize 2004; Fricke and Schulz 2005; 
Rajan, Van Wie et al. 2005; Ross and Hastings 2006; Nilchiani and Hastings 2007; 
Silver and de Weck 2007) 

• Challenges

– Taxonomic uniformity

– Characterizing temporal constructs in traditional tradespaces

– Disaggregating from traditional attributes in Multi-Attribute Utility Theory

– Investing in uncertain future

*Definition excludes some non-operational ilities, such as manufacturability
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Criticality of Survivability for 
U.S. Space Architectures

1. Growth of military and 
commercial dependency on 
space systems

(Gonzales 1999; GAO 2002; 

Ballhaus 2005)

2. Identified vulnerabilities in 
the U.S. space architecture

(Thomson 1995; Rumsfeld, 

Andrews et al. 2001; CRS 2004)

3. Proliferation of threats

(Rumsfeld, Andrews et al. 2001; 

Joseph 2006)

4. Weakening of the sanctuary 
view in military space policy

(Mowthorpe 2002; O'Hanlon 

2004; Covault 2007)
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Current Response: 
Survivability Engineering

• Survivability engineering discipline emerged in 1960’s
– Loss of 5000 aircraft in Vietnam

– Survivability requirements derived early in conceptual 
design from System Threat Assessment Report (STAR)

– Survivability evaluated using Probabilistic Risk 
Assessment

(Ball 2003; USAF 2005)

• Assuring physical integrity of individual systems well 
addressed

(Nordin and Kong 1999, Paterson 1999)

• However, designing for cost-effective survivability is poorly understood 
and increasingly relevant to protecting critical infrastructures
– Unaffordable legacy: survivability of triad of U.S. strategic forces

(Bracken 1983; Blair 1985)

– Current lean approach: complexity has bred fragility
(Sheffi 2005; Brown 2007)

How to make integrated cost, performance, and survivability trade-offs?



seari.mit.edu © 2008 Massachusetts Institute of Technology 9

Limitations of 
Survivability Engineering

1. Treatment of survivability as a constraint rather than an 
active trade in the design process

(Wheelon 1997; Walker 2007)

2. Static nature of System Threat Assessment Reports
(Ball 2003; Anderson and Williamsen 2007)

3. Reliance on probabilistic risk assessment and the assumption 
of independent failures

(Leveson 1995; Perrow 1999; Leveson 2002; Pate-Cornell, Dillon and Guikema
2004)

4. Limited scope of survivability design and analysis
(Neumann 2000; USAF 2005; Walker 2007)

5. Lack of value-centric perspective

(Keeney 1992; Ross 2006)
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Problem Statement

• Ilities are a critical design challenge for ESD
– Survivability is a critical challenge for aerospace system 
architecture

• Given limitations of survivability engineering for aerospace 
systems, need design methodology that:

1. incorporates survivability as an active trade throughout design 
process

2. reflects dynamics of operational environments over entire 
lifecycle

3. captures path dependencies of system susceptibility and 
vulnerability

4. extends in scope to architecture-level survivability assessments

5. takes a value-centric perspective

• Opportunity to build on recent MIT research on tradespace 
exploration
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Research Questions

1. What is a dynamic, operational, and value-centric 
definition of survivability for engineering systems?

2. What general design principles enable survivability?

3. How can survivability be quantified and used as a 
decision metric in exploring tradespaces during 
conceptual design of aerospace systems?

4. For a given space mission, how to evaluate the 
survivability of alternative system architectures in 
dynamic disturbance environments?
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Research Design

1. Knowledge Capture and 
Synthesis (descriptive)

2. Theory Development 
(normative)

3. Computer Experimentation 
(theory evaluation)

4. Case Applications 
(prescriptive)

• Evaluation of 
alternative space 
radar architectures

existing theory
empirical data

system data 
analysis techniques

• “ilities” framework
• Survivability conceptualization
• Tool box of design principles
• Dynamic tradespace metrics for 
passive and active survivability

• Iterative, concurrent process
• Employment of quantitative and 
qualitative research methods

literature review, exploratory interviews, exploratory case studies

external
validation

internal 
validation

methods

methods data

data
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Four-Step Methodology (1/4)

Methodology
1. Deduce design principles 

from generic system-
disturbance representation
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Four-Step Methodology (2/4)

Methodology
1. Deduce design principles 

from generic system-
disturbance representation

2. Select operational systems 
with survivability 
requirements

3. Trace design specifications to 
design principles

4. Revise design principle set to 
reflect empirical observation 
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Vietnam

2

(Ball 2003)
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Four-Step Methodology (3/4)

Methodology
1. Deduce design principles 

from generic system-
disturbance representation

2. Select operational systems 
with survivability requirements

3. Trace design specifications 
to design principles

4. Revise design principle set to 
reflect empirical observation 

21

repair

replacement

diversity

redundancy

evolution

hardness

avoidance

preemption

deterrence

concealment

mobility

prevention

restoration of system to improve value delivery2.6

substitution of system elements to improve value delivery2.5

variation in system elements (characteristic or spatial) to decrease 
effectiveness of homogeneous disturbances

2.4

duplication of critical system components to increase reliability2.3

alteration of system elements to reduce disturbance effectiveness2.2

resistance of a system to deformation2.1

Type II Survivability (Reduce Vulnerability)

maneuverability away from disturbance1.6

suppression of an imminent disturbance1.5

dissuasion of a rational external change agent from committing a disturbance1.4

reduction of the visibility of a system from an external change agent1.3

relocation to avoid detection by an external change agent1.2

suppression of a future or potential future disturbance1.1

Type I (Reduce Susceptibility)

repair

replacement

diversity

redundancy

evolution

hardness

avoidance

preemption

deterrence

concealment

mobility

prevention

restoration of system to improve value delivery2.6

substitution of system elements to improve value delivery2.5

variation in system elements (characteristic or spatial) to decrease 
effectiveness of homogeneous disturbances

2.4

duplication of critical system components to increase reliability2.3

alteration of system elements to reduce disturbance effectiveness2.2

resistance of a system to deformation2.1

Type II Survivability (Reduce Vulnerability)

maneuverability away from disturbance1.6

suppression of an imminent disturbance1.5

dissuasion of a rational external change agent from committing a disturbance1.4

reduction of the visibility of a system from an external change agent1.3

relocation to avoid detection by an external change agent1.2

suppression of a future or potential future disturbance1.1

Type I (Reduce Susceptibility)

Sample Survivability Features

 p
re
v
e
n
tio
n

 m
o
b
ili
ty

 c
o
n
c
e
a
lm
e
n
t

 d
e
te
rr
e
n
ce

 p
re
e
m
p
tio
n

 a
v
o
id
a
n
c
e

 h
a
rd
n
e
s
s

 e
v
o
lu
tio
n

 r
e
d
u
n
d
a
n
c
y

 d
iv
e
rs
it
y

 r
e
p
la
c
e
m
e
n
t

 r
e
p
a
ir

redundant primary structure X

dual vertical stabilzers to shield heat exhaust X

long low-set wings (flight possible even if missing 1/2 wing) X

interchangeable engines, landing hear, and vertical stabilizers X

pilot sits in a titanium/aluminum armor bathtub X

spall shields between armor and pilot X

bullet resistant windscreen X

spall resistant canopy side panels X

ACES-II ejection seat X X

night vision goggles for operating in darkness X

situational awareness data link

two self-sealing fuel tanks located away from ignition sources X X X

short, self-sealing feed lines X

wing fuel used first X

most fuel lines located inside tanks X

redundant feed flow X

open cell foam in all tanks Xfu
e
l s
y
s
te
m

c
o
c
k
p
it

s
tr
u
c
tu
re

Type I (Reduce Susceptibility) Type II (Reduce Vulnerability)

margin

A-10 “Warthog”3



seari.mit.edu © 2008 Massachusetts Institute of Technology 17

Four-Step Methodology (4/4)

Methodology
1. Deduce design principles 

from generic system-
disturbance representation

2. Select operational systems 
with survivability requirements

3. Trace design specifications to 
design principles

4. Revise design principle set 
to reflect empirical 
observation 

4
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Research Questions

1. What is a dynamic, operational, and value-centric 
definition of survivability for engineering systems?

2. What general design principles enable survivability?

3. How can survivability be quantified and used as a 
decision metric in exploring tradespaces during 
conceptual design of aerospace systems?

4. For a given space mission, how to evaluate the 
survivability of alternative system architectures in 
dynamic disturbance environments?
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Proposed Survivability Metrics
Need to evaluate ability of system to (1) minimize utility losses and (2) meet 

critical value thresholds before, during, and after environmental disturbances 

time-weighted average utility

• Difference between design utility 
and aggregate utility loss

• Internalizes lifecycle degradation

• Based on Quality Adjusted Life 
Years (QALYs) in medicine*

∫⋅= dttU
T

U
dl

t )(
1

threshold availability

• Ratio of time above critical value 
threshold (Vx during baseline 
Epoch, Ve during disturbance and 
recovery Epochs) to total time

• Accommodates changing 
expectations during disturbances

dl

T
T

MTAT
A =

desirable attributes: value-based, dynamic, continuous

*Johannesson, M. (1995). "The Ranking Properties of 
Healthy-Years Equivalents and Quality Adjusted Life-Years 
Under Certainty and Uncertainty." International Journal of 
Technology Assessment in Health Care, 11(1): 40-48.

MTAT = mean time above threshold

Tdl = time of design life
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Survivability Tear Tradespaces
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Survivability Response Surfaces
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Selected Publications
Knowledge Capture and Synthesis

1. Richards, M., Hastings, D., Rhodes, D., and Weigel, A., Defining Survivability for Engineering 
Systems, 5th Conference on Systems Engineering Research, Hoboken, NJ, March 2007.

2. Richards, M., Hastings, D., Rhodes, D., and Weigel, A., Systems Architecting for Survivability: 
Limitations of Existing Methods for Aerospace Systems, 6th Conference on Systems Engineering 
Research, Los Angeles, CA, April 2008.

Theory Development
3. Richards, M., Ross, A., Hastings, D., and Rhodes, D., Design Principles for Survivable System 

Architecture, 1st IEEE Systems Conference, Honolulu, HI, April 2007.

4. Richards, M., Ross, A., Hastings, D., and Rhodes, D., Two Empirical Tests of Design Principles for 
Survivable System Architecture, 18th INCOSE Symposium, Utrecht, Netherlands, June 2008. (*Best 
Paper Award*)

5. Richards, M., Ross, A., Hastings, D., and Rhodes, D., Empirical Validation of Design Principles for 
Survivable System Architecture, 2nd IEEE Systems Conference, Montreal, Canada, April 2008.

Computer Experiments
6. McManus, H., Richards, M., Ross, A., and Hastings, D., A Framework for Incorporating “ilities” in 

Tradespace Studies, AIAA Space 2007, Long Beach, CA, September 2007.

7. Richards, M., Ross, A., Hastings, D., Metrics for Evaluating Survivability in Dynamic Multi-Attribute 
Tradespace Exploration, AIAA Space 2008, San Diego, CA, September 2008.

Case Applications
8. Richards, M., Viscito, L., Ross, A., and Hastings, D., Distinguishing Attributes for the Operationally 

Responsive Space Paradigm, 6th Responsive Space Conference, Los Angeles, CA, April 2008.
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Anticipated Contributions

Expected Outcomes:
• Extensions of dynamic tradespace exploration to incorporate hostile and 
natural disturbances

• General design principles to improve survivable concept generation
• General methodology for front-end evaluation of the survivability of design 
alternatives

Broader Impact: 
• Policy prescriptions for improved acquisitions paradigm
• Research agenda for architecting survivable systems-of-systems

Knowledge Deployment:
• 12 conference papers (8 presented, 2 in writing, 2 planned) 
• Submissions to Journal of Spacecraft and Rockets and Systems Engineering
• Handoff to practitioners (e.g., embedded in government program office)
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Value-Based Conceptual Design 
Through Tradespace Exploration

• Value-centric perspective enables unified evaluation of technically 
diverse system concepts

• Operationalized through the application of decision theory to engineering 
design
– Quantifies benefits, costs, and risks

(Thurston 1990; 
Keeney and Raiffa 1993)

Value is a measure of net benefit specified by a stakeholder

• Tradespace exploration uses 
computer-based models to 
compare thousands of 
architectures
– Avoids limits of local point solutions
– Maps decision maker preference 
structure to potential designs
(McManus, Hastings and Warmkessel
2004; Ross et al. 2004; Walton and 
Hastings 2004; Weigel and Hastings 
2004)



seari.mit.edu © 2008 Massachusetts Institute of Technology 30

Limitations of Existing Metrics

• Construct validity

• Binary assessment criteria
Inherent 
Availability

• Survivability preferences 
confounded with availability 
and capability

Mission 
Effectiveness

• Construct validity

• Binary assessment criteria

• Time to failure assumed as 
exponential density function

Reliability 
Function

(aka Survival Function)

• Binary assessment criteria

• Assumes independence 
among shot and mission 
outcomes

Campaign 
Survivability

• Binary assessment criteria 
fails to internalize graceful 
degradation 

Engagement 
Survivability

MTBFtetFtR /)(1)( =−=

HKHKS PPPP ⋅−=−= 11

(Ball 2003; Blanchard and Fabrycky 2006)

MTTRMTBF

MTBF
Ai +
=

( ) N

K

N

S PPCS )1( −==

t = operating time 

MTBF = mean time between failure

MTTR = mean time to repair

S = survive, K = kill, H = hit

N = number of engagements

CapabilityPAMoME Si ⋅⋅=
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Manipulator Mass Propulsion Type Fuel Load (kg) Shield Mass (kg) Servicing Collision Avoidance
Low (300kg) Storable bi-prop 30 30 no no

Medium (1000kg) Cryogenic bi-prop 100 100 yes yes

High (3000 kg) Electric (NSTAR) 300 300
Extreme (5000 kg) Nuclear Thermal 600 500

1200 1000
3000
10000
30000

Design Variables

Adding Survivability to Design

Type I
Susceptibility reduction

• Active collision avoidance

• Reduced cross-sectional 
area (derived)

Type II
Vulnerability reduction

• Bumper shielding

• Increased capability 
margin (derived)

Type III
Resilience enhancement

• On-orbit servicing 
insurance for timely repair

1 of 2560 
possible 

design vectors 
(full-factorial)

(Lai 
2002)45 m2 5 m2

survivability features



seari.mit.edu © 2008 Massachusetts Institute of Technology 32

Model Overview

Design
Vector

designs

Space Tug 
Model

conjunction event generator

cross-sectional area

t

tugs

events

utility

service service

t

t

hit hit hit

500 Monte Carlo 

runs per satelliteDesign 
Utility

Lifecycle 
Cost

>1mm debris flux 
(ORDEM2000)

Survivability
statistics on 

Monte Carlo runs

dynamic state model

Architecture Tradespace

25 m

1

7

6

5

4

3

2
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Stochastic State Modeling across 
Disturbance Encounters
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