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Abstract
The Generalized Likelihood Ratio (GLR) test for fault detection as derived by
Willsky and Jones is a recursive method to detect additive changes in linear
systems in a Kalman filter framework. Here, we evaluate the GLR test on a
sliding window and compare it to stochastic parity space approaches. Robust
fault detection defined as being insensitive to faults in the signal space is also
studied in the GLR framework.
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1. INTRODUCTION
The work concerns primarily linear Gaussian
models, which over a sliding window can be represented by the following signal model
Y = Ox + Hu U + Hv V + Hf F + E,

(1)

where Y is a vector of outputs during a sliding
window time period, x is the initial state of the
system, O is the extended observability matrix,
Hu , Hv and Hf are Toeplitz matrices describing
how the inputs, U , process noise, V , and faults, F ,
enter the system and E is additive measurement
noise. The sum of two noise terms is a Gaussian
noise with Cov(Hv V + E) = S. The details are
described in Section 2 and in (Gustafsson, 2001).
Fault detection is here seen as the hypothesis test
H0 : F = 0
H1 : F 6= 0.

(2a)
(2b)

Recently, (Desai and Mangoubi, 2003) proposed
robust fault detection as only testing for faults
that do not lie in the signal space. In our notation,
the signal space is spanned by the observability

matrix, which means that we exclude faults F
such that Hf F belongs to the column space of
O and thus can be explained by a different state
vector. Using the pseudo-inverse Hf† , this means

that F does not belong to the range of Hf† O and
the hypothesis test becomes
H0 : F ∈ R(Hf† O)

(3a)

R(Hf† O).

(3b)

/
H1 : F ∈

These two tests will be treated in parallel.
The basic residual to use in fault detection is
r = Y − Hu U , which depends on the state x.
The classic parity space approach (Basseville and
Nikiforov, 1993; Chow and Willsky, 1984; Ding et
al., 1999; Gertler, 1997; Gertler, 1998), computes
a projection of this residual to the null space of
the observability matrix, so W1T r = W1T (Hf F +
Hv V +E) is independent of the state. The original
parity space approach is a deterministic one, so
this residual is non-zero for non-zero faults. The
extension to process and measurement noise was
done in (Gustafsson, 2002), and analytical results
on detectability of a all-one fault vector F was
derived.

The first extension here is to arbitrary fault vectors, including incipient faults (slowly increasing)
and general time-varying fault profiles. The GLR
approach (Willsky and Jones, 1976) maximizes
the likelihood ratio function over all faults, and
the explicit GLR test statistic will be given. It
turns out that this in both hypotheses tests (2)
and (3) can be expressed as a certain projection
of the residual.
A second approach is to estimate the state rather
than projecting the residual to the parity space.
2. NOTATION
2.1 State space model to signal model

which is (1). The definition of S = Cov(Hv Vt +Et )
is straightforward.

2.2 Fault basis
The unknown fault vector Ft is a vector with
arbitrary elements. Since Hf generally has full
column rank, Ft can be used to explain the noise
part. In particular, in the square Hf case, we can
take Ft = Hf−1 (Hv Vt + Et ). Since this does not
make sense, we have to put certain restrictions on
the fault vector. The basic idea is that the fault
profile is a smooth function in time, so we can
define smooth basis functions mi (t) and let F̄ti be
the coordinates, so

The linear system is defined as the state space
model
xt+1 = At xt + Bu,t ut + Bf,t ft + Bv,t vt
yt = Ct xt + Du,t ut + Df,t ft + et

Ft =

n
X

mi (t)F̄ti = M F̄t

i=1

(4)

We separate the following types of input:

leading to
Hf Ft = Hf M F̄t = H̄f F̄t .

(8)

• Deterministic known input ut . This is common in control applications.
• Deterministic unknown fault input ft , which
is used in the fault detection literature. The
known matrices Bf,t and Df,t determines
which part of the system will be affected by
the different faults.
• Stochastic unknown disturbances vt and et ,
process noise and measurement noise, respectively, which are used in the Kalman filter
setting. Both will here be assumed to be independent and Gaussian, with zero mean and
covariance matrices Qt and Rt , respectively.

This is just a re-parameterization of the fault into
a new known matrix H̄f with a low order basis
F̄t . As a special case, we cover the model used in
(Gustafsson, 2002) by using n = 1 and m(t) = 1.
A polynomial basis might be suitable to model
incipient faults. In the sequel, we will understand
that the fault part in (1) is given by (8).

To establish the correspondence of models (4) and
(1), stack L signal values to define the signal
T
T
, . . . , ytT , etc for all signals.
vectors Yt = yt−L+1
We here use the time index t to note that fault
detection is a recursive task. Also define the
Hankel matrices (time indices are omitted for
simplicity)


0 ... 0
Ds
 CBs
Ds . . . 0 


(5)
Hs = 
..
. 
..

. .. 
.

• The pseudo-inverse operation is defined as
A† = (AT A)−1 AT .
• Projection operator. A projection on the
space spanned by the columns in A is given
by PA = A(AT A)−1 AT = AA† , with the
obvious property PA A = A. PA is a basis
for the range space of the columns in A.
• Projection on null space. To remove the state
dependence in (1), the orthogonal projection
I − PO is used, with the obvious property
(I − PO )O = 0. I − PO is a basis for the null
space of the columns in O.
• Whitening. Assume that Cov(r) = P , then
Cov(P −1/2 r) = I, so pre-multiplying with
P −1/2 is a whitening operation.
• Minimum variance (MV) estimation. For the
equation system Ax = r, the least squares
(LS) solution x̂LS = A† r is the minimum
variance estimate if and only if Cov(r) = I.
That is, using pre-whitened residual, we have

CAL−2 Bs . . . CBs Ds

for all signals s = u, f, v and the observability
matrix


C
 CA 


(6)
O =  . .
 .. 
CAL−1
Equation (4) can then be written as

Yt − Hu Ut =
Oxt−L+1 + Hf Ft + Hv Vt + Et . (7)

2.3 Projections and whitening operations
The basic tools in the derivation are the following:

x̂MV = (P −1/2 A)† P −1/2 r
= (AT P −1 A)−1 AT P −1 r.

• GLR test. To test whether F = 0 or not when
r ∈ N(HF, S), where r is a L dimensional
vector, the log likelihood ratio of the two
hypotheses is first formed:

1

e− 2 (r−HF )

T

(1)

rt

=

e

1 T −1
r S r − (r − HF )T S −1 (r − HF ) .
=
2
The likelihood ratio is then maximized over
the unknown parameter F to get the GLR
test statistic
λ = max rT S −1 r − (r − HF )T S −1 (r − HF )
F

= rT S −1 r − (r − HH † r)T S −1 (r − HH † r)
= rT S −1 r − rT (I − PH )S −1 (I − PH )r

= rT S −1 − (I − PH )S −1 (I − PH ) r.

Table 1. The test statistic λ = rT PM r,
this table shows the projection matrix
for each case discussed in this section.
The matrices W̄2T and W̄3T are given by
equations (19) and (30) respectively.

1

M = S −1/2 Hf

M = S −1/2 (I − PO )Hf

2

M = W̄2T Hf

M = W̄2T Hf

3

W̄3T Hf

M=

(I − O(S −1/2 O)† S −1/2 )T . (12)
To determine the likelihood ratio with a hypothesis test, first normalize the residual.
(1)

(1)

= (Cov(rt ))−1/2 rt

= (Cov(rt ))−1/2 E(Y − Hu U − Ox̂(2) )
∈ N(S −1/2 Hf F, I)
3.1.1. Conventional GLR Test
in (2) are here
(1)

H0 : r̄t
H1 :

(1)
r̄t

(13)

The hypotheses

∈ N(0, I)
∈ N(S −1/2 Hf F, I).

This gives the log-likelihood ratio
1

λ1,c = max log

(1)

e− 2 kr̄t

−S −1/2 Hf F k22
1

(1) 2
k2

e− 2 kr̄t

F

,

(14)
(1)

(9)

This section derives the main results, which are
summarized in Table 1.

Robust PM

(1)

Cov(rt ) = (I − O(S −1/2 O)† S −1/2 )S

(1)

3. GLR TEST STATISTICS

Conv. PM

The covariance becomes

(1)

which is maximized for α̂ = rT S −1 r/L.

Case

(1)

∈ N((I − O(S −1/2 O)† S −1/2 )Hf F, Cov(rt )).
(11)

r̄t

The test statistic is χ2 distributed, and a
suitable threshold is based on this.
• Likelihood with unknown noise scaling. Suppose above that r ∈ N(0, αS), where α is an
unknown scaling of the noise covariance. This
scaling is for instance present in a otherwise
properly tuned Kalman filter, since the state
estimates are insensitive to a common scaling factor in process noise and measurement
noise (and initial state covariance).


1 T −1
log (2π)−L/2 det(S))−1/2 e− 2α r S r =
1 T −1
L
log(α) −
r S r
2
2α

= Y − Hu U − Ox̂(2) =
(I − O(S −1/2 O)† S −1/2 )(Y − Hu U )

S −1 (r−HF )

− 12 r T S −1 r

=C−

∈ N(x + (S −1/2 O)† S −1/2 Hf F, (OT S −1 O)−1 ),
(10)
then the prediction error (or residual) becomes

(2π)−L/2 (det(S))−1/2
×
λ(F ) = log
(2π)−L/2 (det(S))−1/2
×

x̂(2) = (S −1/2 O)† S −1/2 (Y − Hu U )

M = W̄3T (I − PO )Hf

3.1 Case 1: state estimation in sliding window
In this case, x is estimated by minimum variance
estimation from data in the time window as

which is maximized when F = (S −1/2 Hf )† r̄t .
Then,
λ1,c =

1  (1)
(1)
(1)
− kr̄t − S −1/2 Hf (S −1/2 Hf )† r̄t k22 − kr̄t k22
2
|
{z
}
PS −1/2 H

f

1  (1)T
(1)
= − r̄t (I − PS −1/2 Hf )T (I − PS −1/2 Hf )r̄t −
2
 1

(1)T (1)
(1)T
(1)
r̄t PS −1/2 Hf r̄t
=
=
r̄t r̄t
2
1 (1)
= kr̄t k2P −1/2 , (15)
S
Hf
2
where PA denotes the orthogonal projection onto
the row space of A.
3.1.2. Robust GLR Test The hypotheses in the
robust test questions if there is no fault or if the
fault resides in the subspace orthogonal to the
signal space. Thus, the hypotheses in (3) are
(1)

H0 :

r̄t

∈ N(0, I)

H1 :

(1)
r̄t

∈ N(S −1/2 (I − PO )Hf F, I)

The log-likelihood ratio becomes
1

λ1,r = max log
F

(1)

e− 2 kr̄t

−S −1/2 (I−PO )Hf F k22
1

(1) 2
k2

e− 2 kr̄t

. (16)

This ratio is maximized for F = (S −1/2 (I −
(1)
PO )Hf )† r̄t , this gives
λ1,r =

1 (1)T
(1)
r̄
PS −1/2 (I−PO )Hf r̄t =
2 t
1 (1)
. (17)
= kr̄t k2P −1/2
S
(I−PO )Hf
2

3.1.3. Comments on the Tests In both the detector for the conventional and robust test we have
a quadratic expression in terms of the normalized residual. The only difference between the two
cases is in the projection matrix, compare (15) and
(17).
3.2 Case 2: parity space approach
In this case the residual, Y − Hu U , is multiplied
with the orthogonal complement of O, I − PO , to
eliminate the dependence on x. Then the prediction error becomes
(2)
rt

= (I − PO )(Y − Hu U )
| {z }
W2T

∈ N(W2T Hf F, W2T SW2 ). (18)
In order to get unit variance, the residual can be
normalized as
(2)

r̄t

(2)

= (W2T SW2 )−1/2 rt

= (W2T SW2 )−1/2 W2T (Y − Hu U )
|
{z
}
W̄2T

∈ N(W̄2T Hf F, I).
3.2.1. Conventional GLR Test
hood ratio for fault/no fault is

(19)

(2)

e
=
λ2,c = max log
(2) 2
1
F
e− 2 ||r̄t ||2

1  (2)
(2)
(20)
= max − ||r̄t − W̄2T Hf F ||22 − ||r̄t ||22
F
2
(2)

This ratio is maximized when F = (W̄2T Hf )† r̄t ,
then the expression becomes
1  (2)
(2)
λ2,c = − ||r̄t − W̄2T Hf (W̄2T Hf )† r̄t ||22 −
2
|
{z
}
PW̄ T H

1

(2)
||r̄t ||22



2

Y = Ox + Hu U + PO Hf F + E
Y = Ox + Hu U + (I − PO )Hf F + E

The residuals for the two cases becomes (with
W2 = NO )
(2)

= W2T (Ox + PO Hf F + E) = W T E

(2)

= W2T (Ox + (I − PO )Hf F + E

H0 :

rt

H1 :

rt

= W T (Hf F + E)

This is the same residuals that we are testing
with the conventional test. So when estimating
x by projection, the robust and conventional tests
coincide.

3.3 Case 3: state estimation in preceding and
sliding window
In this case x is estimated by a minimum variance
estimator x̂(2) with covariance P (2) from data in
the sliding window as in section 3.1, but also
with a Kalman filter from old data, providing
x̂(1) with covariance matrix P (1) . This appears
to be a logical approach to detect faults in the
signal space, since the difference in state estimates
should be due to estimation errors and faults in
the signal space only. For instance, we have
(3)

rt

= O(x̂(2) − x̂(1) )
∈ N(PO Hf Ft , O(P (1) + P (2) )OT ). (23)

This is a residual for testing faults in the signal
space. For faults orthogonal to the signal space, we
proceed by forming the joint state estimate over
all data by the standard sensor fusion formula as
outlined below. The estimate from the Kalman
filter is Gaussian distributed
x̂(1) ∈ N(x, P (1) ).

=

The minimum variance estimate of x from data in
the window is given by
∈ N(x + (S −1/2 O)† S −1/2 Hf F, (OT S −1 O)−1 ).
|
{z
}
P (2)

(25)
Then,
x̂ = P −1 (P (1)

3.2.2. Robust GLR Test Decompose the term
from the fault in two parts, the projection onto
the signal space and the space orthogonal to it.
Hf F = PO Hf F + (I − PO )Hf F

(24)

x̂(2) = (S −1/2 O)† S −1/2 (Y − Hu U )

f

1 (2)
(2)T
(2)
r̄
PW̄2T Hf r̄t
= ||r̄t ||2P T , (21)
W̄ Hf
2 t
2
2
where PA denotes the orthogonal projection onto
the row space of A.
=

H0 :
H1 :

The log-likeli-

− 12 ||r̄t −W̄2T Hf F ||22



Then the hypotheses for the robust test are if the
fault is in the signal space or the space orthogonal
to it.

(22)

−1 (1)

+ P (2)

−1

+ P (2)

x̂

where
P −1 = (P (1)

The residual is then formed as

−1 (2)

x̂

−1 −1

)

),

(26)

.

(27)

(3)

rt

3.3.3. Comments on the Tests These tests are
closely related to case 1 where x is determined
only from data in the window. If P (2) → ∞I, then
the normalized residual in (30) is identical to the
one in case 1 and therefore also the detector.

= Y − Hu U − Ox̂
−1

= (I − OP −1 P (2) (S −1/2 O)† S −1/2 ) ×
{z
}
|
W3T

× (Y − Hu U ) − OP −1 P (1)
= W3T (Ox + Hf F + E) − OP −1 P
= Ox − (OP −1 P
|

(2) −1

−1 (1)

x̂

(1) −1

(x + x̃(1) )

x + OP −1 P (1)
{z
Ox

+ W3T (Hf F + Hv V + E) − P −1 P (1)
=

W3T (Hf F

+ E) − P

−1

P

−1

x)
}

−1 (1)

x̃

(1) −1 (1)

x̃

(3)

∈ N(W3T Hf F, Cov(rt ))
where
x̃(1) = x̂(1) − x ∈ N(0, P (1) )
(3)

Cov(rt ) = W3T SW3 + OP −1 P

(1) −1

(28)
P −1 OT .
(29)

The normalized residual is then formed as
(3)

r̄t

(3)

= (Cov(rt ))−1/2 (Y − Hu U − Ox̂)
∈

(3)
N((Cov(rt ))−1/2 W3T

|

{z

}

W̄3T

Hf F, I).

(3)

H1 :

(3)
r̄t

(31)

The hy-

∈ N(0, I)
∈ N(W̄3T Hf F, I).

This yields the log-likelihood ratio
(3)

1

e− 2 kr̄t

−W̄3T Hf F k22

=
λ3,c = max log
(3) 2
1
F
e− 2 kr̄t k2


1
(3)
(3)
= max − kr̄t − W̄3T Hf F k22 − kr̄t k22 . (32)
F
2
(3)

Which is maximized for F = (W̄3T Hf )† r̄t , then
λ3,c =

1
(3)
(3)
= − k(I − W̄3T Hf (W̄3T Hf )† )r̄t k22 − kr̄t k22
2
|
{z
}
PW̄ T H
3

f

1 (3)
1 (3)T
(3)
= r̄t PW̄3T Hf r̄t = kr̄t k2P T
W̄ Hf
2
2
3
3.3.2. Robust Likelihood Test
for the robust test are
(3)

H0 : r̄t
H1 :

(3)
r̄t

(33)

The hypotheses

∈ N(0, I)
∈ N(W̄3T (I − PO )Hf F, I).

Similar calculations as for the conventional test
yields the robust log-likelihood ratio
λ3,r =

The original generalized likelihood ratio (GLR)
test for fault detection where derived using a
Kalman filter approach, and thus all passed data
influence the test statistic. On the other hand,
the parity space approach is defined over a sliding window. In order to compare these standard
approaches, we have derived the GLR test statistic for fault detection in linear Gaussian systems
based on data over a sliding window. This is
done in a systematic way for different assumption on the fault range space (robust/non-robust)
and residual generators (parity space/state estimation). It turns out that all these cases correspond to different projections of the basic model
residual.
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