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Introduction 
� Why SIGMA?  

• SIGMA: Semantic Integrated Graph Matching Approach 
• A technique for identifying reused functions in binary code 

(recognizing reused functions are needed in different fields such 
as Malware Analysis, Copyright Infringement, Digital Forensics, 
etc.) 

• To improve the efficiency of reverse engineering 

� How SIGMA works? 
• SIGMA enhances and merges several existing concepts from 

classic program analysis into a new graph called SIG 
• SIGMA applies exact and inexact graph matching to identify 

reused functions 
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Contributions 
� Introduce a new representation (SIG) of binary code  

• To unify various semantic information  
• To facilitate more efficient graph matching 

� Define different types of traces over SIG graphs such as 
• normal traces 
• AND-traces 
• OR-traces 

� Demonstrate the effectiveness of our approach through 
a case study using two known malware 
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Binary Representation 
� Take Bubble Sort as an example 
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� CFG (Control Flow Graph) 
• Represents the structure of the binaries 
• Consists of basic blocks and edges 

Binary Representation (Cont’d) 
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� CFG of bubble sort 
• True (t) 
• False (f) 
• No condition (ϵ)  

 

Binary Representation (Cont’d) 
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Two different functions 
may have the same CFG  
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� RFG (Register Flow Graph) 

Binary Representation (Cont’d) 
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� RFG of bubble sort 

Binary Representation (Cont’d) 

Some operands such as 
‘constants’ and ‘memory 

locations’ are not considered 
as well as ‘test’ instruction  
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Binary Representation (Cont’d) 
� FCG (Function Call Graph) of bubble sort 

• I : Internal call 
• E: External call 
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comparable across 
different programs 
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SIGMA Architecture 
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� iCFG 
• Applying structural information to color the nodes 

 

SIG Components 
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� iCFG 
• Considering the two highest and lowest amounts  

 

SIG Components (Cont’d) 
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� iCFG 
 

SIG Components (Cont’d) 
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� mRFG 
• Include constants 

(C), and memory 
locations (ML) 

• Include test 
instructions 

• Merge classes 
• Consider α (cost for 

instruction counts) 

 

SIG Components (Cont’d) 
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� mRFG 

SIG Components (Cont’d) 
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Merging classes Æ  

Considering Cs and MLs Considering α  

Including test instructions 



� cFCG 
•  C system calls 

 

SIG Components (Cont’d) 
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� cFCG 
 

SIG Components (Cont’d) 
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� SIG 
•        iCFG 
•        mRFG 
•        cFCG 

 

SIG Graph 
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SIG Graph : Bubble Sort 
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� Features 
• Exact matching 

 

SIG Features and Traces  
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� Traces 
• Inexact Matching 

 

SIG Features and Traces  
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� SIG for RC4 in Citadel 
 
 
 
 
 
 
 
 
 

Case Study : Citadel to Zeus 
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� Exact matching  

Case Study : Citadel to Zeus 
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� Inexact matching 
Case Study : Citadel to Zeus 
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 Threshold = 0.5 > 
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Experimental Results 
� Similarity Score  
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Experimental Results (Cont’d) 
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� Accuracy  
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Summary 
� Introduce a novel approach for effectively 

identifying reused functions in binary code 
� Enhance and combine multiple representations 

into one joint data structure, called SIG 
� Apply exact and inexact graph matching 
� Evaluate our approach using sort and encryption 

functions 
� Both experimental results have demonstrated 

the effectiveness of our method 
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� Test larger datasets 
� Improve graph matching algorithm 
� Develop a search engine for identifying 

assembly fragments in binary code 
 

Future Work 
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