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Abstract – In Vehicular adhoc networks, due to the limited 

bandwidth, high vehicle mobility and density of vehicles, scalability 
is a major problem. Data aggregation is a solution to this. The goal is 
to combine the information and disseminate this in larger regions. 
Another criteria is all the messages should be unaltered in the 
delivery and should be authenticated i. e. authentication and integrity 
of the messages should be verified. In this paper, a certificateless 
aggregate signature protocol for vehicular networks has been 
proposed which makes RSU responsible for authentication, 
aggregation and verification of messages sent from vehicles. The 
RSU is also responsible for notifying the results back to the vehicles 
within its communication range, to other neighboring RSUs and to 
the application server for further analysis. Here,we adopt batch 
verification technique such that verification time can be reduced. The 
proposed scheme is based on bilinear pairing and hard computational 
elliptic curve discrete logarithmic problems(ECDLP). The scheme 
achieves conditional privacy preservation due to the use of pseudo-
identity, while a Trust authority(TA) can always retrive the real 
identity.  
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I. INTRODUCTION 
UE to the advances and wide deployment of wireless 
communication technologies in motorized vehicles, many 
research challenges are opened up in the area of vehicular 

adhoc networks (VANETS). By being equipped with sensing, 
processing and wireless communication devices, Vehicles can 
communicate with each other(V2V communications) as well 
as with fixed roadside units(V2I communications) located at 
fixed points in order to provide information about road 
safety,traffic management and infotainment information to its 
drivers and passengers.  

Security is one of the most significant challenge in the 
deployment of VANETS. Although academic and industrial 

research efforts are going on still many open research 

challenges are there. In a network with high node mobility, 
strong message authentication with integrity is the primary 
requirement. Another requirement of VANETs is to protect 
the privacy of participating nodes and user related 
information.  

According to Dedicated Short-Range Communication 
(DSRC) protocol [1], a vehicle sends each message within a 
time interval of 100–300 ms. In a high density traffic scenario, 
verifying a large number of signatures will put a high 
computation burden on the receiver. So, the security overhead 
is more than the message content. Thats why the use of data 
aggregation.  

To address the above issues, in this paper, we propose a 
RSU-aided aggregation, authentication and batch-verification 
scheme. The remainder of the paper is organized as follows. 
Related work is discussed in Section II. In Section III, 
preliminaries related to the proposed protocol along with the 
network model, security requirements and pairing concepts 
are explained. In Section IV, our proposed protocol is 
explained in detail. In Section V, security analysis and 
performance evaluation are presented followed by concluding 
remarks in section VI.  

II. RELATED WORK 
Security and privacy issues in VANETs have been studied 

by many researchers like J. P. Hubaux et al. [2] and Raya et al. 
[3] which uses PKI(Public Key Infrastructures) based scheme. 
Compared to the efforts given to security and privacy issues 
very little attentions have been given to data aggregation in 
VANETs. Picconi et al. [4] classified aggregation technique as 
syntactic and semantic. The main focus of Raya et al. [5] is 
message aggregation and group communication. They 
proposed three types of combined signature techniques. Zhang 
et al. [6] introduced a RSU-aided message authentication 
scheme(RAISE),where RSU is responbsible for verifying the 
authenticity of each message. Zhang et al. [7] introduced a 
identity-based batch signature verification scheme in which an 
RSU can verify multiple received signatures such that the total 
verification time can be significantly reduced. Zhu et al. [8] 
and Wasef et al. [9] propose aggregate signature technique. 
Tseng et al. [10] propose a secure aggregated message 
authentication (SAMA) scheme in certificateless public key 
settings to validate emergency messages in VANETS. In their 
scheme, the vehicle makes use of the partial private key 
generated by the KGC and the private key chosen by it to 
generate the signatures on the emergency messages. In their 
inter-vehicle communication, aggregation and batch 
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verification is done by the vehicle. Our proposed scheme 
extends Tseng et al. scheme. In Tseng et al. scheme the 
communication is V2V, whereas in our scheme 
communication is between vehicle to roadside (V2I).  

III. PRELIMINARIES 

A. Network Model 
Fig. 1 shows a two-layer vehicular network model in which 

the lower layer includes vehicles and RSUs and 
communication among them is based on 5. 9 GHz DSRC 
protocol identified as IEEE 802. 11p. The upper layer is 
composed of TA and the application server. The RSUs are 
connected with each other through secure channels, such as 
the transport layer security (TLS) protocol, with either wired 
or wireless connection. Similarly, RSUs communicate with the 
TA and application server through TLS protocol.  

 

             Fig. 1 The Network Model        

B. Security Requirements 
Message Authentication and Message Integrity: Messages 

from vehicles have to be authenticated to confirm that they are 
sent unaltered.  

Conditional Privacy Preservation: Identities of vehicles 
should be hidden from a message receiver to protect the 
senders’ private information like vehicle’s position, driver’s 
identity etc. Therefore, pseudo-identities are used in place of 
real identity to protect it.  

Identity Traceability: TA should have the ability to retrieve 
a vehicle’s real identity from its pseudo-identity when the 
message is bogus or there is a dispute.  

IV. PROPOSED PROTOCOL 
In this section, we propose a secure RSU-aided aggregation 

and message authetication with batch verification scheme for 
transmission of emergency messages.  Our proposed protocol 
is based on bilinear pairing and hard computational Elliptic 
Curve Discrete Logarithm Problem (ECDLP)[11]. The 
bilinear map ê  can be constructed using the modified Weil 
[12] and Tate pairing [13] on the elliptic curves.  

A. System Setup  
TA  sets up the following basic parameters as follows: 

Let G be a cyclic additive group generated by P  with a 
prime order q , and TG  be a cyclic multiplicative group of the 

same order. Let TGGGe =×:  be a bilinear map. We 
consider G  is represented by 161 bits and the prime order q
is represented by 160 bits.  
TA first chooses random numbers *2,1 qZmm ∈ as its two 

master keys and sets PmTpb 11 = and PmTpb 22 = as its 
public keys respectively.  

B. Registration: TA is responsible for registration of RSUs
and OBUs [14].  

 
 Algorithm 1: Registration Algorithm 
Data: System parameters: };,,,,,,,{ 321 HHHPqeGG T

RSU  identity, location information and public key or OBU
identity information.  
Output: RSU or OBU register at the TA  and obtain the 
certificate or pseudo-id and partial private key respectively.  
Begin  
 if an RSU needs to register then  
   get the location information kL ,its id kID and public key

kPbr from RSU , kR  ; 

   compute )||||(1 kkk PbrLIDH and store it in kQ ; 

   calculate certificate kk QmCert 1= ;  

    return kCert ;  

else if an OBU needs to register then  
  get the identity information jVID and public key jPbv ; 

  calculate the pseudo-id )( 22 jpbmj VIDTEPID ⊕= ; 

  compute the partial private key jj QmPpv 2=
 

  
where ),||(1 jjj PbvTPIDHQ = ;  

  store ),( jj VIDPID ; 

 return ),( jj PpvPID ;  
End  
 
Correctness of the certificate can be checked by, 
   ),(),( 1pbkk TQePCerte = .  

C. Message Signing 
To ensure the integrity of the message each message sent by 

a vehicle should be signed before being transmitted. When an 
emergency event iEV is sensed by the vehicle jV observation 

by OBU is ),,( evievii TLTID , where iTID is the identity of 

the type of emergency event i , eviL  is the location of event i
and eviT is the event time. Vehicle jV  also stores its speed and 
position information.  
Step 1: jV  computes a pair ),( j

i
j UM as follows: 
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         )||||(2 eviievi
i

j TLTIDHM =  

)||||||||||||||(3 jjvjjjevieviij PbvPIDTSPosSpdTLTIDHU =
 

Step 2: With the private key ),( jj Ppvx , jV  generates the 

signature as:     i
jjjj

i
j MxUPpv +=σ  

Now, the vehicle jV contains the emergency event 
information packet as

),,,,,,,,( j
i

jjvjjjevieviii PbvPIDTSPosSpdTLTIDEV σ=
TRANSMISSION 
Vehicle jV  sends the packet to its nearest RSU  by 

encrypting the packet with the public key of RSU . When the 
packet reaches RSU it will decrypt it using its private key. 
According to DSRC [1] the transmission of safety message 
takes place every 100-300 ms.  

D. Aggregated Authentication 
RSU is responsible for aggregating multiple authenticated 
messages in a single packet. Here, we have used syntactic 
aggregation of messages and cryptographic aggregation of 
signatures. The detailed process are given as follows: 
Step 1: kR checks jPID and verify tTST vj ∆≤− )( , where T
is the current timestamp when receiving the message, vjTS is 

the timestamp when sending the message and t∆ denotes the 
expected time interval for the transmission delay.  
Step 2: If this holds true, then kR  process the packet and 

aggregate it according to its emergency type-id )(TID . The 
packets with higher emergency level will be processed first.  
Step 3: Then it computes the average speed.  
Step 4: evLTID, and evT are same for all.  

Step 5: Signature aggregation: Then the aggregator kR  

computes the aggregate signature aggσ as follows: 

 ∑
=

=
n

j

i
jagg

1
σσ  ∑

=

+=
n

j

i
jjjj MxUPpv

1
)(  

Step 6: After aggregation, the aggregator kR get the 

aggregated emergency report aggER as follows: 

 )Pbv…,Pbv,Pbv,,TS,…,TS,TS,Pos,…,Pos

,Pos,Spd,T,LTID,,,...PIDPID,(PID=ER

n21aggvnv2v1vnv2

v1avgevevn21agg

σ

BATCH VERIFICATION 
RSU  verify the signature of the message to ensure that the 
corresponding vehicle is not attempting to impersonate any 
other authorized vehicle or disseminating bogus messages.  
Fisrt, we have presented single signature verification followed 
by batch signature verification.   
 
Single signature verification: The signature is valid if, 

       ).,(),(),( 2 j
i

jpbjj
i

j PbvMeTUQePe =σ  
Batch Verification: The signature is valid if, 

),(),(),(
11

2 ∑∑
==

=
n

j
j

n

j

i
pbjjagg PbvMeTUQePe σ   

 This batch verification can significantly reduce the 
verification delay when verifying a large number of 
signatures. After verification the aggregated packet will be 
disseminated to all vehicles within the communication range 
of the RSU , to its neighboring RSUs to disseminate the 
information in larger regions and to the application server for 
further analysis.  

E. Message Transmission to Neighboring RSUs 
RSUs  need to authenticate themselves to TA  periodically. 
If the TA finds a compromised RSU , it will immediately 
inform its neighbors about that compromised RSU [15]. The 
aggregator RSU sends the emergency information to its 
neighboring RSUs to disseminate it in larger areas. The 
packet contains the following information: 

    
),,,...,

,,,,,,,(

2

1

kRkvnv

vavgevevRkk

CertTSPosPos
PosSpdTLTIDLocRIDER =

 

The packet will be encrypted by the private key of the sender
RSU . When it reaches the neighboring RSU it will decrypt 
it using the sender RSU’s public key and do the following 
steps: 
Step 1: Check Rkk LocRID , and verify tTST Rk ∆≤− )( , 

where T is the current timestamp when receiving the message 
by the neighboring RSU , RkTS  is the timestamp when 

sending the message by the sender RSU and t∆ denotes the 
expected time interval for the transmission delay.  
Step 2: If found valid, then verify the certificate.  
Step 3: If verification result is satsfied, then accept the 
message and disseminate this within its own range.  
Step 4: If not valid, reject the message.  

V. SECURITY ANALYSIS AND PERFORMANCE EVALUATION 

A. Security Analysis 

Resilience to Replay attack: The receiving RSU will check 
if the time information is within the allowable time frame. The 
verification fails if ,)'( tTST vj ∆>− where 'T is the system 
time when receiving the replayed message. Similarly,while 
transmitting to neighboring RSUs , the receiving RSU check 
if tTST Rk ∆>− )'( ,then reject the message.  
Resilience to Forgery attack: Due to the use of hard ECDLP 
problem, the proposed protocol is  unforgeable. Having no 
idea about the partial private key jPpv and a secret key jx , 
an attacker cannot compute a valid signature and hence cannot 
launch a forgery attack. It is computationally infeasible to find 
out jx from jPbv because of the use of ECDLP.  

International Conference on Soft Computing and its Applications(ICSCA'2012) August 25-26, 2012 Kuala Lumpur (Malaysia) 

176



Conditional Privacy Preservation: In the proposed scheme, 
without knowing the master-key 2m and 2pbT ,it is not 
possible for anyone to find out the real identity from its 
pseudo-identity.  
Identity Traceability: Given the pseudo-identity PIDj, only 
TA  with its master key 2m  and 2pbT ,can trace the real 
identity as follows: 

  jjpbmmjm VIDVIDTEDPIDD =⊕= )(()( 2222  
Resilience to RSU Replication Attack: When a neighboring 
RSU receives the emergency message, the receiving RSU
will compare the physical location of the sender RSU with 
the location information specified in the packet. The RSU
will discard the message if the location information verified is 
different.  

B. Performance Evaluation 
Here, we evaluate the performance of the proposed scheme 

in terms of verification delay. In the verification phase, we 
neglect the operations such as additive and one-way hash 
function since they are insignificant to the computational cost. 
Multiplication in *

qZ are ignored since they are much smaller 
than other operations [16].  

TABLE 1. FIVE SIGNATURE SCHEMES IN TERMS OF VERIFYING A SINGLE 
SIGNATURE AND N SIGNATURES RESPECTIVELY.  

 
Let pairT denote the time required to perform a bilinear 

pairing operation, mulT denote the time to perform one point 

multiplication over an elliptic curve and mtpT denote the time 

of a MapToPoint hash operation. In [13], pairT
, mtpT

 , mulT are 

found for a supersingular curve with embedding degree k=6 to 
be equal to 4. 5 msec,3. 9 msec and 0. 6 msec respectively.  

It can be easily known that pairing operations are the time 
consuming operations compared to other operations [13],[17]. 
Fig. 2 shows the verification delay in miliseconds vs. traffic 
density. It can be seen that the proposed protocol provides the 
lowest verification delay among the protocols under 
consideration.  
 

 
Fig. 2 Verification delay vs. Traffic density 

 

Fig. 3 Verification delay ratio vs. Traffic density 

In Fig. 3 we compare the message verification dalay of 
these five schemes in terms of the ratio of the verification 
delay. We can see that the delay ratio between Proposed and 
ECDSA[18] approaches to a constant, which is approximately 
0. 2781, for ASIC[9] it is 0. 349 and for BLS[19] it is 0. 388 
when the number of messages in one interval is nearing 200. 
The delay ratio between Proposed and CAS[20] is 
approximately 0. 0284 when the number of messages is 
nearing 75.  In other words, the speed of Proposed scheme is 
72% faster than that of ECDSA, 65% faster than that of ASIC, 
96% faster than that of BLS and 97% faster than that of CAS.  
The length of an emergency message format in the proposed 
protocol is shown in Table 2. Since q is a 160-bit prime and 
each element in G is 161 bits long, we get the size of the 
signature as 40 bytes. Therefore, the communication overhead 
incurred in broadcasting an emergency packet from the 
vehicle to the RSU is 95 .  

 TABLE 2. EMERGENCY MESSAGE FORMAT ( IN BYTES) 
 

iTID  eviL  
eviT  

jSpd  jPos  
vjTS  jPID  i

jσ  jPbv  
2 8 4 1 8 4 8 40 20 
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Proposed/ECDSA
Proposed/ASIC
Proposed/BLS
Proposed/CAS

 Verify a single 
signature 

verify n signatures 

ECDSA  mulT4  mulnT4  
BLS  mtppair TT 24 +  mtppair nTTn 2)22( ++  
CAS  mtppair TT 25 +  mtppair nTTn 2)14( ++  
ASIC  mulpair TT 35 +  mulpair nTT 35 +  
Proposed 

mulpair TT 13 +  mulpair nTT +3  

International Conference on Soft Computing and its Applications(ICSCA'2012) August 25-26, 2012 Kuala Lumpur (Malaysia) 

177



VI. CONCLUSION 

The main idea of our proposed scheme is to disseminate the 
emergency message to larger regions so that secondary 
accidents can be avoided. In this, it achieves security and 
conditional privacy preservation by using pseudo-identities, 
though TA can always trace the real identity if any dispute 
happens. The scheme reduces the bandwidth and achieves 
scalability by aggregating the signature. The verification time 
is reduced due to batch verification technique. In addition, our 
scheme can prevent forgery attacks and all possible reply 
attacks. The merits of our proposed scheme are analysed 
through security analysis and performance evaluation. In our 
future work, we will continue our efforts to address other 
security issues in vehicular adhoc netwoks, such as Denial of 
Service (DoS) attack and other aspects of dissemination.  
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