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Abstract: Currently, the demand for information security of industrial control systems is 

becoming more and more urgent, but the security model proposed by OPC UA cannot meet 

the practical requirements of industrial control systems. For this reason, this paper proposes 

a new security communication model to provide integrity and authentication in OPC UA. 

This model uses the Whirlpool hash function to check integrity and generates digital 

signature along with RSA in message transmission. Compared to SHA-1, Whirlpool has a 

higher calculation speed and lower collision rate. Through this model, terminals in the upper 

layer can communicate with field devices via a channel with high security and efficiency. 
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1. Introduction 

In recent decades, computers have been widely adopted in industrial control systems, which lead to 

an extremely increment of industrial automation. Especially after the proposal of OPC (OLE for Process 

Control) specification, which builds a bridge between Windows applications and field process control 

applications [1,2], it is possible for industrial control networks to communicate with external networks 

directly, even they can connect to the Internet. However, the OPC specification lacks essential security 

mechanisms, thus it on one hand makes it convenient for people managing or acquiring data from field 

devices, on the other hand the security threats from internal and external industrial control networks 

become much more serious, such as information exposure and control command tampering caused by 
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trojans, viruses or other network attacks [3,4]. For this reason, OPC Foundation proposed OPC UA (OPC 

Unified Architecture) specification in August, 2006 which expatiates the security model of OPC UA. 

This security model mainly guarantees confidentiality, integrity and authentication of transmission in 

industrial control networks [5–9]. There are three security profiles included: basic128rsa15, basic256 

and none [10–14]. Because both basic128rsa15 and basic256 use AES to encrypt the content of 

communication in the network, the time of encryption increases along with the increment of message 

length. However, industrial control systems have high requirement in aspect of real-time. For process 

control loops, the decrease of real-time will cause delay of control. We take power system as example. 

The transmission delay time requirement for power system relay protection signals is less than 5 ms, 

thereby power system is very sensitive to time delay [15,16]. When the transmission delay time of the 

control instruction is longer than the specified value, it may result in frequency instability by executing 

insufficient or excessive load curtailments, and even may cause power failure [17–20]. For the two 

security profiles adopted by OPC UA security model, basic128rsa15 and basic256, according to our 

experiment shown in Chapter 4, the delay time caused by them are all longer than 5 ms when the data 

volume transmitted is bigger than 8192 bytes, such a delay time is unacceptable to network 

communication; therefore, these two security profiles are not efficient enough to be used in practical 

application [12,14]. Reference [14] advises the inclusion of a compromising scheme that authenticates 

data only into OPC UA specification to protect network communication and have a lower overhead at 

the same time. Both basic128rsa15 and basic256 adopt SHA-1 to calculate message digest for messages 

to be transferred. However, security problems lie in this hash function. According to Reference [21], the 

speed of deciphering is about 2000 times faster than the prospective speed. Moreover, because the 

computer is becoming more powerful and cheaper, the security of SHA-1 is reducing day by day. 

Thereby, the security of SHA-1 is questioned by cipher analysts and vendors. Microsoft and Google 

have announced the plan to abandon SHA-1 and Microsoft will not trust signatures using SHA-1 from 

January 2016. NIST (National Institute of Standards and Technology) had announced the step-by-step 

elimination of this hash function. 

Aims at solving the problem of low communication efficiency and security occurred in OPC UA, this 

paper proposes a security communication model of OPC UA. This model checks the integrity of 

communication in networks using the Whirlpool hash function and authenticates the source of 

communication using X.509 specification. Compared to SHA-1 which is currently used in OPC UA, 

Whirlpool has a higher calculation speed and lower collision rate. The experiment shows that this model 

can guarantee integrity and authentication for communication in industrial control networks effectively, 

and brings a low time delay to network communication, thus can basically meet the requirement of 

security and real-time in industrial control networks. 

2. Overview of Whirlpool Hash Function 

2.1. Principle of Whirlpool 

Whirlpool was a hash function proposed by Vincent Rijmen and Paulo S. L. M. Barreto in 2000. It is 

one of only two hash functions endorsed by NESSIE (New European Schemes for Signature, Integrity, 

and Encryption), and has been adopted by ISO (International Organization for Standardization) and IEC 
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(International Electrotechnical Commission) as ISO/IEC 10118-3 specification [22]. In contrast to 

traditional hash functions, Whirlpool makes use of a block cipher structure similar to AES, its main 

calculation procedure is as follows [23,24]. 

(1) Append padding bits. The message is padded so that its length is congruent to 256 modulo 512, 

that is to say, the length of padded message is some times of 512 minus 256, and the reserved 256 bits 

will be used in step 2. The pattern of padding is the same, it consists of a single 1-bit followed by the 

necessary of 0-bits. 

(2) Append length. The padded message is appended by a block of 256 bits representing the length 

of message before the padding. After that the message m can be divided into t 512-bit blocks m ,⋯ ,m , 

each block can be treated as an 8 × 8 byte array called hash state. 

(3) Substitute bytes. This is a non-linear byte substitution, each byte of a state is substituted 

individually according to a table called S-box. 

(4) Shift columns. The shift column transformation is a simple cyclical permutation performed against 

a state column by column except column 0. For column i, it is shifted downwards by i − 1 bytes. 

(5) Mix rows. In this step, each row of a state array is treated as a polynomial a x 	over Galois field GF 2 , a x  is multiplied by a fixed polynomial c x  modulo x + x + x + x + 1. The polynomial c x  is expressed in the following formula in the designing of Whirlpool (the factors are expressed in 

hexadecimal numbers). c x = ′09′x + ′02 x + ′05′x + ′08′x + ′01′x + ′04′x + ′01′x + ′01′ (1)

(6) Add round key. This step is a simple bitwise XOR calculation between the state and round key. 

The round key is derived from a seed key and the length of round key is equal to the block size. The key 

schedule is same as the round function. 

There should be iteration for 10 times to obtain the hash value. The procedure of Whirlpool is 

illustrated in Figure 1. 

 

Figure 1. Procedure of Whirlpool. 
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2.2. Features of Whirlpool 

2.2.1. Adoption of AES-Like Structure to Construct Compression Function 

Whirlpool uses a block cipher that is specially designed for using in hash function, but this block 

cipher cannot be used as a standalone encryption function. The motion is that the designers wanted to 

take advantage of security and efficiency of a block cipher like AES while at the same time provide a 

potential security equal to SHA-512. The structure and elementary functions this block cipher uses are 

similar to AES, but the block size and key size it uses is 512 bits [22]. 

2.2.2. Using Miyaguchi-Preneel Scheme to Construct Hash Function 

Traditional hash functions, for example MD5 and SHA-1, usually make use of the Davies-Meyer 

scheme to construct hash function, whereas Whirlpool adopts Miyaguchi-Preneel scheme to construct 

hash function. Miyaguchi-Preneel scheme is one of the few still unbroken methods to construct a hash 

function from an underlying block cipher [23]. In this scheme, the message block and key is equal in 

status, that is to say, the message block and key can be exchanged, which makes Whirlpool more flexible 

than hash functions constructed from Davies-Meyer. 

2.2.3. Convenient for Hardware Implementation 

As Whirlpool uses a similar block cipher structure with AES, it has similar performance and memory 

characteristics with AES. It occupies less memory during its implementation and has a better efficiency 

in execution, thus it is convenient for software and hardware implementation [24–26]. 

2.3. Comparison between Whirlpool and SHA-1 

2.3.1. Computation Speed 

To compare the calculation speed between Whirlpool and SHA-1, we generate random strings in 

different lengths (10,000 strings for each length). Let these two algorithms calculate the hash value of 

these strings respectively, then compare the average time of them during one time of calculation 

procedure. The test is performed under Inter Pentium Dual E2180 2.00GHz and 2GB memory environment. 

Figure 2 shows the comparison of these two algorithms. 

From this figure we can learn that when the length of string is short, these two algorithms have a 

similar calculated performance, even SHA-1 is a bit better than Whirlpool. However, when the string is 

long (longer than 256 bytes), the calculation speed of Whirlpool is faster than SHA-1, and with the 

increment of length, the gap between them in calculation speed is bigger and bigger. 
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Figure 2. Comparison between Whirlpool and SHA-1. 

2.3.2. Security 

According to the birthday attack theory, assuming the number of possible outputs a hashing function H have is 2 , i.e., the length of output is m bits. If the probability of at least two from k random input 

of H have the same output is larger than 0.5, as a result, k ≈ √2 = 2 ⁄ . As the output length of 

Whirlpool is 512 bits, whereas it is 160 bits for SHA-1, 2 ⁄ ≫ 2 ⁄ , it is obvious that Whirlpool is 

much more secure than SHA-1 against birthday attack. 

3. Security Communication Model of OPC UA Based on Whirlpool 

3.1. Architecture of Model 

The target of this model is to build a security communication channel between client and server in 

OPC UA. This channel is always active during the process of communication, and it guarantees the 

integrity and authentication of all the messages exchanged. This means that the client and server need to 

authenticate each other only once. In this model, the client sends and receives requests and responses of 

corresponding services using its APIs. The server mainly provides two types of services for the client, 

one is to accept the connection requests and notification subscription requests from the client, the other 

is to publish the occurrence of some events to the client, such as alarms, changes of data values, events 

and execution results of programs. The CA is mainly responsible for building, issuing and managing 

certificates for clients and servers. There may be several clients and servers included in this model. Each 

client may be connected to one or more servers, and each server may be connected to one or more clients. 

An application may include two parts of modules performing functions of client and server respectively, 

hereby it can meet the requirement of connecting to other clients and servers. The architecture is 

illustrated in Figure 3. 
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Figure 3. Architecture of security communication model. 

3.2. Procedure of Security Channel Establishment 

In the procedure of building security communication channel between client and server, both of the 

ends will authenticate each other through checking whether the digital signature of CA is right. This 

model uses Whirlpool to obtain a message digest, then uses the private key of RSA in certificate to 

encrypt the message digest to generate digital signature. The procedure of building a security 

communication channel between client and server is illustrated in Figure 4. 

 

Figure 4. Procedure of security channel establishment. 

(1) Before building a security channel, the client requests CA to authenticate whether the server is 

legal. The contents of authentication include CA signature, issue and expiry date, and CA  

revocation list. 

(2) The CA returns the result of authentication to the client. 

(3) The client requests the server to build security connection. The client provides its certificate and 

a nonce to the server. The data to be sent are signed with the private key of the client, and then encrypted 

by the public key of the server. 
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(4) After the connection request is received by the server, the server requests CA to authenticate  

the client. The contents of authenticate also include CA signature, issue and expiry date, and CA 

revocation list. 

(5) The CA returns the result of authentication to the server. 

(6) After the client is authenticated, the server responses the connection request from the client. The 

server sends a nonce, security token, and the lifetime of the token to the client. The contents to be sent 

is encrypted by the private key of the server, and then encrypted by the public key of the client. After 

that the client and the server can communicate with each other through the security channel. In the 

subsequent communication, the receiver of the message calculates the digest of the received message 

using Whirlpool, then compares it with the digest in the signature to check whether the message is intact 

or not. 

4. Experiment and Analysis 

To evaluate the performance of the secure communication model we proposed in Chapter 3, we 

construct an experimental environment. As depicted in Figure 4, this experimental environment contains 

a server, a client and a CA. We adopt opcsvrda2 to build the server. Opcsvrda2 is a software development 

kit based on Win32 platform, it can meet the demand of OPC DA 1.0/2.0/3.0 specification and can 

develop an OPC server fast. Besides, we develop an OPC client using Visual Studio 2008. In this client 

we can configure the data volume transmitted and the security profile we want to use. There are five 

security profiles we can use in total, they are: none, WhirlpoolRSA, SHA1RSA, basic128rsa15 and 

basic256. The program interface of client configuration is shown in Figure 5. Finally, we construct a CA 

using OpenSSL to issue certifications to the client and server. 

 

Figure 5. Program interface of client configuration. 

In our experiment, the client constructs a secure connection with the server and read different lengths 

of data from the server. When a client requests the information for reading or monitoring, the server 

always returns a StatusCode which contains a ServerTimestamp and a SourceTimestamp. From these 

timestamps we can calculate the delay time brought by our model, and in turn we can obtain the time 

passed during data transmission after taking security measures and evaluate the effect these security 

profiles bring to data transmission. In this experiment, we select four kinds of length to perform the 

experiment: 1024 bytes, 4096 bytes, 8192 bytes and 16,384 bytes. The experiment is done 12,000 times 

for each security profile and each length of message. Figure 6 shows the delay time of the five security 
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profiles when transiting messages in four kinds of lengths. In this set of figures the x-axis presents the 

chronological order of messages in a measurement and the y-axis represents delay time in milliseconds. 

In the legend of Figure 6, none means there is no secure measure taken; WhirlpoolRSA represents 

security profile using Whirlpool and RSA; SHA1RSA means security profile using SHA-1 and RSA; 

basic128rsa15 means security profile using AES-128, SHA-1 and RSA; and basic256 is security profile 

utilizing AES-256, SHA-1 and RSA. 

(a) (b) 

(c) (d) 

Figure 6. Comparison of delay time in different lengths of messages. (a) In the length of 

1024 bytes; (b) In the length of 4096 bytes; (c) In the length of 8192 bytes; (d) In the length 

of 16,384 bytes. 

From this set of figures we can see that the delay time of basic128rsa15 and basic256 are much longer 

than WhirlpoolRSA and SHA1RSA. This means that WhirlpoolRSA and SHA1RSA perform much 

better than the security profiles adopted in OPC UA security model in term of efficiency. Besides, the 

minimum delay time of the security profile using SHA-1 and RSA is longer than that using Whirlpool 

and RSA for integrity and authentication. It should be noted that as the network situation is occasionally 
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not very stable, the delay time of transmission in the same security profile is slightly different. Table 1 shows 

the average delay time of each security profile in different length of data. 

Table 1. Experiment results. 

Profile 1024 Bytes 4096 Bytes 8192 Bytes 16384 Bytes 

none 1.052 ms 1.265 ms 1.684 ms 2.179 ms 
WhirlpoolRSA 1.215 ms 1.736 ms 2.485 ms 4.387 ms 

SHA1RSA 1.268 ms 1.859 ms 2.659 ms 4.753 ms 
basic128rsa15 2.648 ms 3.839 ms 5.914 ms 8.647 ms 

basic256 3.473 ms 5.164 ms 8.627 ms 12.304 ms 

From this table we can also find that basic128rsa15 and basic256 cost a much longer delay time than 

WhirlpoolRSA and SHA1RSA, and when the data volume transmitted is 8192 bytes, the delay time 

caused by using basic128rsa15 and basic256 are all longer than 5 ms, such a delay is not acceptable for 

some industrial control systems like power systems. By contrast, WhirlpoolRSA and SHA1RSA cost 

less than this specified value even the data volume transmitted is 16,384 bytes, thus these two profiles 

can be adopted in such systems. In addition, the security profile using Whirlpool and RSA has a smaller 

average delay time compared to the security profile using SHA-1 and RSA: the difference of delay time 

between these two profiles is approximately 4%–6%. 

To help analyze the experimental results better, we draw a probability density estimate figure shown 

in Figure 7. This set of figures mainly depict distribution situation of delay time for different security 

profiles in different lengths of data. In each of these figures, the x-axis presents the delay time in 

milliseconds and the y-axis represents probability density estimate value. From this set of figures, we 

can see that for the same probability density estimate value, the delay time value of security profile using 

Whirlpool and RSA is smaller than the one using SHA-1 and RSA. From this we can also conclude that 

the security profile using Whirlpool and RSA performs better than the security profile using SHA-1 and 

RSA in delay time. 

 
(a) 

Figure 7. Cont. 
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(b) 

 
(c) 

 
(d) 

Figure 7. Probability distribution comparison of delay time in different lengths of messages. 

(a) In the length of 1024 bytes; (b) In the length of 4096 bytes; (c) In the length of 8192 bytes; 

(d) In the length of 16384 bytes. 
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5. Conclusions 

This paper presents a new security communication model using Whirlpool instead of SHA-1 to 

protect communication of PCs and field devices in industrial control networks. Through establishing 

secure channels between the ends of communication, this model can provide integrity and authentication 

with a higher level of security and considerable efficiency, basically meeting the requirement of security 

and real-time modeling in industrial control networks. In the future this security profile can be included 

into OPC UA specification. With the increment of terminal calculation ability in the future, symmetric 

encryption algorithms with a higher efficiency can be integrated to this security profile to implement 

confidentiality, integrity and authentication of messages completely transmitted in networks. 
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