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ABSTRACT
Recent policies and proposed regulations, including the Notice of Pro-
posed Rulemaking for the Common Rule and the 2014 NIH Genetic
Data Sharing Policy, seek to improve research subject protections. Protec-
tions for subjects whose genetic data is shared are critical to reduce risks
such as loss of confidentiality, stigma, and discrimination. In the article ‘It
dependswhosedata are being shared: considerations for genomicdata shar-
ing policies’, Robinson et al. provide a response to our article, ‘The Growth
and Gaps of Genetic Data Sharing Policies’. Robinson et al. highlight the
importance of individual and group preferences. In this article, we extend
the conversation on models for improving protections which will mitigate
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consequences for individuals and groups that are vulnerable to stigma and
discrimination.

KEYWORDS: Data Sharing, genetic, genomic, research, policy, scientific
norms

INTRODUCTION
The recently published Notice of Proposed Rulemaking (NPRM) for the Common
Rule acknowledges the potential loss of public trust associated with high-profile dis-
putes over biospecimens collected in research, including the Havasupai case and the
Lacks Family settlement.1These events have consequences for the researchers involved
and diminish benefits achieved through data sharing. The NPRM seeks to modernize
the Common Rule and proposes two general changes affecting research with biospec-
imens. First, the NPRM redefines ‘human subjects’ to include biospecimens. Second,
the NPRM revises consent requirements for research involving biospecimens. Specif-
ically, the NPRM proposes a broad informed consent that would incorporate future
research on the biospecimen collected from an individual. The NPRM, in addition to
the recently issuedNational Institutes of Health Genetic Data Sharing Policy (GDS)2,
would alter human subjects’ protections for genetic data sharing.While theNPRMand
GDSbothpropose that these revisionswill have a role in improvingpublic trust through
transparency, neither fully addresses ongoing challenges specific to trust and stigma for
vulnerable individuals and groups in genetic data sharing.

In their response piece, ‘It depends whose data are being shared: considerations for
genomic data sharing policies’, Robinson et al. evaluate human subject protections in
genetic data-sharing policies and elaborate on the challenges inherent in balancing the
benefit of data-sharing and protecting privacy.3 The authors highlight the importance
of public trust and provide the Global Alliance for Genomics and Health as a collabo-
rative model for fostering trust. Research on individual preferences demonstrate that
participants are generally supportive of data being shared among researchers.4 How-
ever, as Robinson et al. point out, individuals and vulnerable populationsmay have dif-
fering views and preferences on how and under what circumstances data are shared.5
Robinson et al. argue for research participant control over data and highlight dynamic
consent as a potential model that would allow participants to specify and update their
consent preferences.6

This article builds upon themesdiscussedbyRobinsonet al. and considers the role of
consent andprivacyprotections inbuilding trustwith researchparticipants, particularly

1 Notice of Proposed Rulemaking, Federal Policy for the Protections of Human Subjects, 80 Fed. Reg. 173 (proposed
Sept. 8, 2015) (to be codified at 45 C.F.R pt. 46).

2 NIHGenomic Data Sharing Policy, NOT-OD-14–124GDS (Aug. 27, 2014).
3 JillO. Robinson et al., It DependsWhoseDataAre Being Shared: Consideration forGenomicData Sharing Policies,

J. L. & BIOSCI. 1, 8 (2015).
4 Susan Brown Trinidad et al., Genomic Research and Wide Data Sharing: Views of Prospective Participants,

12 GENET. MED. 486, 489 (2010); Robinsons, supra note 3; Amy McGuire et al., To Share or Not Share: A
Randomized Trial of Consent for Data Sharing in Genome Research,13 GENET. MED. 948 (2011).

5 Robinson, supra note 3.
6 Jane Kaye et al., Dynamic Consent: A Patient Interface for Twenty-first Century Research Networks, 23 EURO.

J. HUM. GENET. 141 (2015).
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those who aremembers of a vulnerable population. In addition to considering the roles
of individual consent, we also consider how vulnerable populations may be consulted
to improve protections from stigma and discrimination.

WHAT IS A VULNERABLE POPULATION?
Vulnerable populations have previously been defined as ‘social groups who have an in-
creased relative risk or susceptibility to adverse health outcomes’.7 Federal regulations
provide specific protections to pregnant women, neonates, fetuses, prisoners, and chil-
dren.8 As a default, these groups have been characterized as ‘vulnerable’ populations for
purposes of research protections. Yet neither definition of ‘vulnerability’ matches the
vulnerability inherent in genetic data-sharing. Individuals and groups who are vulnera-
ble for purposes of data-sharing may or may not also be groups, or members of groups,
who are at increased risks of poor health outcomes. Regardless, it is not the potential
health outcomewhichmakes them vulnerable in this context. Instead, it is the potential
loss of privacy and confidentiality whichmay expose individuals or populations to risks
of stigma or discrimination based upon conclusions of research. These outcomes may
not have been apparent to research participants when they provided consent.

Social groups categorized according to (i) race and ethnicity, (ii) disease popula-
tion, and (iii) American Indians/AlaskanNatives lineage9 may be particularly vulnera-
ble to discrimination and stigma associated with genetic data sharing, based in part on
a history of discrimination.10 Discrimination may occur at two levels. First, at the indi-
vidual level, disclosure of confidential information linking an individual’s identity with
genetic data connected to a stigmatized population may result in consequences for the
individual. If research determines that an individual, who has consented to data being
shared through a repository, is genetically disposed to develop Alzheimer’s disease, the
individual may be at risk of workplace discrimination or other forms of stigma. At the
individual level, revision to consent procedures and improved privacy protections may
mitigate some risks.

Second, at the group level, research that aims to identify an increased risk factor
based on genetic status may have unanticipated consequence for a particular group.
For example, the information gathered by Arizona State University which led to the
case against it by the Havasupai tribe, indicated an increased risk for schizophre-
nia.11 While this information may have some value for predicting health outcomes, it
also placed significant stigma on the tribe.12 Despite the history of incidents like the

7 Jacquelyn H. Flaskerud & Betty J. Winslow, Conceptualizing Vulnerable Populations Health-Related Research,
47 NURS. RES. 69 (1998).

8 45 C.F.R. §§ 46.201, 301, 401.
9 American Indians/AlaskanNativesmay also be considered within ‘race and ethnicity”, historically cultural be-

liefs and sovereignty issues inherent to American Indians and AlaskanNatives have created unique challenges
for researchers and institutional review boards.

10 Jalayne J.Arias et al.,TheGrowthandGaps ofGeneticDataSharingPolicies in theUnited States, 2 J. L.&BIOSCI. 56
(2015); see also Shawneequa Callier, et al.,Genetic Data-Sharing: What Will be Our Legacy? 5 FRONT. GENET.
Art. 34 (2014); William C. Rencher & Leslie E Wolf, Redressing Past Wrongs: Changing the Common Rule to
Increase Minority Voices in Research, 103 AM. J. PUB. HEALTH 2136 (2013).

11 Rosalina James et al., Exploring Pathways to Trust: A Tribal Perspective on Data Sharing, 16 GENET. MED. 820
(2014).

12 Id.
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HeLa Cells release and the Havasupai case, neither the GDS nor the NPRM explicitly
provides protections specific to vulnerable groups. Additionally, individual informed
consent or privacy protections are not sufficient to reduce the risk of stigma associated
with groups. It is not the release of private information alone,13 but also the research
results that place labels on a group which may expose members to stigma and discrim-
ination.

Consent as a Starting Point: Individual Protections
The NPRM shifts how biospecimens are treated, from a discarded tissue sample de-
scribed inMoore v. Regents of the University of California to an extension of the human
subject.14 As a result, themode of consent and subject control of datamust also shift. As
Robinson et al. articulated, numerous repositories support genomic data and personal
health information, including private repositories (ie, Google Genomics and Apple
ResearchKit) and federally supported repositories (ie, Cancer Genomics Hub
(CGHub) and dbGaP). The GDS provides guidance to researchers depositing into
CGHub and dbGaP. However, unless a private institution receives NIH funding, the
institution is notwithin the scope of theGDS.15 As a result, private institutions’ policies
regarding research subjects’ protectionsmay vary. Diverse protectionmechanisms and
informed consentmodels are starting points for providing protections at the individual
level and engendering trust.

Broad and dynamic consent models are proposed in different forms through poli-
cies and institutional recommendations. Broad consent, currently required by the
GDS and proposed by the NPRM, seeks to inform participants that the specimen will
be shared and used by future researchers.16 Broad consent is currently used by sev-
eral repositories, including the Alzheimer’s Disease Neuroimaging Initiative and the
Oxford BioBank.17 Thismodel of consentmay inform participants and document their
willingness to participate, but it fails to provide the level of individual control that is
highlighted by Robinson et al. Upon consent, researchers and Data Access Commit-
tees (DACs) gain the power to determine what type of research may be appropriate,
without requiring consideration of individual or group values. Additionally, it is un-
clear whether broad consent can provide sufficient information about future research
that would allow a participant to fully understand the consequences of consent.

Proponents of the dynamic consent model propose to utilize technology to cre-
ate a digital informed consent process.18 Dynamic consent would allow participants
to give or revoke consent to research involving their samples/information, provide a

13 NPRM, supra note 1 at 54047 (‘private information’ is defined as ‘information that has been provided for spe-
cific purposes by an individual and that cat the individual can reasonably expect will not be shared or made
public’).

14 Moore v. Regents of Cal., 793 P.2d 479 (1990).
15 NIHGDS, supra note 2.
16 Timothy Caulfield & Jane Kaye, Broad Consent in Biobanking: Reflections on Seemingly Insurmountable Dilem-

mas, 10 MED. LAW INT’L 85 (2009)
17 Oxford Biobank, Consent Form, http://www.oxfordbiobank.org.uk/wp-content/uploads/2013/11/OBB-

consent-form-Version-1.1–25–9–2013.pdf (accessed Sept. 14, 2015); Alzheimer’s Disease Neuroimaging
Initiative, Introduction and Procedures for Accessing Data from Whole Genome Sequencing of ADNI
Subjects, http://adni.loni.usc.edu/wp-content/uploads/2010/09/ADNI WGS Notice 20130917.pdf
(accessed Sept. 14, 2015).

18 Kaye, supra note 6.

http://www.oxfordbiobank.org.uk/wp-content/uploads/2013/11/OBB-consent-form-Version-1.1--25--9--2013.pdf
http://www.oxfordbiobank.org.uk/wp-content/uploads/2013/11/OBB-consent-form-Version-1.1--25--9--2013.pdf
http://adni.loni.usc.edu/wp-content/uploads/2010/09/ADNI_WGS_Notice_20130917.pdf
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virtual record of transactions, alter contact information, learn and consent to new re-
search projects, and complete online surveys. Under the proposedmodel, a participant
can adjust consent preferences to give broad consent or be contacted for each study.
This allows the participant to be as engaged or removed from the process, according to
their preferences, while maintaining control over their samples. This approach is con-
sistent with research by McGuire et al. which reported participant preferences for a
tiereddecision-making structure.19Thedynamic consentmodelmaybe consistentwith
literature reflecting variation of individuals and group preferences, as highlighted by
Robinson et al.20 However, dynamic consent precludes samples from being de-
identified.21 If an individual no longer wants to include their sample in research or de-
cline a specific study, the sample must be re-identified and removed. As a result indi-
viduals are at an increased risk of loss of confidentiality. While the dynamic consent
model is not currently implemented, the Apple ResearchKit has some features of the
approach. Participants of the ResearchKit are able to select studies to participate in,
information they would like to provide, and to leave a research study at any time.22 Ap-
ple ResearchKit allows researchers to upload consent documents consistent with the
researcher’s institution IRB policies, add visuals to help participants understand key
points, ask the participant if they would like to share data, and create a quiz to ensure
the participants’ knowledge of the study.

TheRole ofData Access Committees
DACs serve a role in providing protections by regulating access to secondary re-
searchers.TheNIHDACs are chargedwith reviewing requests for access to data stored
within the dbGaP and ensuring that requests are consistent with the data use limita-
tions of the data set.23 For data repositories not funded by federal funds, a range of
approaches may be used to approve secondary research proposals. Protections pro-
vided by DACs are limited. Sufficient protections would require initial researchers to
place appropriate limitations on data that restrict secondary use with consequences for
a given vulnerable population. This also requires primary researchers anticipate how
datamay be used by secondary researchers. Secondly,DACSdonot allow for the incor-
poration of individual or group preferences identified by Robinson et al. ADAC review
does not provide any guarantee that data will not be used by secondary researchers
for research purposes beyond an individual’s or group’s preference. This is particu-
larly true for research participants who provide broad consent to research enrollment.
Finally, enforcement for violation of the terms and conditions of the research agree-
ment is not fully defined by the GDS, which simply states that ‘the NIH will take ap-
propriate action.’ Insufficient enforcement and a lack of sensitivity to individual and
group preferences reduce the potential for providing protections which may be critical
to protecting vulnerable populations and engendering trust.

19 McGuire, supra note 4.
20 Robinsons, supra note 3.
21 NPMR, supra note 1, at 53942–3 (distinguishing between non-identified, non-identifiable and de-identified.

De-identified is distinguished as the HIPAA standard of non-identifiability).
22 Apple ResearchKit, GitHub, ResearchKit Framework Best Practices, https://github.com/ResearchKit/

ResearchKit/wiki/best-practices (accessed Sept. 10, 2015).
23 National Institute of Health, Genetic Data Sharing, NIH Data Access Committees and Chairs,

https://gds.nih.gov/04po2 1DAC.html (accessed Sept. 14, 2015).

https://github.com/ResearchKit/ResearchKit/wiki/best-practices
https://github.com/ResearchKit/ResearchKit/wiki/best-practices
https://gds.nih.gov/04po2_1DAC.html


752 � Trust, vulnerable populations, and genetic data sharing

Protections for Vulnerable Populations
Broad and dynamic consent models at the individual level are likely insufficient to re-
duce consequences for vulnerable populations at the group level. Broad consent limits
the avenue for individuals or vulnerable groups toweigh in on researchwhichmay have
consequences for the group (ie, linking a sickle cell trait to African Americans).24 Vul-
nerable groups may be inadvertently harmed by the results of research utilizing broad
consent where an individual’s demographics are collected alongside the sample. How-
ever, there are prior examples of resolutions, policies, and research design methods
which address challenges at the group level. The Lacks family settlement provided for
a Lacks family member representative to be ‘at the table’ for consideration of research
that would use the HeLa genetic line.25 Similar arrangements have been developed for
community representation in research design, particularly within tribal communities.
For example, the Inter Tribal Counsel of Arizona has agreements between tribes and
local universities to address issues (ie, protection of cultural interests) whichmay arise
in research enrollment of tribe members.26 This raises the question: Should group rep-
resentatives should be included in the reviewof secondary researcher requests to access
data? Should vulnerable groups have a representative who can agree or disagree on be-
half of the group on whether to consent to research which may have consequences for
vulnerable populations?

Incorporating individual and community perspectives in research development and
execution is increasingly prevalent.The Patient Centered Outcome Research Institute
requires that researchers include a member of the patient population in the design of
research funded by the Institute.27TheFood andDrugAdministration includes patient
representatives on its advisory committees and has begun consideringmethods further
incorporating patient perspectives during risk-benefit assessment in the drug-approval
process.28 Similarly, Rencher and Wolf propose that the Common Rule require com-
munity consultation in the institutional reviewboardprocess for research involving vul-
nerable populations.29 And finally, community advisory boards in disease populations
have been successful in informing research protocol development.30

Robinson et al. emphasize individual and group preferences. For example, they re-
port on research demonstrating that HIV-positive individuals prioritize privacy over
advancing research.While dynamic consent has been proposed as amethod of respect-
ing individual preferences, another method would be to include group representatives
when reviewing requests for access to data by secondary researchers. Building upon the
models discussed above, including group representatives as members of DACs or sim-
ilar committees could provide an avenue for extending protections at the group level
to mitigate potential stigma and discrimination. Currently, dbGaP DACs are made up
of ‘senior Federal employeeswith appropriate scientific, bioethics, andhuman subjects’

24 Rencher, supra note 10.
25 Callier, supra note 10.
26 Rencher, supra note 10.
27 Patient Centered Outcome Research Institute (PCORI), http://www.pcori.org/ (accessed Sept. 14, 2015).
28 FDA statement: http://www.fda.gov/downloads/RegulatoryInformation/Guidances/UCM125651.pdf

(accessed Sept. 14, 2015).
29 Rencher, supra note 10.
30 Id.

http://www.pcori.org/
http://www.fda.gov/downloads/RegulatoryInformation/Guidances/UCM125651.pdf
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research expertise’.31 Including representatives fromvulnerable populations in the pro-
cess would encourage DACs or other similar committees to be informed of and con-
sider cultural or other group-centric issues prior to approving requests to access data.
There are some limitations and challenges to this proposal. First, this would require
identifying some criteria by which a research proposal includes or affects a vulnerable
population. An initial step would be defining vulnerable populations for this purpose
and whether the research has consequences for the population. While previously ar-
ticulated definitions of ‘vulnerability’ may be informative, vulnerability for this context
should reflect the nuance of risks associated with data-sharing. Second, this additional
requirementwould increase regulatory burden on investigators, possibly slowing down
the research process or preventing some kinds of potentially helpful population-level
research. It might also generate bias if not all observations from the study population
are treated similarly, or limit the validity of research findings if some research tools can-
not be used in a study.

Finally, we have drawn a distinction between protections at a group level and pro-
tections at an individual level. Given the heterogeneity in preferences at an individual
level, there may well be tensions between group preferences and the preferences of an
individual member within that group. A model for how these conflicts can best be re-
solved will need to be developed.

CONCLUSION
Issues around vulnerable populations, individuals’ values, and preferences about data-
sharing will continue to develop and shift. The Tuskegee Syphilis Study, Lacks Family
settlement, and Havasupai case have shaped research and scientific policies and prac-
tices. Future events and advancements in science will continue to alter how human
subject protections are evaluated and implemented. A recent survey of geneticists con-
ducted by Pham-Kanter, Zinner, and Campbell found that 42 per cent of geneticists
reported patient confidentiality as a very important or moderately important reason
for withholding data, in contrast to 21 per cent just 10 years prior.32 This survey also
found that data repositories were perceived by scientists to be an important facilitator
of data-sharing in genetics and the life sciences, and the use of repositories has dramati-
cally expanded over the past decade. Negotiating the tensions inherent in these trends,
and their implications for research participants andparticularly vulnerable populations,
will be an ongoing policy task.

The inclusion of biospecimens within the definition of ‘research subjects’ will cre-
ate new requirements, including but not limited to consent for researchers. As a re-
sult, genetic data-sharing policies should incorporate mechanisms to guide how access
and secondary use is regulated to mitigate stigmatizing populations vulnerable to dis-
crimination. Consent policies and engaging group representatives in the DAC review
process can be constructive additional steps to engage research participants, engender
trust, and provide protections from stigma and discrimination.

31 National Institutes of Health, supra note 23.
32 Pham-Kanter, Genevieve, Darren E. Zinner, & Eric G. Campbell. 2014. Codifying Collegiality: Recent Develop-

ments in Data Sharing Policy in the Life Sciences. PLOS ONE 9(9):e108451. doi:10.1371/journal.pone.0108451.


