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Abstract: Many applications of Wireless Mobile Communication are used in military, defense etc .however this type of network have many constraints mainly
including power constrains, less range of communication & insecure transmission channel which makes it more vulnerable to attacks .such as sinkhole
and black hole attack which hampers the communication by attacking on data traffic and communication links on which packets are routed. The attack
which operates by falsely claiming a fresh route to destination is a kind of denial of service is known as Sink hole attack. On the other hand black hole
attack, intentionally dropped the incoming packets through malicious node in between the intermediately nodes. In this research paper we can examine
and investigate the impact of sink hole and black hole attack on the performance of MANET network using DSR protocol in terms of throughput
,packet delivery ratio over the network.
Keyword- Sinkhole attack, black hole attack, MANET, DSR routing protocol, OPNET tool.

I . Introduction
Mobile adhoc networks playing an important role in
wireless communication. It is collection of autonomous
nodes. Network Topology can be determines by its each
node .mobile adhoc network doesn’t have any pre exciting
infrastructure and centralized control support. it can applied
in disaster rescue management ,military surveillance and
robot network[1]. Communication between two nodes
depends upon which are exist between in source and
destination and relies on distributed cooperation of nodes.
Many nodes can be gain and loss in manet simultaneously
and nodes are pushed into resource constraints such as
storage, energy capacity and bandwidth.manet are thus more
emotional attack to a network. To calculate the performance
of any routing protocol , various performance metrics such
as, end to end delay, and PDR packet delivery ratio and
throughput & packet loss are used.Manet can be classified
into two major groups: internal and external .In internal
attack a compromised node of same network is originated
.Nodes such as Internal nodes can be drop, formulate,
modify, eavesdrop or misroute data packets. Routing
process is not participating in the External attack
howeverinterrupts network operations like flooding, dos, or
cut off nodes from network[11]. where a malicious node can
read all packets by falsely claiming a fresh route to the
target. is a kind of denial of service is known as Sink hole
attack.In Sink Hole Attack the node can drop the data
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coming from the source .So it will difficult to know whose
node will read the data.
II.Sinkhole Attack
Sinkhole attack is a possible threat to meant environment, as
it grasps the dynamic property. A sinkhole node channelizes
all the traffic from a network through a compromised the
traffic and exploits the information .Sinkhole attack
objective is to keeping itself updated and attractive is
achieved. Sinkhole nodes draw other nodes attraction
towards it by routing packets propagated. In sinkhole attack
data packets are sent throughout the network with high
quality and fictitious[2]. The whole traffic in sinkhole attack
is diverted into to all surrounding node so that original data
packets ignored. where a malicious node can read all
packets by falsely claiming a fresh route to the targetis a
kind of denial of service known as Sink hole attack. In this
Sink Hole Attack analysis the node coming from the
sourcecan drop the data .So it will find difficult to analysis
which node will read the data .
Blackhole attack
In Black hole attack, a malicious node waits for a route
discovery process to begins from its neighbors .Once its
neighbor broadcasted RREQ packet, malicious node sends
a false RREP packet immediately with a greater sequence
number[3]. So, the RREP packet received from other node is
ignored by the source source node consider that the
malicious node is having a fresh route almost the destination
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node[8-9]. It does not allow forwarding any packet
anywhere and also takes all the routes almost it .

network and sinkholeas well as blackhole will not allow the
packets to reach the target and hence the throughput
decreases [7].

III. Problems of sinkhole attack and blackhole attack
V. Simulation results analysis
In sinkhole attack a malicious node tries to broadcast fake
routing address to its neighbor so to attract data to itself and
make fake image and let them know itself on the way to
definite nodes[4]. In this way it attempts to draw all network
traffic to itself. After thatit drops the packet silently and
sometime also it adjust the data packet which increase
network above, decreases boosting power consumption;
finally put away the network. . In this type of black hole
attack, where a malicious node claim to have the fresh and
shortest route to the destination. Even if no such route
exists[10]. As a result, the data can drop or later by the
malicious node..

To study the effect of sinkhole attack on DSR protocol, the
consecutive network parameters like throughput, packet
drop and packet delivery ratio are evaluate without the
sinkhole on the network and with the sinkhole nodes
perform on MANET.

IV. DSR
The on-demand routing protocols(DSR) which executes the
path-finding process when a path is required by a node[12].
Dynamic source routing protocol (DSR) is a representative
on- demand protocol designed to reduce the bandwidth
consumed by control packets in ad hoc wireless networks
[13].

Fig 1 Manet with DSR Protocol

Our proposed method is stated on the situation of dynamic
source routing protocol. This research is mainly focuses on
performance of the sinkhole attacker on dynamic source
routing (DSR) protocol positively.
Packet drop
Packet drop is calculated as the difference between the
numbers of packets sent by the source node to that of the
number of packets received by the target node[14]. As
sinkhole as well as black hole is a malicious node it may
drop the packets that are being collected by it. Hence the
packet drop will increase in the existence of sinkhole attack.

Fig 2 Manet network with DSR Protocol

Packet delivery ratio
PDR is the ratio of number of packets collected at target
node to that of number of packets sent by source node. It is
disclose in percentage. As sinkhole as well as black hole
will drop and hold the packets of the network the packet
delivery ratio (PDR) of the network will reduce[5]. The
packets which are not expressed are either dropped or may
be forwarded to some other node in the network.

Fig 3Throughput bit/sec with DSR protocol

Network throughput:
Throughput is the total number of packets received by the
target node over a period of time and the metric used to
calculate the throughput is kbps[6]`. The reason is sinkhole
as well as black hole has connection to more packets on the
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Fig 4 Manet Network (DSR ) with Black hole attack

Fig 8 Traffic sent with DSR protocol

Fig.5Throughput bit/sec withblack hole attack

Fig 9 Traffic sent with Sink hole attack

Fig 6 Manet Network (DSR ) with Sink hole

Fig 10 Traffic sent with Black hole attack

Fig 7 Throughput bit/sec with Sink hole attack

Fig 11 Traffic Received with DSR Protocol
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Fig 12 Traffic Received with Black hole attack

Fig16 Comparison between throughput bit/sec with manet
network,Black hole,Sinkholeattack
VI. Conclusion

Fig 13 Traffic Received with Sink hole attack

Due to significant using and development of many
applications & computing activities base on MANET
network,the security is going to be crucialCan as there are
no of risks associated with it. In this paper ,the impact of
sinkhole and black hole attack is analyzed on MANET
network using DSR protocol. The performance is measured
to check the impact of these attacks in terms of throughput,
PDR as a parameter. We have seen that there will be
drastically
decrease
in
performance
of
network.so,blackhole attack as well as sinkhole attack
reflects significant degradation on the performance of
network.In future a more improvedmechanisms should be
developed to detect &prevent such attacks .This work will
also implemented to analyze the impact on performance of
other reactive routing protocol such as AODV.
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