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ABSTRACT

The growth of networked multimediasystems has
magnified the needbr image copyright protection. One
approach used to addrei$ss problem is to add an in-
visible structure to an imaghat can beused to seal or
mark it. These structures are known dmital water-
marks In this paper wealescribe twaechniques for the

invisible marking of images. We analyze the robustness o

the watermarks with respectlioear and nonlinedilter-
ing, andJPEG compression. The resutsow that our
watermarks detectll but the most minute changes to the
image.

1. INTRODUCTION

The recent growth ofietworked multimediaystems
hascaused problems relative tioe protection of intellec-
tual property rights. This is particularly truéor image
and video data. Thetypes of protection systems involve
the use of both encryptioand authenticatiotechniques.
In this paper wealescribe a form of authentication known
as awatermark Thesedigital watermarksalso offer for-
gery detection. Severalatermarking techniques have
been proposed. One uses a checksunthenmage data
which is embedded ithe least significant bits of certain
pixels [1]. Others add a maximal length linear shift regis-
ter sequence tthe pixel dataandidentify the watermark

by computing the spatial crosscorrelation function of the

sequenceand thewatermarked image [2]. Watermarks
can be image dependent, using independent visual cha
nels [3], or be generated by modulating JRE@fficients

[4]. These watermarks are designed to be invisible, or to

blend in with natural camera or scannaoise. Visible
watermarks also exist; IBM has developed a proprietary
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visible watermark to protect imagdélsat are part of the
digital Vatican libraryproject [5]. Inthis paper we pres-
ent a watermark which is a two-dimensional extension of
[2]. We describe a forgery detection schewith a new
approach to robustness. The watermarkisustness to
mean and median filtering isvestigated. Wehen intro-
duce a second watermattiat isrobust relative to JPEG
fcompression.

2. ADDITION OF M-SEQUENCES

A linear feedbaclkshift register with n stagesanform
pseudo-random binary sequences with periodarge as
2" - 1; m-sequences achiewhis maximum period and
have excellent randomneaad autocorrelation properties
[6]. To generate the watermark, a binagquence is
mapped from {0,1} to {-1,1},arranged into asuitable
block, and thenadded to the image pixel valugsdvan-
tages of this type of watermark include:

1. If an authorized usétnows the watermark, the
exact original imagean be obtained. TheSB plane is
not irrecoverably altered as it is with a checksum tech-
nigue.

2. An attacker camnly swap pixelswith the same
m-sequence bit without affectine correlationproper-
ties. This requireknowledge ofthe privateembedded
sequence to successfully forge any reasoresgla of the
image.

3. Multiple watermarks canverlap each other and
will not change the averagalue (brightness) ahe im-
age. Successivewatermarkswould treat the previously
watermarked image as the original. Thisuld also trace
an image's chain of custody or audit history.

Some disadvantages include:

1. If the watermarkcoversthe entire image, an at-
tacker must merely guess if a given pikak increased or
decreased by one gray level to identifparticular bit in
dhe wdaermark.



2. An attacker could compute agntire watermark
block if 2n consecutive bitare knownMore secure non-
linear codes, such athe Gold or Kasamicodes, address
this problem [6].

3. This methoddoesnot specifically protecthe DC
value of the pixels covered by an individual block.

In [2], the watermarkconsists of extended m-
sequences déngth 512bits added to each pixel in a row
of the image. Extendemh-sequenceare m-sequences of
ordern, with a O inserted at the end of the 1 run of
zeros. The phase of the extendeesequence carries the
watermark information. The testing procedure filters the
crosscorrelation function of thpossibly forged, water-
marked imagerow and theextended m-sequence. If a
suitably large crosscorrelation peak is found, the row
passes the watermark test.

Our watermarkuses amuch longer m-sequence,
which is arrangedow by row into a two-dimensional
block. We append a 0 the entire m-sequence, instead of
using an extended m-sequence. Enoblgitks are con-
catenated to covehe entire image. One advantage of a
two-dimensional watermark is thability to more effec-
tively locatewherean image habeenchanged. Forgeries
made to only a small portion of the image would affect the
respective blocland not the entireow of the image. Our
testing algorithnsimply overlayshe watermarked image
block and the watermarklock, computes amner prod-
uct, andcompares the result to the ideal value. If the dif-
ference relative tthe idealvalue islarger than alefined
threshold, thélock failsthe watermark test. Thisrgery
detection algorithm eliminates the needcmmpute an
entire crosscorrelation function. The detailstlofs are
described below.

One must perform several operations on dacbk of
pixels in the image to test threew watermark. We first
define the spatial crosscorrelation function of images X
and Y as:

Ruy(a,B) = X(i, )Y(i-a, j=B) D

22
Let X bethe original imageblock, W bethe watermark
block, Y bethe watermarked imagelock and Z be the
watermarked imagblock that might beforged. The test
statistic for the bloclky, is defined as:

o= Ryw(0,0) - RZW(O,O) (2)

If the watermarked image is unchangéd; 0. Notethat
o doesnot depend on the entire crosscorrelation function.
Whens is larger than alefined tolerancehe block fails
the watermark test. A larger threshglbvides more ro-
bustness, but increases thmbability of missing a for-

gery. A thresholaan bedefined relative tahe number of
elements in the watermark block.

3. RESULTS OF FILTERING

One questiorthat needs to be addressed is how robust
is the watermark taypical image processing operations.
The first experiment examines theffect of mean and
median filtering onforgery detection.The test image
consists of a 768 x 512 pixel grayscale imabee wa-
termarkblock size was chosen to B&6 x 256 pixels. An
m-sequence with a period of 65,535 with a single zero bit
appended to the end of tleequence was used. It was
segmented into 256 bit sectiorthen arrangedow by
row to formthe watermarlblock. A 3 x 2array of these
blocks formedthe watermark, whicltoveredthe entire
image. Three different window sizes for eagbe offilter
were applied tawo regions in the image. The goaas to
see ifthe watermarlcould be used to detect thesléera-
tions to the image.

The watermark test iable to detect every case of fil-
tering. If the threshold fos is setlow enough, each im-
age would failthe watermark test. Table shows how
each filteraffecteds. The filter sizeswvere: 3 x 3, 7 X 7,
and 11 x 11Region 1 is 11 x 20 pixels (0.34% of the
block), and region 2 is 81 260 pixels (19.78%). The
percentage change with respectite number of elements
of the watermarlblock (65,536)that & represents is also
shown. In each casthe percentage change & was
roughly equal to the percentage of thleck affected by
the filter. This indicates that the damage to the watermark
was proportional tahe area of the imagalock that was
filtered. An example of a test scenario would be if an
owner wanted to detect filtering of mateanfive percent
of an image blockThe thresholdvould be set to 3277.
Changes in the first regiowould all pass the test, and
changes in the larger, gd regionwould cause the
block tofail the watermark test. Even though thiater-
mark isadequate, in the negection a new, more secure
watermark is described.

4. AN IMPROVED WATERMARK

The previous watermarking techniqueas revised to
improve securityand localization. Localization is the
ability to identify where inthe image any changdmve
occurred. Thélock size is 8 x ®ixels,andeachblock is
formed as follows:

1. A large spam-sequence (n = 96) is generated
with the first 128 bits skipped.

2. The next 64 bitare inserted in the firdilock of
the watermarkcolumn by columnThe next 32 bits are
skipped.



3. The process repeats fathe remainingblocks.
These blocksnake up the watermanow by row. This
forms a 64 x 96 array of watermabdlocksthat cover the
entire image (total of 6144 blocks).

Table 1.5 after mean and median filtering.

Filter size: 3x3 7x7 11x11
Mean Filter
5, Region 1 201 279 288
% of block sizd 0.31% 0.43% 0.44 %
5, Region 2 11562 12550 13055
% of block sizd 17.6 % 19.15 % 19.92 %
Median Filter
5, Region 1 205 267 351
% of block sizd 0.31% 0.41 % 0.54 %
5, Region 2 11297 12914 13208
% of block size¢ 17.24 % 19.719 20.15 %

5. JPEG COMPATIBILITY

This section describes hothe revised watermark can
be used in conjunction with JPEG compresskarst, the
image is watermarked with threvised scheme described
above. JPEG compression is performed tba water-
marked image. The image is thelecompressed. The
values ofd for eachblock were obtained as described in
Equation 2.

Two different versions of theevised watermark have

JPEG compresses each individual cgtame as a mono-
chrome image. JPEG'sffect on the individual color
planeswas similar to that of the luminance imageith
the red plane having slightlgss ofthe watermarkhan
the other two.
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Figure 1. Average Value & vs. Quality Factor.

The changes in the individuahlues ofs determine
where any image alterations occurred. Valuesso€an
vary widely after JPEG compressia@and decompression.
Blocks with primarily low frequency energy usually had
higher values ofd thanblocks with a large portion of
high frequency energy. Figure 2 showsstograms ofd
for the image with the bipolar watermafide quality fac-
tors of 75 and 85.

The JPEG compressed and decompressed imaigd
fail the watermark test witheven the most generous

shown promise with JPEG. One version consists of 0 andhresholds or. The large range in thealues ofs moti-

1, and the otheconsists of -1and 1 (thebipolar water-
mark). Since the {0,1} watermarkas greatetow fre-
guency energyhan thebipolar one, it waghought that
JPEGmight destroy less ofhis watermark. Thisvould
mean that the averagalue ofs would be less after JPEG
compressiorand decompression. Figure 1 showee av-
erage value ob using all 6,14/blocks ofthe watermark
for various compression levelsing both versions of the
revised watenark.

The averagealue ofd for the {0,1} watermark was
much lower than for the bipolar watermark. If each wa-
termark should have zero meéo asnot to affect the
image brightness), or if many watermarks witcupy the

entire image, bipolar watermarks are more appropriate

This is especially crucial when building aaudit or

viewing history of an image, where many watermarks

could occupy the same imageBecause othis require-
ment, the remaining experimentse bipolar watermarks
with quality factors of 7&nd 85.For 24-bitRGBimages,

vates twochanges to our previodergery detection pro-
cedure. Let Y be the watermarked image aftéPEG
compressionand decompressionand Z be a possibly
forged watermarked image after JPEG processing. A new
test statistic must be defined:

d; = R,w(0,0)= Rz w(0,0) ©)

The nextsection examinethe performance of this new
test statistic in the presence of small changesto Y

6. DETECTION OF RANDOM BIT ERRORS

We would like todetermine if image changes can be
detected with our JPEG watermarkialgorithm and new
test statistic in Equation 3. The procedure is as follows:

1. The original image is first watermarked with the
revised watermarkthen JPEG compressednd decom-
pressed.

2. Intensities of randomly selected pixelstlre de-
compressed imageere either raised otowered by one



bit. This is to approximate randomly occurring LSB  Table 2.5; after the introduction of random bit errors.
transmission errors, or an attempfechery. This formed
the tampered image;Z Pr. {bit error} | Avg.9d, Avgd$ | Max.[8,|

3. Thed; for the tampered image were determined.

Quality Factor = 75

1600 0.01 0.9663 14.9331 51
© 1400 0.001 0.1302 2.9743 60
& 1200
S 0.0001 0.0112 0.1606 19
S 1000 0.00001 9.77E-04 0.0059 6
@ 800 - : : i} :
t 600 - Quality Factor = 85
=
g 400 0.01 1.2661 15.6193 43
o 208’ 0.001 0.1704 2.0516 35
0 More 0.0001 0.0312 0.792 45
Bin 0.00001 0 0 0

Figure 2. Histogram o3. 8. REFERENCES
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