TECHNISCHE i
~lexCloud

UNIVERSITAT
DRESDEN

Faculty of Computer Science | Institute of Systems Architecture | Chair of Computer Networks

Information Dispersion over
Redundant Arrays of Optimal Cloud Storage
for Desktop Users

Josef Spillner, Gerd Bombach, Steffen Matthischke,
Johannes Miller, Rico Tzschichholz, Alexander Schill

mailto:josef.spillner@tu-dresden.de
xmpp:josef.spillner@jabber.org

4th |IEEE/ACM International Conference on Utility and Cloud Computing
December 5, 2011, Melbourne, Australia

<7

ESF
wopeiccher e, * 4

Exzellenz sus



TECHNISCHE Background:
@ UNIYERSITAT RAID - Redundant Arrays of Independent Disks

gration layer (in-kernel)

| logical partition 4
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unsafe
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transport layer v (in-kernel)
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TECHNISCHE | Background:
DRESDEN Online Storage/Cloud Storage
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TECHNISCHE Background:
B'&"E‘Q%RESJTAT Information Dispersal Algorithms
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TECHNISCHE Background:
@ DRESDEN RAIC - Redundant Arrays of Independent Clouds
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Analysis of Existing RAIC Prototypes
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Approach

data units,
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Rabin erasure
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platform, Libe-
ration erasure
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Integration
application
library

web interface
Windows plugin

(not yet known)

CIFS proxy
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UNIVERSITAT Modelling the Storage Cloud

DRESDEN

proprietary client

backup/sync
VS. storage
Institutional
utility billing
pricing:
progressive/ 3 ths limit
: months limit;
web access T degressive tariff choice
only file size limit
UCC, 05.12.2012 Information Dispersal over RAOC for Desktop Users #7

J. Spillner et. al.



UNIVERSITAT Modelling the Storage Cloud: Ontologies

1.

DRESDEN

base ontology: QoS

concept MeasurementUnit

concept SpaceUnit subConceptOf MeasurementUnit

instance GB memberOf SpaceUnit
conversionFactor hasValue 1024.0

conversionFactor impliesType _double

3. instance ontology: Google Storage

wsmlVariant _"http://www.wsmo.org/wsml/wsml-syntax/wsml-flight"

namespace { _"urn:ontology:conqo/CloudQoS.wsml#",
gos _"urn:ontology:conqo/QoSBase.wsml#" }

webService GoogleStorage
importsOntology {
_"urn:ontology:conqo/CloudQoS.wsml#" }

capability ServiceCapability
postcondition definedBy ?serviceType memberOf
cloud#CloudStorage .

instance PricePerData memberOf { cloud#PricePerData,

qntology CloudQoS gos#ServiceSpec}
importsOntology { _"urn:ontology:conqo/QoSBase.wsml#"} gos#value hasValue 0.17
_ _ gos#unit hasValue qos#Euro
nonFunctionalProperties
gosdefinition hasValue "Cloud Storage"
endNonFunctionalPropertie
concept PricePerMonth subConceptOf {qos#Quality, gos#LowerBetter} 4. pUb“C Cata|OgueS

gos#unit impliesType gos#CurrencyUnit

concept Capacity subConceptOf {qos#Quality, qos#HigherBetter}
gos#unit impliesType gos#SpaceUnit

concept CloudStorage

for 10S

WSMO
for Cloud

2. domain ontology: Cloud Storage
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UNIVERSITAT RAOC - Redundant Arrays of Optimal Clouds
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file system access manager '\\,data processint;:;““"""
clients
version control ) \
reprocessing layer v \
file-level transformations metadata \
(adaptivity, compression) \_registry }
proprietary
dispersal routine dispersal routine insecure
unsafe
g low-quality I
block-level transformations description .
(encryption, steganography) replica
5 . .. service &
description ‘
y Y . contract
transport layer L 2 reglstryw_/_ broker
caching contract _/
local persistence registry ) B
| — cloud storage
_ | providers
storage provider(s) B
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ONIVERSITAT NubiSave Prototype: Provider Selection
DRESDEN

[ Providg
[ | Price per Data |D.DD | Euro Low =
T . d by:
B Price per Month  [0.00 | Euro Low = i
Service Sarvice
[ ] Availability 0,00 | % Low =
Custom ] Agreement
[ 1 Bandwidth .00 | |MI:||:|5 |v| |Luw |v|
i - Custom |
[ I max. Down Time |G.DD | |M|nute |v| |Luw |v|
[ |Response Time l0.00 | |Minute |v| |Luw |v|
Search

Marme FiD P A =0 OT ET
MS_SkyDr... Ll [l
Googlest... O Ll [l
Dropbox Ll Ll L]
STRATO_... Ll Ll L]
AmazonsS3 [] L] L]
Sugarsync Ll L] [ [

cancel Add selected Services
- el

ConQo - Service registry/discovery with support for non-functional properties (NFPS)
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NubiSave Prototype: Provider Configuration

Provider | Options

UCC, 05.12.2012

|consumer_key
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|user

| password
tstore-
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|cache

 Apply |
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60
| dropbox
E

| Cancel |
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Type |Description ||Parameters |Rernove _|Hﬁﬁuntea._-héaﬁ§end-_i AddSerﬂce;
Service Dropbox | Configure | Remove | I Cnnﬁgurew | Remote |
Service Sugarsync Dropbo -ﬁgure.| | Local
Custorn directory SR iﬁgurémi
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TECHNISCHE ' .
UNIVERSITAT NubiSave Architecture
DRESDEN
Legend
Local Media: Cloud Providers: Backend Modules: Preprocessing / Frontend:
-IVFS, -Google -CloudFusion Cloud -WebDAV | Alternative
-RAM -Amazon -s3fs Providers -FTP Frontend
-Hard disk -Dropbox _davfs2 -HTTP Interfaces
-SAMBA -SugarSync -FTPFS Local -gzip FS  }Compression
-OpenStack -SSHFS ] Media -EncFS }Encryption
-Splitter )} Fragment creation
-GenfFuse }Compression,
Steganography
| SErVICe BroKer rmesrasemsesrasrasmrasmssms s Admin-GUI
?V%:En:(lhﬁg frontend
- Java config frontend
- Qt allocator visualisation
Qo Cloud L —
Provider; T Module Tree | '
,_J' _ " Dispersion
Backend modules asteags 4| |Optimisation :
/modx/config/config ’W‘
@'ﬁfﬂ/ atworcf lesystem

- further averlay modules

Preprocessing {
Chain Jcloud/config/modn >
Jcloudfdata) | eeemsressessenreeeeneee
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NubiSave Architecture: Modules

... Backup __________________
Version | @pplicationpocument |
control ! | (rsync) | ‘manager

(git) = ] - (owncloud) :

Extension module: steganography

from util import linux
import tempfile

def decode(data):
open("gzipfs.gz", "w").write(data)
return linux.pipe_with_input_file(['gunzip -c¢ $IN’],
"gzipfs.gz")

def encode(data, path):
open("gzipfs.gz", "w").write(data)
return linux.pipe_with_input_file(['gzip -cf9 $IN’],

. Desktop : Config-

status applet Virtual folde uration

- (plasma) ~/.nubisave dialogue
\ /

processing layer - nubisavecore
NubiSaveFUSE

Splitters:
Simple, Vala, jErasure | ...

Plugins:
Encrypt, Stego, Adapt

transport layer - cloudfusion

"gzipfs.gz")

configuration:

providers
metadata
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UNIVERSITAT NubiSave Scenario
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Provider] o

Type Description |Paspword. | Remowe rouniced Backend

Sustem Cropbos Wser/Passwd | remidve L cenfigure e
Custorn SUJArSNE User/Pasewd Teve: - cenfigure

Custam anzfs Usar/Passws | remaue @ T

. SPACE |

EncFS

/mod2/data/

Dropbox

CloudFusion

/mod2/data/ /cloud/config/config
/mod2/config/config
cloud/config/modl

CloudFusion Dispersion
\ Jmod2/data) Optimisation

/mod2/config/config .

|

/mod2/config/config

/cloud/config/mod5

gzip FS

Jcloud/data/

/mod4/data/ =
. T ¢ # W e wew &  spnbolansich = Q)
/mod4/config/config dirtr v %0 nublsave
) VBOXADDIT, a
2 mout & il
/modS/data/ Mt e hesarense
Ssugarsyncza.. &
/mod5/config/config B
& Dokumerce
& Musik
M ailder
@ videos
& Dowriloads
& sz
Lo warkspece 3 Dbjekte, freer Speicherplatz: 4,1 GB
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UNIVERSITAT Outlook: High-Throughput Scenarios

DRESDEN

B SMB-Transfer [ B Cryptography  EMProvider-Upload

Scheduling strategies
e round-robin
» fastest first

4_, blocking write
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UNIVERSITAT Outlook: Autonomous Dynamic Scaling

DRESDEN

Agent + Allocator (+ Dispersion)

Visualisation

Allocator Logic/

Interface &6-Cloud I
>
' A
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Service !
M ——

Data:
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Agent
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Results

* Techniques for Redundant Arrays of Optimal Cloud Storage
» Blueprint architecture for building RAIC/RAOC systems

* Modular open source prototype NubiSave

Next Steps

 Enhanced cloud storage provider catalogue/ontology
« Autonomous dynamic scaling

» High-throughput scenarios

_ v i g
exXIroU
Flexible Service Architectures for
Cloud Computing

Further Material:

nubisave.org

* NubiSave web page, git repository, ...

flexcloud.eu

 EU/ESF-funded project: Flexible Service Architectures for Cloud Computing
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