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Smart Grid

Modern Power Grids

I Distributed generation units and loads contribute to

unpredictable power fluctuations.

I Smart Grid technology (specifically SCADA and SDX service)

facilitates the collection of power measurements.
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Smart Grid Security

NIST Conceptual Model

 

42 
 

The transition to the Smart Grid introduces new regulatory considerations, which may transcend 
jurisdictional boundaries and require increased coordination among federal, state, and local 
lawmakers and regulators. The conceptual model is intended to be a useful tool for regulators at 
all levels to assess how best to achieve public policy goals that, along with business objectives, 
motivate investments in modernizing the nation’s electric power infrastructure and building a 
clean energy economy. Therefore, the conceptual model must be consistent with the legal and 
regulatory framework and support its evolution over time. Similarly, the standards and protocols 
identified in the framework must align with existing and emerging regulatory objectives and 
responsibilities.  

 

Figure 3-1. Interaction of Actors in Different Smart Grid Domains  
through Secure Communication 

Our focus
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Smart Grid Security

NIST Conceptual Model Detail

 

43 
 

3.3.2. Description of Conceptual Model 
 
The conceptual model described here provides a high-level, overarching perspective of a few 
major relationships that are developing across the smart grid domains. It is not only a tool for 
identifying actors and possible communications paths in the Smart Grid, but also a useful way 
for identifying potential intra- and inter-domain interactions, as well as the potential applications 
and capabilities enabled by these interactions. The conceptual model represented in Figure 3-1 
and Figure 3-2 is intended to aid in analysis by providing a view of the types of interaction 
development that are at the core of developing architectures for the Smart Grid; it is not a design 
diagram that defines a solution and its implementation. Architecture documentation goes much 
deeper than what is illustrated here, but stops short of specific design and implementation detail. 
In other words, the conceptual model is descriptive and not prescriptive. It is meant to foster 
understanding of Smart Grid operational intricacies but not meant to prescribe how a particular 
stakeholder will implement the Smart Grid.   
 
 

 

 

Figure 3-2. Conceptual Reference Diagram for Smart Grid Information Networks 
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Replay Attacks

I “At a global scale, pretty much every single

industrial or military facility that uses

industrial control systems ... is dependent on

its network of contractors, many of which are

very good at narrowly defined engineering

tasks, but lousy at cybersecurity.”

I “[conventional hackers] are also much more

likely to go after civilian critical infrastructure.

Not only are these systems more accessible,

but they’re standardized ... all modern plants

operate with standard industrial control

system architectures and products from just a

handful of vendors per industry .... ”

R. Langner, cyberdefense consultant.

I As of 2010, more than 50,000 Windows computers infected.
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Replay Attacks

Stuxnet Worm

Replay attack

at the
cyber-physical

interface
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Replay Attacks
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I F. Miao, M. Pajic, and G.J. Pappas, “Stochastic game approach for replay
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I A.A. Cárdenas, S. Amin, and S. Sastry, “Secure control: Towards

survivable cyber-physical systems,” 28th International Conference on

Distributed Computing Systems Workshops
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Replay Attacks on SCADA Systems

(Mo, Chabukswar, and Sinopoli): LQG+χ2 Detector

where s′
k is the states variables of the virtual system.

The detection rate !k at time k converges to

lim
k→"

!k = #k, (21)

where #k is the false alarm rate of the virtual system at

time k.

Proof. Due to space limit, we will just give an outline
of the proof. First, ∥ f∥ ≤ 1 will ensure that sk con-
verges to s′

k. By the continuity of g, g(sk, y′
k) converges

to g(s′
k, y′

k). The detection rate of the system and the
false alarm rate of the virtual system are given by

!k = Prob(g(sk, y′
k) > threshold),

#k = Prob(g(s′
k, y′

k) > threshold).
(22)

Hence !k converges to #k.

The LQG controller, Kalman filter and $2 de-
tector becomes just a special case, where the state
sk of the estimator at time k is yk−T +1, . . . ,yk and
x̂k−T +1∣k−T , . . . , x̂k∣k−1. The f function is given by (3)
and g is given by (11).

Remark 5. The convergence of detection rate under the

replay attack to the false alarm rate indicates that the

information given by the detector will asymptotically go

to 0. In the other word, the detector becomes useless

and the system is not resilient to replay attack.

4. Detection of Replay Attack

As discussed in the previous section, there exist
control systems that are not resilient to the replay attack.
In this section, we want to design a detection strategy
against replay attacks. Throughout this section we will
always assume that A is stable.

The main problem of LQG controller and Kalman
filter is that they use a fixed gain, or a gain that con-
verges really fast. Hence, the whole control system is
static in some sense. In order to detect replay attack, we
redesign the controller as

uk = u∗
k + %uk, (23)

where u∗
k is the optimal LQG control signal and %uks

are drawn from an i.i.d. Gaussian distribution with zero
mean and covariance Q, and %uks are chosen to be also
independent of u∗

k . Figure 1 shows the diagram of the
whole system.

We add %uk as an authentication signal. We choose
it to be zero mean because we do not wish to introduce
any bias to xk. It is clear that without the attack, the con-
troller is not optimal in the LQG sense anymore, which

Plant SensorActuator

Attacker

z−1

Controller

Detector

Estimator

yk −Cx̂k∣k−1

x̂k∣k

uk−1

monitor/control

ua
k

yk/y′
k

uk

u∗
k

Figure 1. System Diagram

means that in order to detect the attack, we need to sacri-
fice control performance. The following theorem char-
acterizes the loss of LQG performance when we inject
%uk into the system:

Theorem 3. The LQG performance after adding %uk is

given by

J′ = J + trace[(U + BT SB)Q]. (24)

Proof. See the appendix.

We now wish to consider the $2 detector after
adding the random control signal. The following the-
orem shows the effectiveness of the detector under the
modified control scheme.

Theorem 4. In the absence of an attack,

E[(yk −Cx̂k∣k−1)
T P−1(yk −Cx̂k∣k−1)] = m. (25)

Under attack

lim
k→"

E[(y′
k −Cx̂k∣k−1)

T P−1(y′
k −Cx̂k∣k−1)] (26)

= m+ 2trace(CTP−1CU ),

where U is the solution of the following Lyapunov

equation

U − BQBT = A U A T . (27)

Proof. The first equation is trivial to prove using Theo-
rem 1. Rewrite x̂k+1∣k as

x̂k+1∣k = A x̂k∣k−1 +(A + BL)Ky′
k + B%uk. (28)

For the virtual system

x̂′
k+1∣k = A x̂′

k∣k−1 +(A + BL)Ky′
k + B%u′

k. (29)

Hence,

x̂k∣k−1 − x̂′
k∣k−1 = A k(x̂0∣−1 − x̂′

0∣−1)+
k−1

&
i=0

A k−i−1B(%ui −%u′
i).

(30)

915

Delay

y
Measurement

ŷ
Estimate

u = u∗ + ∆u

Optimal LQG control

Authentication
y − ŷ

Innovation
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Replay Attacks on SCADA Systems

(Mo, Chabukswar, and Sinopoli): LQG+χ2 Detector
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Replay Attacks on SCADA Systems

Plant: x(t + 1) = Ax(t) + Bu(t) + w(t)

y(t) = Cx(t) + v(t)

Control Signal: u(t) = u∗(t) + ∆u(t)

u∗(t): LQG optimal control signal.

∆u(t): Authentication signal with mean zero and covariance D .

LQG Performance: J = JLQG + trace {(U + B ′SB)D}

Detector:
∑k

t=k−T+1(y(t)− ŷ(t))′P−1(y(t)− ŷ(t)) ≶ threshold
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Replay Attacks on SCADA Systems

As a result,

y′
k −Cx̂k∣k−1 = y′

k −Cx̂′
k∣k−1 +CA k(x̂0∣−1 − x̂′

0∣−1)

+C
k−1

!
i=0

A k−i−1B("ui − "u′
i).

(31)

The first term has exactly the same distribution as yk −
Cx̂k∣k−1. The second term will converge to 0 when A
is stable. Also "ui is independent of the virtual system
and for the virtual system, y′

k −Cx̂′
k∣k−1 is independent

of "u′
i. Hence

lim
k→#

Cov(y′
k −Cx̂k∣k−1) = lim

k→#
Cov(y′

k −Cx̂′
k∣k−1)

+
#

!
i=0

Cov(CA iB"ui)+
#

!
i=0

Cov(CA iB"u′
i)

= P + 2
#

!
i=0

CA iBQBT (A i)TCT .

By the definition of U , it is easy to see that

U =
#

!
i=0

A iBQBT (A i)T .

Hence, limk→# Cov(y′
k −Cx̂k∣k) = P + 2CU CT and

lim
k→#

E[(y′
k −Cx̂k∣k−1)

T P−1(y′
k −Cx̂k∣k−1)]

= trace

[
lim
k→#

Cov(y′
k −Cx̂k∣k)×P−1

]

= m+ 2trace(CTP−1CU ).

(32)

Corollary 1. In the absence of an attack, the expecta-

tion of $2 detector is

E(gk) = mT . (33)

Under attack, the asymptotic expectation becomes

lim
k→#

E(gk) = mT + 2trace(CTP−1CU )T . (34)

The difference in the expectation of gk illustrates
that the detection rate will not converges to the false
alarm rate, which will also be shown in the next section.
Another thing worth noticing is that to design Q, one
possible criterion is to minimize J′ − J = trace[(U +
BT SB)Q] while maximizing trace(CT P−1CU ).

5. Simulation Result

In this section we provide some simulation results
on the detection of replay attack. Consider the control
system described in Section 2 is controlling the temper-
ature inside one room. Let Tk be the temperature of the
room at time k and T ∗ to be the desired temperature.
Define the state as xk = Tk − T ∗. Suppose that

xk+1 = xk + uk + wk, (35)

where uk is the input from air conditioning unit and wk

is the process noise. Suppose that just one sensor is
measuring the temperature, which is

yk = xk + vk, (36)

where vk is the measurement noise. We choose R =
0.1, Q = W = U = 1. One can compute that P =
1.092, K = 0.9161, L = −0.6180. Hence A = 0.0321
and the system is vulnerable to replay attack. The LQG
cost is J = 1.7076, J′ = J + 2.618Q.

We will first fix the window size T = 5 and show
the detection rate for different Qs. We assume that the
attacker records the yks from time 1 to time 10 and then
replays it from time 11 to time 20. We also fixed the
false alarm rate to be 5% at each step.
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Figure 2. Detection rate at each time step for
Q = 0.6 (blue dashed line), Q = 0.4 (brown dot
line), Q = 0.2 (red dash-dot line) and Q = 0
(black solid line).

Figure 2 shows the detection rate at each time step
for different Qs. Each detection rate is the average of
10,000 experiments. Note that the attack starts at time
11. Hence, each line starts at the false alarm rate 5%
at time 10. One can see that without additional in-
put signal, the detection rate will soon converge to 5%,
which proves that the detector is inefficient for replay
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Figure 3. Detection rate at each time step for
T = 5 (blue dashed line), T = 4 (brown dot
line), T = 3 (red dash-dot line) and T = 2 (black
solid line).

attack. With Q = 0.6, the loss of LQG performance is
2.618 × 0.6/1.7076 = 91% with respect to the optimal
LQG cost. As a result of the high control performance
lost, one can get more than 35% detection rate at each
step.

Next we would like to fix Q = 0.6 and compare
the detection rate of different window size T . We still
assume the attack starts at time 11 and the false alarm
rate is 5%. Fig 3 shows the detection rate for different
window size. It is worth noticing that choosing a small
window size will make the detector response faster to
replay attack. However, the asymptotic detection rate
will be lower than that of larger window size. On the
other hand, by the law of large numbers, the asymptotic
detection rate will converges to 1 as T increases. How-
ever the detector will respond very slowly to the replay
attack. For more details on the choice of window size,
please refer to [8].

6. Conclusions

In this paper we defined a replay attack model on
cyber physical system and analyzed the performance of
the control system under the attack. We discovered that
for some control systems, the classical estimation, con-
trol, failure detection strategy are not resilience to the
replay attack. For such kind of system, we provide a
technique that can improve detection rate in the expense
of control performance.

7. Appendix: Proof of Theorem 3

To simplify notation, let us first define the sigma al-
gebra generated by yk, . . . ,y0, !uk−1, . . . ,!u0 to be Fk.
Due to space limit, we will just list the outlines of the
proof. Before proving Theorem 3, we need the follow-
ing lemmas:

Lemma 1. The following equations about Kalman filter

are true:

x̂k∣k = E(xk∣Fk),Pk∣k = E(ek∣keT
k∣k∣Fk),

where ek∣k = xk − x̂k∣k.

Lemma 2. The following equations are true

E(xT
k S xk∣Fk) = trace(S Pk∣k)+ (x̂k∣k)

T S x̂k∣k, (37)

where S is any positive semidefinite matrix.

Now define

JN ≜ minE

[
N−1

"
i=0

(xT
i Wxi + uT

i Uui)

]
. (38)

By the definition of J′, we know that J′ = limN→# JN/N.
Now fix N, let us define

Vk(xk) ≜ minE

[
N−1

"
k=i

(xT
i Wxi + uT

i Uui)∣Fk

]
, (39)

and VN(xN) = 0. By definition, we know that E(V0) =
JN . Also from dynamic programming, we know that Vk

satisfies the following backward recursive equation:

Vk(xk) = min
u∗

k

E
[
xT

k Wxk + uT
k Uuk +Vk+1(xk+1)∣Fk

]
.

(40)
Let us define

Sk−1 ≜ AT SkA +W − AT SkB(BT SkB +U)−1BT SkA,

ck−1 ≜ ck + trace[(W + AT SkA − Sk−1)Pk−1∣k−1]+ trace(SkQ)

+ trace[(BT SkB +U)Q],

with SN = 0, cN = 0.

Lemma 3. Vk(xk) is given by

Vk(xk) = E[xT
k Skxk∣Fk]+ ck, k = N, . . . ,0. (41)

Proof. We will use backward induction to prove (41).
First it is trivial to see that VN = 0 satisfies (41). Now
suppose that Vk+1 satisfies (41), then by (40)

Vk(xk) = minE
[
xT

k Wxk + uT
k Uuk +Vk+1(xk+1)∣Fk

]

= minE[xT
k Wxk +(u∗

k + !uk)
TU(u∗

k + !uk)

+ xT
k+1Sk+1xk+1 + ck+1∣Fk].
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T = 5 D = 0.6

Tradeoff between detection rate and control performance for a

temperature control system.
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Replay Attacks

- h - Plant - h�
?h��Controller�h-

6

d(t) u(t) y(t) ηo(t) + ηc(t)

(q−τα − 1)[y(t) + η(t)]w(t)v(t)

Plant: P(z) = M̃(z)−1Ñ(z) = N(z)M(z)−1

Controller: K (z) = Un(z)Vn(z)−1

Attack: w(t) = y(t − τα) + η(t − τα)

Detector: s = Vn(q)−1w(t)

|Φs(ω)− I | ≶ threshold OR Is the PSD of s(t) white?
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Fig. 5. Detection rate at each time step with Capon method for different
variances

system performance. We aim to avoid injecting additional
noise by proposing to utilize the communication noise that
exists in networked control systems for detecting the replay
attack. Although the communication noise is unknown at
each time sample, it can also serve as a time stamp, in
a similar manner as the authentication noise. A spectral
estimation method is developed to estimate the spectrum
of the received signal at the controller site at a specific
frequency point. Its value or its filtered value differ between
the presence and absence of the replay attack. We have
analyzed the effect of the replay attack on the noise variance
and proposed an effective detection algorithm. A numerical
example has been worked out to illustrate our proposed
detection algorithm. While only communication noise is
investigated in this paper, other information distortions such
as packet drop and quantization errors can also be utilized
for detection of replay attacks, which are currently under
our study.
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(i � k) = 0, 1, · · · , `. Although scalar s(t) is assumed in
the above discussion, extension to the vector case or m >
1 can be easily carried out by taking each entry of a(!)
as a multiple of the identity matrix of dimension m, and
replacing the inverse in CMi by matrix inverse. The detail
is skipped.

A disadvantage of the Capon algorithm is that the spec-
trum estimation is a nonlinear function of the signal s(k),
and thus distribution of s(k) is more difficult to analyze.
However, it often outperforms the nonparametric method
due to its optimization nature. More importantly, CM1 has
a very close relation to other widely used methods such as
the autoregressive (AR) method. Its weakness in resolution
is not of concern to us because the frequency !h is already
known to us.

V. AN ILLUSTRATIVE EXAMPLE

An example from [15] is employed to illustrate our pro-
posed detection technique for replay attacks. This example
considers a room temperature control system. Let T (t) be
the room temperature at time index t and T⇤ be the desired
temperature. Denote x(t) = T (t)�T⇤ as the state variable.
Then the following describes the dynamic process of the
temperature deviation:

x(t + 1) = x(t) + u(t) + d(t), y(t) = x(t) + ⌘(t). (57)

It is assumed in [15] that the disturbance d(t) and mea-
surement noise ⌘o(t) are i.i.d. Gaussian processes with
variance 1 and 0.1 respectively. This paper assumes that
⌘c(t), the AWGN of the communication channel at the
plant output, is also i.i.d. Gaussian. Clearly the plant model
satisfies the hypothesis of Theorem 2 by taking !h = 0 at
which the plant has an infinity gain. In contrast to the LQG
controller in [15], a simple deadbeat controller K(z) ⌘ 1
is taken that places the closed-loop pole to the origin. Since
this controller does not admit small gain for |V (ej!h)| at
!h = 0, the deadbeat controller is replaced by

K(z) = 1 +
0.09

z � 0.99
=

z � 0.9

z � 0.99
,

that is a lag compensator, following Remark 1. Hence the
value of |V (ej!h)|�1 is boosted 10 times. We employ
the detector in (43) with false alarm rate ↵ = 5%. The
detection performance is shown in Figure 3 based on
an average of 10,000 ensembles with the window size 5
for spectrum estimation. The solid (blue), dotted (black),
and dashed line (red) curves show the detection rates
when �2

⌘o
= 0.1, 0.2, 0.6, respectively. The performance

curves are much better than those of [15] in which the
detection rate is only 0.35 when the noise injected to the
control signal at the plant input has variance 0.6. Intuitively
speaking, the authentication noise injected at the plant input
is not as effective as the communication noise present at the
plant output, considering that the noise at the plant input has
to propagate through the plant dynamics before showing up
at the plant output.

Figure 4 shows the detection performance for different
window sizes when the communication noise has �2

⌘o
=
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Fig. 3. Detection rate at each time step for different variances

0.1. The solid (red), dashed (blue), and dotted (black) lines
correspond to window size of 5, 10, and 20, respectively. It
is seen that as window size increases, the detection perfor-
mance improves. This observation is important, because the
variance of the communication noise cannot be chosen by
the designer. So if the variance is too small, the window
size can be increased in order to improve the detection
performance. However as the window size increases, the
timely detection of the replay attack can be a problem. It
is clear then, that there is a tradeoff between the window
size and timely detection.
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Fig. 4. Detection rate at each time step for different window sizes

The performance curves in Figure 3 and Figure 4 are
obtained using a nonparametric spectral estimation method
[21]. When the Capon method [6] is used to estimate the
spectral density at !h = 0, it results in better detection
rate curves with detection performance improved between
10 to 20 percent as shown in Figure 5. However, better
detection performance is achieved at the cost of increased
computational complexity.

VI. CONCLUSION

This paper considers the challenging problem of the
replay attack on networked control systems. While this
problem has been studied in a number of papers [9],
[15], [14], [23], authentication noise has to be injected
to the control input signal which degrades the control

T = 5

σ2ηc = 0.1

Detection rate performance for a temperature control system.
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Novel Approach

I Control signal is not

limited to LQG control,

any controller that can be

represented by a coprime

factorization may be used.

I No need to inject

authenticating noise to

control signal which could

affect performance.

LQG + χ2 Detector

I Control signal is limited

to LQG control.

I Control performance is

sacrificed, although

appropriate choice of D

may reduce loss in

performance.
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Conclusion

I We use the communication noise that exists in networked

control systems for detecting the replay attack.

I A spectral estimation method is developed to estimate the

spectrum of the received signal at the controller site at a

specific frequency point.

I Its value or its filtered value differ between the presence and

absence of the replay attack.
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Questions?

Thank you for your attention!
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