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Abstract: The amalgamation of Vehicular Ad hoc Network (VANET) with the Internet of Things
(IoT) leads to the concept of the Internet of Vehicles (IoV). IoV forms a solid backbone for Intelligent
Transportation Systems (ITS), which paves the way for technologies that better explain about traffic
efficiency and their management applications. IoV architecture is seen as a big player in different areas
such as the automobile industry, research organizations, smart cities and intelligent transportation
for various commercial and scientific applications. However, as VANET is vulnerable to various
types of security attacks, the IoV structure should ensure security and efficient performance for
vehicular communications. To address these issues, in this article, an authentication-based protocol
(A-MAC) for smart vehicular communication is proposed along with a novel framework towards
an IoV architecture model. The scheme requires hash operations and uses cryptographic concepts
to transfer messages between vehicles to maintain the required security. Performance evaluation
helps analyzing its strength in withstanding various types of security attacks. Simulation results
demonstrate that A-MAC outshines other protocols in terms of communication cost, execution time,
storage cost, and overhead.

Keywords: authentication; internet of vehicles; intelligent transportation systems; security; vehicular
Ad hoc networks

1. Introduction

By 2020, around 50 billion devices will be connected to the Internet for a better society using
different technological systems. The concept of smart objects which provide seamless connectivity
along with ensuring safety and a smart environment through increasing interaction and interoperability
is called the Internet of Things (IoT) [1]. Vehicle users enjoy a better experience when amalgamating
the IoT and Vehicular Ad hoc Network (VANET) architectures, and this emerging field is called
the Internet of Vehicles (IoV) [2]. With the exponential development of big data and IoT concepts,
IoV has become one of the key enablers to realize future autonomous driving scenarios and ad hoc
networking technologies. In the current research paradigm about Intelligent Transportation Systems
(ITS), conventional VANET is transforming into IoV. VANET is a subclass of Mobile Ad hoc Network
(MANET) and a component of ITS that provides two types of communications: Vehicle-to-Vehicle (V2V)
and Vehicle-to-Infrastructure (V2I) [3]. It is designed to exchange vital information using dedicated
short-range communication (DSRC) standard on the road [4]. It is used in safety and non-safety
applications such as present location, traffic, road safety, and driver assistance/comfort [5,6].

The increase in the number of vehicles has led to rising traffic congestion and frequent traffic
accidents. Therefore, there is a need to improve driving experience and enhance driver safety. This has
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led to the research of enhancing driver safety [7]. The typical structure of VANETs comprises three
parts: a Trust Authority (TA), a Roadside Unit (RSU), and an On-Board Unit (OBU). The TA, which acts
as the trusted management center, is responsible for the registration and issuing of secret key material.
The RSU, installed along the roads, serves as a bridge between the vehicles and the TA [8].

Despite numerous advantages of VANETs, there are still some challenges that need to be
solved [9–11]. Since messages are transmitted in an open wireless environment, a robust security
protection mechanism is required. Moreover, requirements for fast authentication and privacy
protection must be ensured [12]. Another significant requirement of VANET is to ensure and enhance
safety. This requires effective and trustworthy transmission of messages among vehicles. However,
being operational in an insecure environment, it is susceptible to malware attacks. In general, VANETs
should be able to ensure privacy, security and reliability of messages while accomplishing efficient
authentication, as well as resisting security attacks. To address such issues, an Authentication-based
Medium Access Control (A-MAC) protocol is proposed in this article. To the best of our knowledge,
this is the first authentication-based secure data dissemination protocol for 5G-enabled vehicular
communications. In this paper, we have made the encryption algorithm lightweight by introducing a
smaller number of variable parameters to reduce the storage space. Moreover, it helps achieve secure
message authentication with lower computation overhead. Major contributions of this article are:

1. An interactive framework for various levels in IoV Architecture is presented;
2. Secure message authentication protocol is designed for 5G-enabled vehicular networks;
3. Performance evaluation is conducted and a comparison with other protocols is performed.

The proposed work is not only an extension of solution to Media Access Control (MAC) layer
issues but also gives a detailed explanation to the layers of IoV architectural model.

Figure 1 depicts a model of a vehicular scenario. It is also helpful in supplying abounding
multimedia and mobile Internet application services. IoV has convergent concentration as serving
application of ITS by ensuring driver safety, traffic efficiency and infotainment. IoV service is needed
by smart cities for big scale data sensing, collection, information, processing and storage. One of the
main challenges of the IoV deployment in the smart cities is integration of all its components. Another
challenge is to ensure reliable and real-time delivery of rapid emergency services and big scale of data
collection between vehicular application and platform [5].

The rest of this article is structured as follows. In Section 2, we first present the related works.
Section 3 presents the interactive model and architecture of IoV. Section 4 presents the system model
and the proposed protocol aiming to enhance user experience and performance of traffic system.
In Section 5 we simulate the presented protocol and evaluate its performance to prove its effectiveness.
We compare the performance of various existing schemes with the proposed scheme. Finally, we discuss
future scope related with the implementation of IoV. Finally, we discuss future scope related with the
implementation of IoV in Section 6 and draw our conclusions.
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Figure 1. A model of vehicular scenario.

2. Related Work

Rapid emergence of ITS-based technologies has attracted researcher’s attention towards
communication between vehicles as road safety and development of transportation efficiency [13].
Specifically, for a long time, VANET has been under the spotlight for this purpose [14].

VANET uses DSRC technologies [5,15]. However, it has its own limitations such as dynamic
topology and intermittent network connectivity [5]. The problem remains unsolved due to high-speed
mobility of vehicle and currently incomplete infrastructure, leading to reliability of services and
connection in VANET being vulnerable.

IoV architecture was first proposed in [16] but it had limited communication facility. Little later,
researchers in [17] came up with five-layered architecture comprising different communications such
as V2V, V2I, Vehicle-to-Roadside Unit (V2R), Vehicle-to-Sensors (V2S), Vehicle-to-Personal devices
(V2P), and Vehicle-to-Mobile station (V2M). However, both these IoV layered structures did not discuss
possible security issues. Various researchers in [18–21] progressed in ensuring privacy in VANETs.
However, the security in these schemes depend only on the private key of the trust authority which
could lead to security flaws. The authors in [22] suggested a dual authentication and key management
method using the hash code and biometric identity to avoid malicious users to use the secret key for
VANET applicants. However, the scheme finds limited applicability in the way that intruders can
track the vehicles’ location. In [8], authors proposed a message authentication protocol to improve
performance results in VANETs, but the execution cost is high, and this scheme is vulnerable to
impersonation, man-in-the middle, illusion, modification, and plain-text attacks. Ultimately, most of
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these protocols need high execution time, communication overhead, and storage cost. Thus, these
schemes consume more energy during the implementation.

Under agreed communication protocol and data interaction, standards, wireless communication,
and exchange information are conducted for IoV between vehicle-to-anything (V2X) such as another
vehicle and road infrastructure [3]. The authors in [23] proposed a risk driven authentication approach
dependent on discrete events. It used Petri networks to execute the validation, which lead to further
increased in communication overhead. The investigation of [24] proposed a technique for using
Rivest–Shamir–Adleman (RSA) encryption and Message-Digest algorithm 5 (MD5) hash capacity to
encode information before transferring it on a cloud domain to keep up its information security. Their
plan leveraged the use of RSA to scramble information and hash functions are determined using MD5
cryptographic hash capacities. In addition, authors in [25] proposed a safe hashing capacity which
creates a variable length of 128, 160, 192, 224, or 256 bits at the output. Their investigation holds
the underlying information square of 512 bits together with the original compression function for
preparing its inward activities. The authors in [26] proposed another technique to improve the security
of the hashed passwords by using the 6 bits saved in a transmission control protocol (TCP) whenever
this Message-Digest value is being sent over a medium.

In [27] a batch verification scheme for IoV is proposed to reduce the message verification time, but
it takes a high amount of time to authenticate the messages at the receiver side because it uses high-cost
operations in the message confirmation scheme. In most of the proposed schemes, the verification
process is carried out through batch verification of signatures. In batch verification, the recipient of the
messages verifies multiple signatures simultaneously, rather than sequentially.

From the literature review, we understand that most of the schemes are vulnerable to various
threats. To the best of our knowledge, an exhaustive secure communication system such as the one
presented in this article to provide all five types of interactive levels for the IoV framework has not
been designed before. In Table 1, we summarize the security and performance requirements fulfilled
by the authentication and privacy schemes discussed above.

Table 1. Features of authentication-based schemes.

Scheme Overhead Source Auth. Modification Privacy Loc. Track ID Disclosure Traceability

[8] High 3 3 3 7 3 7

[18] High 3 3 3 7 3 3

[19] Low 3 3 3 7 7 3

[20] 7 3 3 3 7 3 3

[21] Low 3 3 3 7 3 3

[22] Low 3 3 3 3 3 3

[23] High 3 3 3 3 7 7

[24] Medium 3 3 3 7 3 3

[25] Medium 3 3 3 3 3 3

3. Interactive Model and Architecture of IoV

IoV mainly focuses on the integration of human and vehicle which is an extension of human
abilities. It is a network model, service model and behavior model of the human-vehicle interaction
system which is highly different from the wireless mobile network [28]. IoV applications can
be comprehensively characterized into two different ways, safety and non-safety. For example,
non-safety applications incorporate vehicle sharing, gaming, infotainment, and map download.
Safety applications are, for example, route, remote telematics, indicative, traffic proficiency, co-usable
message move, post-crash warning, upgrading traffic well-being, participate to support different
vehicles, and ongoing traffic.
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3.1. Interactive Model

One of the key highlights of the IoV is its interactive model (Figure 2) that includes V2V [29–31],
V2R [32], V2S, V2M, and V2I. The IoV implementation requires different devices such as vehicles,
portable gadgets, RSUs, sensors, and actuators, to serve as fundamental necessity for ITS applications.
For these communication systems, Data Acquisition System (DAS) is required where the vehicular
data is transferred on the network through on road diagnosis interface. It helps in avoiding accidents,
renders safety driving and improves driving experience [33]. Figure 2 shows the layout of an immediate
connection between these gadgets and the IoV server. The registration and authentication processes
are conducted through a secure link such as Secure Sockets Layer (SSL)/Transport Layer Security (TLS)
convention [12,18,34].

Figure 2. An interactive model of IoV.

3.2. IoV Architecture

Based on the existing architecture of IoV which is observed to have some of inherent issues,
we propose a five-layered IoV architecture namely Sensing layer, Communication layer, Control layer,
Cognition layer, and Application layer as shown in Figure 3.

3.2.1. Application Layer

At the application layer, basically three types of IoV application platforms are supported viz.
service management, public information, and early warning monitoring and decision. These ones
are classified broadly under customized applications and intelligent transportation applications.
These services are opportunistic in nature as they are dynamic, context-aware and co-located [35].
The customized application is to reduce safety risks during driving whereas intelligent transportation
applications include, for example, traffic management, safe driving, and smart alerts.
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Figure 3. Proposed architecture of IoV.
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3.2.2. Control Layer

In the control layer, cognitive engines are employed to reinforce the permanency and dependability
in the network and to meet Quality of Service (QoS) necessities of intra-vehicle applications.
The resource of intra-vehicle is reliable for the actual processing of driving data. In this, speediest
decision-making can be secured. Resource organized on cloud perform network optimization in a
centralized system all through efficient deployment of the global intelligence of IoV. Implementation on
cloud is at the price of large integrated data storage, processing and bandwidth resources. In particular,
the major work of cloud is to observe resource deployment on edge network and to perform dynamic
scheduling for resources in actual time. In addition, cloud receives developing messages sent by edge
and performs a sequence of emergency treatment through high-performance computing.

3.2.3. Cognition Layer

A cognitive engine relates to a physical data space and the cognition layer divides into cognition
and resource cognitive engines at the control layer. The data cognitive engine processes and analyzes
data flows using, for example, machine and deep learning techniques, data mining, and pattern
recognition with complex event processing [36]. In network space, the data cognitive engine sends
data analysis results to resources cognitive engine to guide network resource allocation. The vehicle
areas are deployed to edge unit and non-vehicle areas are deployed to cloud unit. In network data
space, the data cognitive engine can realize dynamic cognition of data such as computing, storage,
and network resources. If there is any delay in a specific task, then the edge will check whether it can
complete or not [15].

3.2.4. Communication Layer

Communication layer is mostly accepted in cloud/edge hybrid architecture. It is associated
with the wireless communication layer (such as Wi-Fi, DSRC, LTE). For the most part of driving data,
the intra-vehicular network requires reasonable local dispensation and computing using the actual-time
communication among intelligent devices on the cloud. The major purpose of this layer is resource
optimization. The actual-time data communication can be recognized across self-establishing network
among vehicles and RSUs. At significant level, the cloud’s requirement is to perform centralized
control across the entire traffic information, and to authenticate the feature model for network topology,
road situation information and space-time service of autonomous moving pieces of the entire IoV.

3.2.5. Sensing Layer

This layer is responsible for the sensing of objects to collect the data from multi-data operators.
Data can be collected in form of details about vehicles and RSUs, and these systems are interlinked
with cloud server to give information about the vehicle’s location. In this process, edge/cloud devices
are used. Sensing layer is also used for cleaning and normalizing the data [37]. Physical data space
takes care of driving pattern and leverages, for example, Advance Driver Assistance System (ADAS),
behavior pattern, and emotions.

As a new technology, 5G is characterized by high speed, low delay, wide coverage and support
for Device-to-Device (D2D) communications, IoV creates a huge opportunity for further enhancements
and performance improvements in VANET [38,39]. When compared with traditional sensor network,
there are higher requirements on perception accuracy, stability in data transmission, real-time analysis,
intelligent decisions and network reliability for IoV, demanding for more complex architectures.
For that reason, the proposed architecture meets the requirements of IoV, comprising application layer,
control layer, cognition layer, communication layer and sensing layer as shown in Figure 3.



Future Internet 2020, 12, 63 8 of 18

4. System Model for A-MAC

In the system model, we consider a network of distributed vehicles, following Distributed
Coordination Function (DCF) mechanism. We consider a twin-layer network scenario comprising
vehicles and TAs. It is assumed that TAs are fully authenticated and are a part of DCF. Each TA is
assigned a network region and is responsible for vehicle registration and generating various system
parameters in the network. It is assumed that all vehicles in a network are equipped with an OBU which
renders data transmission and reception. Moreover, each vehicle is equipped with a device which is
used to store encrypted data. Table 2 shows the main notations and their corresponding meanings.

Table 2. The notation and specific descriptions.

Notations Description

$1 Any vehicle x in the network
TA Trust Authority

IDTA ID of TA
ID$1 ID of any vehicle x
θTA Private key of unit TA
h(.) Hash function
⊕ XOR operator
‖ Connection symbol

In the below sections, we define and explain A-MAC protocol to reach inconsequential certification
of V2V communication. According to this protocol, only authenticated vehicles are permitted to
disseminate messages among each other. The protocol is further subdivided into three sub-protocols
namely initiation level, assessment level, and validation level.

4.1. Initiation Level

In the A-MAC authentication protocol, each node (we address vehicle and node intermittently) in
the region of TA is uniquely identified with an ID. TA generates specific privacy key using security
single hash function h(.) as given in the equation below

θTA = h(IDTA ‖ RTA) (1)

where θTA is the privacy key to TA and IDTA corresponds to the ID of TA. RTA is the random number
generated through the TA. It requires inputting a message of random length and the output message is
128-bit process. MD5 [40] is used to allocate the input message hooked on blocks by 512-bits. Each block
is divided into 16 sub-blocks along with 32-bits. In the sequence of processing, the output obtained is
four groups of 32-bits each. The four groups are cascaded and hash values through 128-bits are created.
Nevertheless, the performance time of MD5 algorithm is better in all respects and execution time is
6 µs.

4.2. Assessment Level

In A-MAC, there is a provision of unique identification and security key corresponding to each
vehicle. Let ID$0 correspond to ID of the vehicles $0 and S$0 correspond to security key of the vehicles
$0. Instead of vehicle’s id being regenerated repeatedly by the system, factors are generated using
ID$0 and S$0 as shown in the following Equation.

ρ$0 = h(ID$0 ‖ S$0) (2)

The vehicle $0 compute the factors ζ$0 as shown in the following Equation.

ζ$0 = A$0 ⊕ Bζ$0
(3)
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The factor ζ$0 is transmitted to the TA with vehicle’s $0. When received, the TA generates a
random number hTA. The TA factor τTA is shown in the following Equation.

τTA = h(ζ$0 ‖ ϕ$0)⊕ θTA (4)

where ϕ$0 = h(ID$0 ‖ hTA). Finally, the factors θTA and hTA are transmitted to the vehicles $0,
as shown in Figure 4.

Figure 4. Vehicle authentication process in A-MAC protocol.

When a message is received, the vehicles $0 stores these factors in TA and the vehicles $0 factors
{ζ$0 , τTA, hTA, ϕ$0} are set accordingly.

4.3. Validation Level

Instead of communicating with others, the vehicles first authenticate their identity among
themselves and then communicate with other vehicles subsequent to finishing the validation level [41].
It is further subdivided into various stages discussed below.

4.3.1. Elementary Validation

The vehicles generate the factors ζ using specific ID and security key as discussed in Equations (2)
and (3). If they are identical, the vehicles are authenticated. If they are not trustworthy, they must
re-register until authentication succeeds. Vehicle $0 is required to communicate with other entities,
which is return factor ζ$0 corresponding to Equation (3). If they are equal, vehicle $0 is validated,
and it is eligible to communicate with other entities. The vehicle’s authorization processing is
comparatively simple.

4.3.2. Message Validation

To make sure the safety of transmitting data, the communication entity is required to be validated
before it is prepared to transmit data. It is again a three-step messaging process namely request message,
reply message and communication units.
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Request Message
Precisely, while vehicle $1 requests to transmit data to vehicle $2, it first sends a request message

to the vehicles and marks the delivery time request. In similar fashion, vehicle $1 generates a random
number h$2 . Subsequently, the vehicles separate the factors as of OBU and the value of factor ϕ$0 is
computed. The vehicles $0 use generate factors ζ$0 , ϕ$0 and θTA to calculate the security key of TA,
as shown in the following Equation.

θTA = h(ζ$0 ‖ ϕ$0)⊕ τTA (5)

The vehicles $0 compute the following factors.

T$0 = h(θTA ‖ Stx)⊕ ζ$0 (6)

S$0 = T$0 ⊕ ζ$0 ⊕ θTA (7)

µ$0 = Rqst⊕ T$0 ⊕ θTA ⊕ Stx (8)

where Stx is the timestamp for the request.
Reply message
Vehicle $2 first calculates the timestamp of the received factors {T$0 , µ$0 ∧ Stx}, which is denoted

as Srx. Subsequently, Srx is retrieved from Stx which is separated from {T$0 , µ$0 ∧ Stx}.
If Srx is extremely late, the following disparity must hold.

Srx − Stx ≥ αS1 (9)

where αS1 is the system factor. While disparity holds, it has received factors {T$0 , µ$0 ∧ Stx} are expired.
Vehicle $2 is instantaneously halted communicating through vehicle $1. Then, it should go for the next
step. Vehicle $2 recalculates the factors h$1 are provided with the help of following relations.

ˇh$1 = T$0 ⊕ h (10)

Correspondingly, vehicle $2 recalculates ˇS$0 , as shown in the following Equation.

ˇS$0 = ˇh$1 ⊕ T$0 ⊕ θTA (11)

Subsequently, the vehicle $2 excerpts request message from Equation (8), which is provided by
the following equations.

Rqst = µ$0 ⊕ T$0 ⊕ θTA ⊕ Stx (12)

Next, finding these factors, vehicle $2 compute two new factors F$2 and L$2 provided by the
following equations.

F$2 = h(h$1 ‖ ˇαS1 ‖ θTA) (13)

L$2 = F$2 ⊕ θTA ⊕ ˇS$0 ⊕ ˇh$1 (14)

Finally, vehicle $2 communicates the applicable factors to the vehicle $1. When received, vehicle $1

sends an acknowledgement message to vehicle $2. For the security of the channel, a reply message is
encoded which is provided by:

ENReply = ECDF$2
(15)

In the end, the vehicle $2 communicates factors {L$2 , Reply} to the vehicles.
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This protocol proposes to decrease the operation time of the authentication process.
Recalling Equation (15), the pieces of data needed? to the encoder are reply messages and the
key F$2 . Using Reply and F$2 as input to the protocol, the encoder EN-reply is generated.

Communication units
The exchange of control bits (sent, replay) among the vehicles enables to get each other’s

information. When receiving {L$2 , Reply}, vehicle $1 is first recorded of the data acceptance and
the timestamps are represented by Stx. Subsequently, vehicle $1 ensures safety check whether disparity
Srx − Srx ≥ αS2 is satisfied or not. If not, vehicle $2 avoids communicating with vehicle $1.

Once disparity Srx − Srx ≥ αS2 is satisfied and found to be secure, vehicle $1 will get a reply
message from EN-Reply. To get the reply, vehicle $1 should compute F$2 perfectly and decrypt it
successfully. Correspondingly, vehicle $1 computes F$2 according to Equation (16).

Let F̌$2 and F$2 compute vehicle $1, which is givens as:

F̌$2 = L$2 ⊕ θTA ⊕ S$1 ⊕ h$1 (16)

The factor F$2 is used to decrypt the EN-Reply and to get the reply message successfully given as:

Reply = DCPF$2
(EN − Reply) (17)

where DCPF
$
(∗)
2

is the decrypted function. If F̌$2 = F$2 is validated, vehicle $1 can decrypt EN − Reply

and get the reply. When correctly decrypted, vehicle $1 deems that vehicle $2 is protected and vehicle
$1 should communicate with vehicle $2.

5. Performance Evaluation

In this section, we present an evaluation of our proposed protocol based on the simulation results
obtained using MATLAB (version R2015a) [42] and compare it with recent authentication-based
schemes for VANETs [18–21]. We analyze the following performance metrics: communication
cost, storage cost, execution time, and RSU’s overhead. In the end, we discuss and summarize
the obtained results.

5.1. Communication and Storage Costs

The communication cost is computed based on the total number of vehicles using different
variables in the message transmission across the V2V communication area, as shown in Figures 5
and 6, for communication and storage costs, respectively. The storage cost is the overall memory
required to store various factors. We are contemplated that the hash function is of 256-bit, a size of
random number of 8-bytes, a timestamp is of 4 bytes, bi-linear combination of 128 bytes, symmetric
and asymmetric encoder and decoder of 64 bytes, and signature of 128 bytes. Communication cost
increases with increasing number of vehicles and the same is evident from the obtained results.
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Figure 5. Communication cost.

Figure 6. Storage cost.

Figure 6 shows the curve between storage cost and bytes stored. Storage cost is the amount of
space required to store all the parameters. As it can be seen, storage cost is lowest for the proposed
A-MAC protocol. This clearly justifies that the DCF of the A-MAC protocol is suitable for safety
message dissemination under highly dense vehicular scenario. This is in line with the initial purpose
for designing the protocols scheme, which decreases communication and storage costs.

5.2. Execution Time

The execution time is based on the total number of operations required for the authentication
process. Figure 7 depicts the execution time comparison between A-MAC protocol and the
existing protocols. It can be seen that the execution time is lesser in case of the proposed
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protocol. This improvement is attributed to the cause that A-MAC relies upon relaying (multi-hop)
message delivery.

Figure 7. Execution time.

5.3. RSU’s Overhead

In our proposed scheme, the message authentication task is assigned to the RSU. It is assumed that
each vehicle sends only one message in the 300ms as specified by DSRC. It can be seen in Figure 8 that
the overhead of our scheme is better than other schemes when the system does not have any invalid
signature and when all message authentication overheads are assumed to be within one RSU’s domain.

Figure 8. RSU’s Overhead.
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5.4. Discussion and Comparative Summary

Sensor nodes are noticed to work smartly and collect information from the surroundings.
However, they are constrained with their resources such as processor, memory, and battery life.
Therefore, security provisioning becomes a difficult task due to restricted resources.

As long as RSU is equipped with a modern CPU, the computation overhead of the proposed
scheme will be negligible for RSU. However, in absence of such a unit, it may rise invariably.
The security analysis of our scheme shows that it is more efficient in meeting more functional
requirements. Hence, the proposed scheme can be implemented to exchange relevant information
rapidly between vehicles directly for smart city applications.

To summarize, we tabulate the performance of different schemes along with the proposed scheme
in Table 3. It is observed that the proposed protocol gives optimum performance under the defined
scenario and assumptions being made.

Table 3. Summary of performance of various schemes under comparison.

Metric [18] [19] [20] [21] A-MAC

Communication cost High High Medium Low Low
Storage cost High Medium Medium Low Low

Execution time High Medium Medium Medium Low
RSU’s overhead High High Medium Low Low

In Table 4, we expand the security performance analysis for some more available schemes [43–45]
and tabulate the findings. Such an analysis is believed to help future researchers to identify the
protocols specific to their area of study. Moreover, it presents a comprehensive survey along with a
diversified list of criteria available for further exploration.

Table 4. Summary of performance of various schemes under comparison.

Criteria [18] [19] [20] [21] [43] [44] [45] A-MAC

Security against replay attack 3 3 3 3 3 3 3 3

Security against impersonation attack 3 3 7 3 7 3 3 3

Security against tampering attack 7 3 3 7 3 3 7 3

6. Conclusions

A-MAC protocol for secure transmission of data in V2V environment in VANETs is proposed
in this article. Along with that, an overview and detailed discussion on five-level architecture to
enhance vehicular communication in IoV is presented. The IoV architecture shows great potential
in enabling future autonomous driving scenarios. An authentication scheme, A-MAC is proposed.
The system necessitates hash operations and upholds the necessary security level. Additionally, the
privacy and integrity of the message are protected. We made our system inconsequential by taking less
memory and decreasing the number of variables to be stored. The results show that A-MAC protocol
outperforms other similar protocols based on hash mechanism. It can withstand common security
attacks during data transmission in vehicular scenario.

In future, we look to work on spatial correlation for further analysis of the proposed model. DCF
shall be further customized to reduce latency and loss ratio. A hybrid technique that works well with
safety as well as security of the data shall be devised. We shall come up with new communication
protocols for the IoV framework to resist cyberattacks by verifying security strengths.
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Abbreviations

The following abbreviations are used in this manuscript:

ADAS Advanced Driver Assistance System
D2D Device-To-Device
DAS Data Acquisition System
DSRC Dedicated Short-Range Communication
ITS Intelligent Transportation Systems
IoT Internet of Things
IoV Internet of Vehicles
MAC Media Access Control
MD5 Message-Digest algorithm 5
OBU On-Board Unit
QoS Quality of Service
RSU Roadside Unit
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