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Abstract

There are e orts within the research area of programming languages
to identify and exploit those features of functional languages which could
o er a solution to the challenges posed by the complex character of computation in modern networks. These e orts include implementations of
languages which are primarily functional but also support concurrency,
distribution and mobility. In this paper, we focus on such languages.
We present a survey on di erent approaches to language design and provide a framework to make a systematic comparison of them. The survey
brie y introduces frequently cited formal models of distributed and mobile
computation. It follows by a closer look at the programming languages
Concurrent ML, Facile, PLAN, Erlang and the Join-Calculus Language.

1 Introduction
The desire to exploit the recent developments in telecommunication technology
has led to a new vision for computation in modern networks. Computers are now
seen as parts of a global computing platform sharing local and remote resources
rather than as mainly self-contained computing devices using local resources and
occasionally communicating with each other. Therefore, the basic assumptions
about distributed computing and programming languages are being revised to
allow for better use of the global infrastructure. A consequence of this has been
the emergence of the mobile computation paradigm, also known as the mobile
agents paradigm, along with technologies supporting it.
The key characteristic of the mobile computation paradigm is to give programmers control over the mobility of code or active computations across the
network. This marks the latest approach to the concept of mobility which
has been investigated and exploited in di erent forms over decades. In the
late 1970s, mobility was used in the form of process migration, transferring a
process between two computers to enable load distribution or fault resilience.
In the 1980s, portable computers became available and researchers focused on
issues arising from the physical mobility of computers as well as process migration. Providing mobility as a programming language feature, as is done in
more recent languages, allows users to write mobile agents which move across
the network and carry out tasks on their behalf [1]. An agent can be de ned
as a whole computational component together with its state, the code it needs,
and some resources required to carry out its task. Telescript [2], Aglets [3],
Agent TCL [4], Concordia [5], Mole [6], TACOMA [7], Sumatra [8], Ara [9],
MOA [10] and Voyager [11] are some of the most recent and advanced enabling
technologies for mobile agents.
It is a natural question to ask if or how mobile computation can be smoothly
integrated with a previously existing paradigm. By smoothly we mean without
having to make signi cant compromises from the strengths of the paradigm. In
this paper, we explore the question for the case of functional programming by
surveying some approaches to programming language design issues relevant to
mobile computation.
Functional programs are concise, secure and elegant [12]. These qualities arise from the strong points of functional programming languages such
as higher-order features, robust type systems and automatic memory management. Despite these strengths, in some cases a di erent programming paradigm
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may seem to suit the programming task in hand or a programmer may wish
to transcend the features of a purely functional language to make more direct use of computational resources. To address these demands, the integration of functional, imperative, concurrent and distributed paradigms have been
explored through implementations of languages such as Concurrent ML [13],
Poly/ML [14], Facile [15, 16], Concurrent Haskell [17], Erlang [18], the Joincalculus language [19] and PLAN [20]. Understanding the fundamental ideas of
these languages can provide insight into the question of how well the bene ts
of functional programming languages can carry over to programming languages
for mobile computation. In the pursuit of our subject, there are also gains to
be made by looking at the general developments in the foundational studies of
the eld.
In Section 2 we introduce the programming language design issues which set
the focus and the scope of our survey. In Section 3 we give a brief overview of the
prominent formal models for concurrent, distributed and mobile computation.
We follow by examining the programming languages Concurrent ML, Facile,
PLAN, Erlang and the Join-calculus language individually, aiming to identify
their approaches to the issues introduced in Section 2.

2 Language Design Issues
This section presents some programming language design issues which are essential for mobile computation. The choices made in these design issues greatly
in uence the way in which a language supports mobile computation. Note that
this section covers those issues which appear to be the most crucial from the
language design perspective. Other signi cant issues for mobile computation
such as interoperability and eciency are not discussed in detail.

2.1 Concurrency

In general, concurrency is a desirable programming feature for mainly two di erent purposes; to facilitate the development of interactive systems and to speed
up applications by dividing programs into parts that can be run in parallel.
Computation in a network is inherently a concurrent activity. The di erent
nodes of a network can be used to carry out di erent tasks in parallel.
The speci cation and creation of processes in a concurrent programming
language can be either static, where the set of processes is xed or dynamic
where a language feature is provided for creating new processes on the y. The
means of providing communication and synchronisation are inextricably associated with the discussion of any concurrent activity. Shared-memory languages
use a mutable shared state to implement process communication and provide
mechanisms to prevent processes from interfering with each other. On the other
hand, distributed-memory languages use message passing primitives. A naming convention is adopted to specify both ends of the communication. Process
names, ports or channels may be used to designate the communication partner. The degree of synchronisation also varies from language to language; the
message passing may be of asynchronous, synchronous or request-reply type.
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2.2 Distribution

The physical distribution of processes among di erent nodes of a network may
be desirable for several reasons; improving eciency by making use of multiple
processors, increasing reliability and fault tolerance, accessing resources which
reside on another node and accommodating the distributed nature of applications such as booking systems and conference systems.
The issues concerning concurrency are valid for distributed systems with
the additional complexity of taking into consideration the di erent physical
sites of computation. For example, synchronous message-passing becomes a
global consensus problem in a distributed setting. The distribution of processes
among di erent physical locations makes locality an important notion to be
addressed carefully by language designers. Localities induced by computations
dispersed across several locations are also essential to many failure models used
in distributed programming.

2.3 Mobility

The interaction between the computational units moving across the network
and the computational environments they are relocated to characterises different forms of mobility. A classi cation regarding code and execution state
management can be made as follows. Weak mobility is the ability to transfer
code across di erent computational components where no migration of execution
state is involved. Code may be accompanied by some initialisation data. The
more dicult case to achieve is strong mobility which is the ability to transfer
both code and execution state [21].
Data space management is another issue which needs to be resolved by the
language design and implementation. Resource relocation and binding reconguration are the major problems. When a computational unit moves to a new
computational environment, the set of bindings to resources accessible by it
must be rearranged. The way of doing this depends on the nature of resources
involved and the type of binding to the resources. A survey of the approaches
regarding data space management can be found in [21]. A similar survey has
been conducted in [22].

2.4 Safety and Security

A major motivation for mobile computation is to make better use of the global
computation infrastructure by facilitating the sharing of its resources among
mobile computational entities. In order to bring about the desired advantages
of mobile computation, safety and security must be taken into consideration
with particular emphasis. In general, safety aims at prevention of mistakes
and unintended behaviour of programs. Safety is a precondition for security.
However, security is concerned with a wider range of issues such as secrecy,
integrity and prevention of malicious attacks.
Type systems are well known tools used by several programming languages
to enforce type safety. By type safety we mean that programs cannot corrupt
the runtime system so that further execution of the program is not faithful to the
language semantics [23]. Languages may choose to use static typing, dynamic
typing or a combination of these two.
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In the context of mobile computation, providing type safety alone may not
be sucient and programming languages may be compelled to employ more
heavyweight mechanisms such as those which rely on cryptographic techniques
for trust management.

3 Foundational Models
In parallel to the developments in language technology, several foundational
models of distributed computation have started to appear. These are generally
in the form of process calculi. It is possible to view these calculi as miniature
programming languages which are simple enough to highlight points of interest. They either o er improvements over the existing calculi for traditional
distributed computation so that the mobile computation paradigm can be accounted for or suggest profoundly di erent perspectives. In this section, we give
an overview of the most frequently cited calculi in the foundational study of
mobile computation.

3.1 Calculi for Concurrency

Earlier formalisms of concurrency such as Petri Nets [24], CSP [25] and CCS [26]
started by considering static connectivity. CCS and CSP provide an abstract
model of computation where the basic resources are communication channels
and the basic computation is carried out by input, output actions on these
channels. Processes are constructed as combinations of actions by using combinators such as sequencing, composition and choice. The -calculus [27] followed
these formalisms by o ering a richer model which includes features such as dynamic process and channel creation, transmission of names and a static scoping
discipline. This rich model relies on the basic notion of naming and communication of these names between processes. The -calculus is often described as a
calculus for mobility where the mobility refers to the mobility of the names.
The -calculus is a candidate for being the canonical calculus for concurrent
computation with its expressive power and relatively tractable semantic theory.
Since its rst presentation several variants of the -calculus have been proposed
such as [28, 29] and their behavioural properties and plausible type systems have
been investigated [30]. The main concerns for the calculi of this section, however,
have been concepts such as causality, con ict and concurrency between actions.
The issues related to physical distribution of processes were left unaddressed.

3.2 Location Calculi

In order to address the issue of physical distribution, many authors choose to
select a variant of the -calculus and to add new features to it. In this way,
they exploit the basic powerful notions of the -calculus and bene t from the
theoretical development around it. Another advantage of this approach is that
it gives the opportunity to relate the results obtained by di erent studies in the
common framework of the -calculus.
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3.2.1

l , 1 , 1l

l -calculus was presented by Amadio and Prasad [31] to be able to account for
the notions of locality and failure for the programming language Facile. A l

program consists of a number of processes running on one or more locations
where the number of locations can dynamically change due to failure or generation of new nodes. The calculus focuses on making clear the dependence of
channels and processes on the nodes where they reside. They take the view
that the distribution of processes can be perceived by the absence of certain
communication capabilities due to failures.
In a later work [32] Amadio introduces the 1 -calculus and studies its typing
system. The main idea is to enforce the unicity of the receptor by typing. The
advantage of this approach can be seen in the modelling of the interaction of
objects when an object calls the method of another uniquely determined object.
The l1 -calculus further enriches the 1 -calculus by adding explicit locations,
failures, mobility of processes and failure detectors.

3.2.2 Join-Calculus

The join-calculus by Fournet and Gonthier [33, 34] can be considered as a variant of the asynchronous -calculus which focuses on better locality and static
scoping principles. It is viable for a realistic distributed implementation as it
avoids global consensus for communication. In the join-calculus syntactic restrictions ensure that all channels have a unique location. It is assumed that
the underlying network knows the location of every channel.
The conceptual model [33] was obtained by an extension of the generic model
of the chemical abstract machine [35]. In a later work the join-calculus was
extended with explicit locations and primitives for mobility [34]. The resulting
Distributed join-calculus allows the expression of mobile agents moving between
di erent physical sites. A location resides on a physical site and contains a group
of processes. It can also be moved to another site taking all its sublocations with
it. Join locations can be organised into a tree structure. This feature of the
join-calculus o ers a simpler model of failure. Section 8 introduces the high-level
programming language which is built on the join-calculus.

3.2.3 D, Distributed-

D, a distributed variant of the -calculus was presented by Hennessy and
Riely [36]. It is di erent from the calculi presented by Amadio [32] in two
major respects. It ignores location failures and restricts communication to be
local. D supports global migration of passive code [37]. A series of works on
sophisticated type systems for resource access control, safe and secure execution
of mobile agents in open systems [36, 38, 39] build upon the model of D.
Distributed -calculus of Sewell [40] combines the location and migration
primitives from the Distributed join-calculus with asynchronous communication
in the -calculus style. It is given a type system in which the input and output
capabilities of channels may be either global, local or absent. The issues of global
and local subtyping and capability inference for this type system are studied
in [40]. Distributed -calculus supports global migration of active code [37].
A more recent work by Amadio, Boudol and Lhoussaine [41] presents the
Receptive Distributed -calculus which can be seen as a simpli cation of D
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and an extension of the 1 -calculus. The authors show that a simple static
analysis ensures the receptiveness of channel names. Together with a simple
type system this analysis guarantees a local deadlock-freedom property.

3.2.4 Ambient Calculus

The Ambient Calculus of Cardelli and Gordon [42, 43] is a process calculus
which is di erent in spirit to the -calculus model of computation. It focuses
on process mobility rather than process communication. It attempts to capture
the notions of locality, mobility and ability to cross barriers between di erent
administrative domains. The key abstraction is the idea of an ambient.
An ambient is a named location which may contain processes and subambients, and it can move as a unit inside or outside other ambients. Processes
within an ambient may cause their enclosing ambient to move. Ambient calculus supports local and asynchronous communication. It can also be considered
as supporting local migration of active code [37].
The typing aspects relevant to the control of exchange of values during the
communication and control of movement of ambients through other ambients
are investigated in [44, 45]. The authors of the ambient calculus have recently
been working on a modal logic which can express spatial as well as temporal
properties of ambients [46].

3.2.5 Seal () Calculus

The -calculus of Vitek and Castagna [47] shares goals with the Ambient Calculus but has design di erences. It aims to provide a model for secure distributed
applications over large scale open networks such as the Internet. It extends the
 -calculus with location mobility and resource access control. Security issues
have been emphasised in the development of the -calculus to allow context
independent proofs of security.
Seals are named, hierarchically-structured locations. A seal can contain a
hierarchy of subseals. Communication occurs synchronously over the channels
and is restricted to be either local or neighbourly. Seals may be moved over
channels.
The mobility of a seal is under the control of its environment. There are
mechanisms to control the propagation of names of channels to control external
access to local resources. The notion of portal is proposed as the key mechanism
to control inter-seal reactions. Unlike many other calculi, resource access issues
are addressed by mechanisms di erent from type systems. The authors state
that types appear too rigid a mechanism to model the dynamic resource allocation of real systems. They argue in favour of using types to constrain other
behaviours of seals to facilitate proofs of security properties.

3.3 Other Foundational Models

The literature includes many models which contribute to the foundational work
on modern and more traditional distributed systems. To list a few, the Actor
Model presented in [48], the coordination model Linda [49, 50], A Calculus with
Code Mobility [22] and the Spi calculus [51] are other in uential works in the
eld.
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4 Concurrent ML (CML)
4.1 Development

Concurrent ML (CML) [13] is a programming language, developed by John
Reppy, which integrates high-level abstraction mechanisms with concurrency
primitives. It has its roots in PML [52], an ML-like language used in the Pegasus
system at AT&T Bell Laboratories. The concurrency primitives of PML were
re-implemented on top of Standard ML of New Jersey [53] at Cornell University
and this evolved into CML as presented in Reppy's dissertation.
Reppy's s introduction to CML starts with his observation on the breakthrough in sequential programming brought about by the successful exploitation of procedural abstraction and data abstraction. At the time CML was
designed, the practice of concurrent programming had mainly been based on
low-level, systems programming languages which provided abstractions of hardware whereas Reppy aimed at facilitating programmer-de ned abstractions for
concurrent programming. His work on CML evolved around the question \What
is the right notion of abstraction for concurrent programming"?

4.2 Higher-Order Concurrency

The basic design philosophy of CML is to provide abstraction mechanisms which
allow the programmer to organise complex programs in a structured way while
also facilitating the expression of concurrency, synchronisation, and choice.
CML supports dynamic process and channel creation. Reppy claims that
shared-memory communication is ill-suited for an ML based language because it
relies on mutable state and leads to an imperative programming style. He argues
in favour of distributed memory (message-passing) communication, synchronous
message passing in particular.
The key underlying idea of CML is to separate the operation of synchronisation from the mechanism for describing synchronisation and communication protocols. CML introduces a new abstract type of values called event.
Events represent potential communication and synchronisation actions. These
abstracted actions are performed only when they are synchronised on.
By the introduction of the event datatype synchronous operations are elevated to being rst-class values. One can draw an analogy between synchronous
operations and functions; an event being analogous to a function abstraction and
synchronisation being analogous to function application. CML also provides
combinators for construction of more complex events from simpler ones.

Property

Function Values Event Values

Type constructor !
Introduction
-abstraction
Elimination
application
Combinators
, map, : : :

event
recvEvt, sendEvt, : : :
sync
choose, wrap, : : :

Reppy calls this style of concurrent programming, with the ability to express a wide range of concurrency paradigms by using events and a small set of
primitives and combinators, higher-order concurrent programming.
An overview of common CML operations is given in Figure 1. The operation
guard f creates an event out of the pre-synchronisation action f. When the value
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type thread id
type 'a chan
type 'a event
val spawn:(unit ! unit) ! thread id
val
val
val
val
val

channel: unit ! 'a chan
recv: 'a chan ! 'a
send: ('a chan  'a) ! unit
recvEvt: 'a chan ! 'a event
sendEvt: ('a chan  'a) ! unit event

val guard: (unit ! 'a event) ! 'a event
val wrap : ('a event  ('a ! 'b)) ! 'b event
val choose: 'a event list ! 'a event
val sync: 'a event ! 'a
val select: 'a event list ! 'a

Figure 1: Overview of CML operations
is synchronised on, the guard function f is evaluated and its result is used in
the synchronisation. The operation wrap(ev,f) wraps the event value ev with
the post-synchronisation function f. When this event is synchronised on, the
function f is applied to the synchronisation result of event ev. It should be
relatively obvious what the rest of the operations do.

4.3 Generalised selective communication

According to Reppy, support for generalised selective communication is essential
for a concurrent programming language. He points out the limitation imposed
by the notion of selective communication of CSP [25] in which only input guards
are allowed. He attempts to generalise this notion so that both input and output
operations are allowed as a guard.
The interplay between abstraction and generalised selective communication
has been a key issue in uencing the design of CML. The examples in [13] and [54]
may convince the reader that the new abstraction mechanism event is indeed
indispensable for a realistic integration of abstraction with selective communication, hiding the details of the communication protocols while allowing the
expression and implementation of selective communication.

4.4 Mobility

Since CML is not intended to be a language for distributed programming, the
kind of mobility support we can talk of is a rather restricted form which arises
from the fact that channels can be sent along channels. One can view CML
channels and the send and recv operations as providing an implementation of a
typed version of the -calculus. The key di erence is that in the -calculus one
can send free channel names along channels whereas in CML a channel has to
be created in some scope before being sent.
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The combination of local scoping inherited from ML let bindings and the
mobility of channels leading to scope extrusion allows programmers to express
controlled communication of processes in a relatively exible setting.

4.5 Safety and Security

CML adopts static typing to enforce type safety in the style of Standard ML [55].
The polymorphic type system of ML has been adapted to support polymorphism
of channels. The typing scheme of Standard ML of New Jersey which uses weak
types is inherited in the implementation of CML. However, the work on the
static semantics uses the type system presented in the De nition of Standard
ML. In his dissertation Reppy proves a type safety property for a subset of CML
which includes the essential concurrency extensions such as channels and events.

4.6 Formal Foundations

Reppy has also presented a dynamic semantics for a small language cv that
models concurrency features of CML. The type safety result mentioned above
has been obtained with respect to the dynamic semantics of cv .
The key design decisions of CML were not made to produce a clean algebra
but to produce a language to be used in large-scale computer programming.
However, it turned out that the algebra of events was observed to have some
pleasant properties. An investigation of categorical structure as well as denotational semantics has been developed by Alan Je rey [56].
CML has also been studied within the eld of static analysis [57, 58, 59, 60].

4.7 Applications and Extensions

The design of CML was motivated by the need to support the programming
of interactive applications rather than facilitating programming in a loosely
coupled distributed environment or exploiting parallelism in the hardware. Its
practicality has been demonstrated by the implementation of a multi-threaded
X window system toolkit called eXene and interactive applications on top of
eXene.
One can build higher-level linguistic support for distributed programming
on top of CML. Distributed ML developed by Krumvieda [61] extends CML
with new abstractions to model distributed communication.

5 Facile

5.1 Development

Facile is a higher-order, mostly functional programming language which attempts to encompass functional, imperative, concurrent, and distributed programming paradigm in a single programming language.
The original work on Facile began at the State University of New York in
Stony Brook. It focused on the formal foundations of the functional, concurrent
language integration [62] and on abstract implementation models. This work
was in uenced by the work on process calculi such as CCS and CHOCS [26, 63].
Starting in 1991 a group at the European Computer-Industry Research Centre
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(ECRC) re ned and implemented the language and the Facile Antigua Release
was made freely available in 1994. Facile was implemented as an extension of
the Standard ML of New Jersey compiler [53]. It was developed further by
Knabe to support the mobile computation paradigm [16].
A major principle in the design of Facile is the symmetric integration of
di erent programming paradigms so that every paradigm can use any other
paradigm as a subcomponent for its expression. For example, a function may
be implemented as a system of communicating processes and the internals of a
process may be implemented using functions.
The designers of Facile emphasise the importance of simplicity and coherence
of concepts and language constructs. The numbers of concepts and constructs
must be relatively few, easy to understand and their meaning must not be too
sensitive to their context. Most of the language constructs, except a few which
involve behaviours, can be expressed in the spirit of the -calculus using function
application and values.
Facile adopts the principle of uniform treatment of values from Standard
ML. All values are treated equally. For example, scripts, channels, guards, nodes
and libraries are all rst class values. This principle enables Facile to inherit
many of the bene ts of Standard ML as well as facilitating the programming of
applications which require dynamic connectivity.

5.2 Concurrency

Facile's model of computation depends on several concurrently executing processes. Processes can be created dynamically and they execute by evaluating
expressions. The behaviour of a process is syntactically described by a behaviour expression. Essentially behaviour expressions are not expressions because they do not denote values. The simplest behaviour expression is terminate
which denotes a dead process. The other basic form of behaviour expression is
activate exp where exp evaluates to a process script. A script can be thought of
as the code executed by a process. The language provides constructs, script and
activate for converting a behaviour expression into a script and vice versa. Behaviour expressions also include parallel composition of behaviour expressions
and the non-deterministic choice.
Processes communicate over synchronous channels. Processes have no identity except for the channels they can use in communication. Any value which
can be de ned in the language can also be communicated over channels. Process
scripts and channels are rst-class values. They can be passed as arguments,
returned as values of expressions and can be communicated over channels.
We choose to give an overview of Facile by means of an example. The
basic operations are similar to those of CML except for the characteristic event
synchronisation mechanism described in Section 4. Figure 2 and Figure 3 below
show di erent implementations of the same function illustrating the fact that
Facile can support di erent programming approaches.

5.3 Distribution

To address the locality of processes the notion of node has been introduced. A
Facile system can be viewed as a collection of nodes each of which host a number
of processes. A node corresponds to a virtual processor with an address space.
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proc b server(a,b) = let fun b(i) = if (i = 0) or (i = 1) then 1
else b(i-1) + b(i-2)
in b ! ( b(a?))
end;
terminate

Figure 2: Processes use functions
proc b server(a,b) =
let fun b(i) = if (i = 0) or (i = 1) then 1
else
let val (in1,out1) = (channel(int), channel(int));
val (in2,out2) = (channel(int), channel(int));
in

in b ! ( b(a?))
end;
terminate

end

spawn(out1 ! ( b(in1 ?)); terminate);
spawn(out2 ! ( b(in2 ?)); terminate);
(in1 ! (i-1));
(in2 ! (i-2));
((out1 ?) + (out2 ?))

Figure 3: Functions use processes
Nodes can be created dynamically and may reside on di erent computers in a
network. The language also provides the constructs r spawn and r channel to
create processes and channels at speci c nodes.
Since the implementation of the choice operator of CCS leads to problems in
a real distributed setting, Facile adopts a di erent version of the choice operator
which is discussed in detail in [62]. Facile also provides some general constructs
to implement delay and time-out mechanisms to get around the problems posed
by blocked communications. To de ne the semantics of these constructs the
designers of the language follow the developments in timed process algebra.

5.4 Mobility

The fact that functions are rst class values means that we can create functions at run time, apply them to arguments, pass them to other functions as
arguments and receive them as results. We can also transmit them over communication channels. All these properties imply that mobile agents have a natural
representation as functions in Facile.
However, there are other requirements for Facile to be generally accepted as
a mobile computation language for the global computing platform. One such
requirement is the ability to deal with heterogeneity of network nodes. Di erent nodes may be of di erent architectures and therefore support di erent value
representations. Knabe demonstrates di erent approaches for dealing with this
issue and implements a language which can be classi ed as a weakly mobile
language [16]. He also develops a way to combine strong typing, remote resource access and independent compilation which are desirable properties for a
12

language for mobile computation.

5.5 Safety and Security

Facile adopts static typing in the style of ML. The original de nition of Facile
presents a monomorphic type system for Facile. However, the implementation
adopts the weak polymorphic type system of Standard ML of New Jersey [53].
The authors have also presented a polymorphic sound type and e ect system
for a subset of Facile along with a type inference algorithm [64].

5.6 Formal foundations

A clean and well understood semantics has been the main motivation from the
very early days of Facile. This has lead to a number of works for the formal
foundations of Facile such as [62, 65, 66]. It continues to be of interest to
researchers of process calculi.

5.7 Applications

The focus of Facile is to provide a well-founded platform to support the development of end-user applications rather than system software. An e ort has been
made to enable Facile implementations in a network of heterogeneous platforms.
Interfaces with foreign environments have been developed.
Facile has been used in the implementation of the user interface of Calumet,
a cooperative work application which supports teleconferencing [67]. Einrichten
is another medium scale application which experiments with Facile. It was
developed by ECRC as a collaborative interior design system [68]. Finally, to
study the feasibility of mobile agent based computation in Facile, a technology
called Mobile Service Agents has been developed [69].

6 Packet Language for Active Networks (PLAN)

6.1 Development

PLAN (Packet Language for Active Networks) [20] is a domain speci c, simple
functional language for programs which form the packets of an active network.
It is based on a subset of ML with some primitives to express remote evaluation.
It is being developed as a part of the SwitchWare project [70] at the University
of Pennsylvania which is one of the prominent projects within the area of active
network research [71].
The concept of active networking has been motivated by the desire to bring
programmability to networks. Active networks are active in the sense that
switches perform customised computations on the packets owing through them.
This can be contrasted with the approach adopted in traditional networks where
the nodes transport data from one end system to another passively, computation being limited to header processing and signalling in packet-switching and
connection-oriented networks respectively. The principal advantages of active
networking are to be seen in the enabling of adaptive protocols, implementation
of application-speci c functions at strategic points within the network and the
deployment of new services at a faster pace [71].
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The SwitchWare project has been exploring how to make the network programmable by allowing switches to be dynamically extended with new services
and by allowing packets themselves to be programs. The idea of packets as
programs is being explored through the design and implementation of PLAN.
The SwitchWare architecture is based on three layers. The top layer consists of
active packets which are mobile entities containing both code and data which
replace the header and payload of conventional packets. The middle layer consists of extensions which may be dynamically loaded or which can be part of
the basic functionality of a switch. They communicate with other switches by
using active packets. The lowest layer is static and provides a secure foundation
for the layers above itself.
The active packet layer is intended for high-level control while the complex
functionality resides in services provided by the middle layer. Thus, PLAN was
designed to support lightweight programmability for packets while also providing a scripting language for general services which may employ heavyweight
computations. It is a small language with a resource-limited semantics. The
expressiveness is limited to allow active nodes to evaluate PLAN programs without the need for authentication. All programs are guaranteed to terminate by
limiting the resources consumed at each node. Packets and their descendents
can visit only a xed number of nodes. The designers of PLAN also put emphasis on the language being suciently well de ned so that advances in type
theory, programming language semantics and formal methods can be exploited
to address issues related to safety and security. The most recent implementation
of PLAN has been carried out in Objective CAML [72].

6.2 Concurrency and Distribution

As a language designed speci cally for active networks, PLAN supports concurrent and distributed execution of programs carried in active packets. It is a
purely functional language and its packets do not communicate with each other.
This ensures non-interference among concurrently executing programs. Service
layer extensions may be written in other general purpose languages and so can
introduce possibilities for communication.
A PLAN application consists of a series of PLAN packets which comprise
a task. A host application, which is a program that runs on an end-node in
the network and which may be written in another language, constructs a PLAN
packet and injects it into the active network through a port connected to the
local PLAN interpreter.

Packets

A PLAN packet encapsulates a chunk (code hunk) and the elds evaluation
destination, resource bound, routing function name, source and handler.
Packet
chunk
evalDest RB routFun source handler
code entry point bindings
A chunk is composed of three components: PLAN code, a function name
to serve as an entry point and values to serve as bindings for the function's
arguments.
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The code consists of a series of de nitions which bind names to functions,
values and exceptions where the names of the services available at the node of
de nition form the initial bindings in the namespace. The arguments are evaluated locally in a call-by-value fashion and the actual evaluation of the function
call is delayed until the packet arrives at its destination. It is invoked in an
environment where all top-level bindings are available. This is the point where
PLAN departs from the discipline of static scoping which it adopts elsewhere.
Chunks are rst-class data values which can be passed as arguments, returned from functions, can be stored in data structures and manipulated as
bags of bits. One can force the execution of a chunk by the core service eval.
The roles of the remaining elds of a packet are as follows. The routing
function serves to de ne how the packet will be transported from the current
node to the evaluation destination. The resource bound sets the limit on the
number of hops the packet or any of its descendents can make. This restricts the
global network resource usage of a PLAN application. The source eld names
the packet's oldest ancestor and the handler eld provides the name of a service
routine on the source which will handle certain error communications.

Network Primitives

PLAN programs create new packets through calls to the network primitives OnRemote and OnNeighbour. The call OnRemote(C,evalDest, Rb, routFun) creates
a new packet which will evaluate the chunk C on node evalDest. As we have
noted above, the bindings of the chunk are determined locally while the function
application is evaluated remotely. The arguments Rb and routFun correspond
respectively to the resource bound and the routing function name elds of the
created packet. Until it reaches its evaluation destination, Rb is decremented by
one at each hop and the packet is terminated if the resource bound is exhausted.
The network primitive OnNeighbor is similar to OnRemote the di erence being
that the created packet must execute on a neigbour of the current node.

Services

PLAN programs can call core services which are present on all active nodes in
the same way as they call locally de ned functions. Core services are guaranteed to terminate. The services thisHost, getHostByName, getNeighbors, getRB,
defaultRoute, print are examples of core services presented in the Speci cation
of PLAN [73] to be provided as standard library functions. In addition to these,
there are a number of service packages which extend the functionality of PLAN
programs. For example, the service package resident enables PLAN programs to
leave state on the nodes they visit to facilitate exploring the network topology.
Note that service packages such as these may create the possibility for unsafe
operations and therefore PLAN may have to impose certain safety and security
requirements to permit their employment. This will be discussed in more detail
below.

6.3 Mobility

In Section 6.2 we have introduced the execution model for PLAN programs in an
active network. Mobility of PLAN packets and the remote evaluation of chunks
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encapsulated in these packets is at the heart of the execution of PLAN programs.
Given its domain speci c approach, it is not straightforward to compare PLAN
with general purpose languages to classify the kind of mobility it supports.
Nevertheless, we consider PLAN to be strongly mobile due to the fact that
PLAN programs are able to initiate their own evaluation at a remote site as
well as taking with them a collection of resources which they may need at that
remote site.

6.4 Safety and Security

Expressiveness and Resource Limitations

PLAN has a limited set of simple constructs for ow of control. It supports
statement sequencing, conditional execution, iteration over lists by folding and
exceptions in the style of ML. Recursive functions and unbounded iteration are
not allowed to ensure the termination of programs. Besides these limitations on
its expressiveness, we have also noted its resource limited semantics. All these
restrictions are intended to enforce safety and security in a simple way. Indeed,
pure PLAN programs, which use core services only, can run with no need for
authentication.

Type System

PLAN is strongly typed which implies that well typed programs cannot go
wrong. It requires that programs are statically typeable but it also allows
dynamic type checking. A discussion about the relative merits of static and
dynamic type checking for PLAN can be found in [73].

Heavyweight Mechanisms

The safety and security of pure PLAN programs can be ensured by the mechanisms presented above. However, PLAN programs can also call service routines
which are written in general purpose languages. This constitutes a potential
threat to the safety and security of the system.
To make service calls safe, the pure part of PLAN has been complemented
with a system of trust management [74]. According to this system, each node
administrator creates a policy which restricts the use of unsafe services to selected users through a process of authorisation. Packets are then required to
authenticate themselves before accessing the priviliged services. The technique
employed by PLAN, which is based on expanding or contracting a packet's
service environment based on its level of privilege, is called namespace-based
security.

6.5 Formal Foundations

PLAN has recently been provided with a speci cation which aims to de ne
a mathematically precise operational semantics [73]. It is intended to set a
standard for implementations and to support proofs of key properties of PLAN
which all conformant implementations must obey.
The designers of PLAN have aimed to keep the language simple. It employs the -calculus as its core and adopts many features of the programming
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language ML which is known for its well-de ned foundations. Hence, it is possible to exploit much of the existing work in programming language theory.
However, the complexity of service extensions poses challenges for safety and
security requirements. The formulation and veri cation of these remains as
further investigated.

7 Erlang

7.1 Development

Erlang [18] grew out of the experiments conducted by the Ericsson Computer
Science Laboratories to facilitate development of telecommunication systems
with less e ort and fewer errors. Telecommunication systems pose a range
of requirements which are dicult to deal with by conventional programming
languages such as the requirement for introducing software upgrades without
interrupting the execution of the system and fault-tolerance.
Erlang was built upon ideas from logic and functional programming communities and programming languages such as Chill and Ada which have industrial
applications in programming control systems. In 1999, an open-source Erlang
was released. It contains the implementation of Erlang as well as a large part
of Ericsson's middleware for building distributed high-availability systems [75].

7.2 Concurrency

Erlang supports a process-based model of concurrency which has asynchronous
message-passing. Processes can be created dynamically by the primitive spawn.
The expression spawn(Module, Function, ArgList) creates a process which will
evaluate the function in a specifed module and returns the identi er of the newly
created process. Note that Erlang uses a call-by-value semantics in function
application. A process identi er is a rst-class object and can be manipulated
like any other object. Process identi ers in Erlang are necessary for specifying
the communication partner.
Message passing is the only form of communication in Erlang. A message can
be any Erlang value and can be sent to another process whose process identi er
is known. The expression pid ! message causes the value denoted by message
to be sent the process with the identi er pid. The primitive receive is used to
receive messages.
receive
Message1 [when Guard1] ! Actions1;
Message2 [when Guard2] ! Actions2;
...
end
Each process has a mailbox and all messages sent to the process are stored in
the mailbox in the same order as they arrived. The rst message in the mailbox
is matched against the patterns in the receive construct, if a match is found
the message is removed from the mailbox and the corresponding actions are
evaluated. Otherwise, the other messages in the mailbox are tried in the same
fashion. The unmatched messages remain in the mailbox in the same order as
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they were stored to be matched upon the next receive. Optionally, the receive
primitive can be augmented with a timeout.

7.3 Distribution

The notion of node abstracts an Erlang virtual machine. A distributed Erlang
system is a network of Erlang nodes where a node corresponds to a processor. The primitive r spawn is used to create a process on a speci c remote
node: r spawn(Node, Mod, Func, ArgList). Almost all operations allowed on
process identi ers are also allowed on remote process identi ers.

7.4 Mobility

Erlang does not support mobility in any of the senses described in Section 2.
However, there have been some attempts to extend Erlang in the direction of
mobility support [76, 77].
In Erlang, there is no direct way for a process to move. If a process wants
to move it may spawn a new process on a remote node and then terminate on
the local node. The state is carried over through the arguments to the spawned
process. The code to be executed on the remote node, which is a function in
a module, must exist in the remote system's default search path. Furthermore,
the modules referenced in the loaded module are also resolved on the remote
system.
SafeErlang [77] extends Erlang with a remote loading mechanism so that the
code no longer needs to be available on the local system but can be loaded from
an arbitrary place. Therefore SafeErlang can be considered to support weak
mobility. In SafeErlang, module identi ers (Mid) are introduced to serve as
packaging of code moved around the distributed system. They store information
on the origin and the representation of the code.

7.5 Safety and Security

Erlang adopts dynamic typing. There have been attempts to develop soft type
systems so that some advantages of static typing can be enjoyed by Erlang
programs. Various publications on type systems for Erlang can be reached
through Erlang's web site [75].
The authors of SafeErlang [77] and SSErl [78] identify the features of Erlang
which create major security holes for Erlang systems in the case of computation
in an open system. These are mainly due to the lack of control over resources
of the system and the lack of hierarchy among the nodes. SafeErlang attempts
to deal with these issues by introducing the concepts of capability and subnode.
SSErl is a system with similar goals to SafeErlang. The author of SSErl states
that SafeErlang has a stronger focus on code mobility whereas his concern is a
simpler and more comprehensive implementation of capabilities and subnodes.
A capability is a globally unique, unforgeable name for some resource such as
a module, node, pid or port and a list of operations permitted on that resource
by holders of the capability such as exit, link, register, restrict and send. A
capability is created and veri ed upon use on the node which manages the
referenced resource.
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In order to allow a hierarchy within a system, so that custom context of
services become available, SafeErlang enables the creation of subnodes with a
primitive. The expression subnode(Name, Options) returns a reference to a new
node containing a full capability. It can be used to manipulate the node and
spawn processes on it. The Options can be used to restrict the system resources
the node is allowed to use.

7.6 Code Replacement

The target application domain for Erlang was telecommunications. Code replacement during operation is a common requirement in large soft real-time
control systems which typically use long-lived computations. This section is
about the language feature of Erlang which facilitates code updates without
interrupting the execution of the system.
In Erlang, the use of an explicitly quali ed name (M:f) causes the function f
in a module M to be dynamically linked into the run-time code. Every time a
function call is made using this notation, the system will evaluate the function
using the latest version of the code. For example if the user wishes to replace the
code for module M without interrupting its execution, recompiling and loading
the new code for module M will cause the new code for function f to take e ect
upon its next application.

7.7 Formal Foundations

It is reported on the Web pages of the Ericsson Computer Science Laboratory
that a speci cation of the Erlang programming language is being developed. It
is stated that the intention is not to write a formal de nition like the De nition
of Standard ML but a speci cation close in style to that of Java and Common
Lisp.
There is a research group working on the veri cation of Erlang programs.
The goal of the project is stated as producing a method and a prototype tool-set
for veri cation. One of the publications related to this project is [79]. In this
paper a logic and a proof system is introduced for proving properties of open
distributed systems. A core fragment of the Erlang programming language is
used as a realistic setting to demonstrate the results. Erlang is considered as a
rst-order actor language with datatypes, bu ered asynchronous communication
and dynamic process spawning.

8 The Join-Calculus Language

8.1 Development

The join-calculus language [19] is an experimental high-level language based on
the process calculus with the same name presented by Fournet and Gonthier
in [33] and its distributed and mobile extension presented in [34]. Two implementations of the join-calculus have been carried out in the Objective CAML [72]
environment. The rst one, Join-Calculus language system, contains a compiler
and an interpreter written in Objective CAML. The language is the join-calculus
extended with basic types where most of the Objective-CAML libraries appear
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as primitives. An interface to Objective-CAML modules has also been provided. The second one, JoCaml System, is based on the standard Objective
CAML distribution extended with a join-calculus library. The language is Objective CAML extended with join-calculus de nition and locations. Although
we focus on language features in general which are not implementation speci c,
this section should be considered to refer to the Join-Calculus language system
when there is any scope for confusion.
The original work on the join-calculus was motivated by the observation of
the gap between theory and practice of concurrent computation in distributed
systems. According to the authors, the existing calculi provided elegant theories however they overlooked implementation issues. On the other hand, the
large set of constructs found in programming languages for building concurrent
distributed applications was an obstacle to their theoretical investigation. The
design of the join-calculus was an attempt to provide a simple formal model of
concurrent, distributed computation which can also be used a foundation for a
practical programming language suitable for computation in modern networks.
The higher-level programming language has been derived directly from the
join-calculus by providing some syntactic convenience.

8.2 Concurrency

Join-calculus programs are composed of processes and expressions. Processes
are executed asynchronously for their side e ects and they return no value.
Expressions are evaluated synchronously to yield a result. Processes are created
dynamically by the spawn construct and expressions are introduced by the do
construct. Processes communicate by sending messages over channels.
Channels are divided into two categories: synchronous and asynchronous.
Synchronous channels return results while the asynchronous ones do not. A
characteristic feature of the join-calculus is that channels and the processes
which listen on these channels are de ned by a single construct. This permits
implementing functions by channels. Users can create new channels with a let
construct. Note that this is not the same kind of let binding familiar from functional programming. For example, assuming that echo was previously de ned,
let echo twice(x) = echo(x) j echo(x) de nes a new channel echo twice. Sending
a value on echo twice would cause the process (echo(x) j echo(x)) to be red
where x is bound to the value sent. Activating the de nition by the statement
spawn echo twice("b") would cause "bb" to be put on the screen.
Synchronous names can be used to support a functional programming style
as in the following example. The synchronous channel b can be considered as
implementing the Fibonacci function.

let b(n) = if n <= 1 then reply 1
else reply b(n-1) + b(n-2)
As can be seen in the above examples, the channels of the join-calculus
have a di erent character than those of many process calculi such as the calculus. The join-calculus channels are not bi-directional, they can only send
messages. This is due to the fact that the de nition of the receptor process and
the de nition of the channel receiving the input for the process coincide. Note
that bi-directional processes can be encoded in the join-calculus [19].
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8.3 Join-patterns

Join-patterns extend the key mechanism of channel de nitions presented above.
It is possible to de ne several channels simultaneously by using join-patterns.
To trigger the following print string process, messages must be sent both on
fruit and cake: let fruit(f) j cake(c) = print string(f "" "" c)
One can observe from the example above how join-patterns can be used to
express non-determinism. Sending several messages by the following statement
could cause possible di erent di erent combinations to be output.
spawn fruit("apple") j fruit("pear") j cake("pie") j cake("crumble")

By using composite join-patterns di erent synchronisation patterns can be
speci ed. For more examples the user is referred to [19]. Brie y, join-patterns
are a very powerful mechanism to encode data structures, control structures for
concurrency such as locks and control structures for general purpose programming such as loops.

8.4 Distribution

The join-calculus uses asynchronous message-passing which is the basic operation provided in most distributed systems. This fact facilitates its distributed
implementation.
The execution of join-calculus programs can be distributed over numerous
heterogeneous machines. At any time, a process or an expression runs on a
given machine. Resources such as de nitions and processes are never silently
relocated by the system. The next section will address the facility for migration
of computational units under the language control.
The scope for de ned names and values is independent of the localisation.
This implies that when a channel name is known it can be used without knowing
whether it is local or remote. Locality is transparent in this sense. Programs
can be written without being concerned about where their parts will actually
be executed.

8.5 Mobility

The previous section on distribution has drawn a picture in which the localisation of processes and expressions is highly static. For all the reasons which
motivate the mobile computation paradigm, it is desirable to have control over
the adjustment of localities. The join-calculus language supports mobility in
the strong sense described in Section 2.
A unit of locality called location is introduced. A location contains a collection of de nitions and processes. Every location is given a name and location
names are rst class values. Locations can move from one place to another while
processes and de nitions are statically attached to their locations. As a result
of the migration the location becomes a sublocation of its destination. Distributed computations can be organised as trees of nested locations. Migrations
are triggered by a process inside a location by means of a go statement.
Several examples on mobility can be found in [19]. The following example
given in Figure 4 is included to give an idea about how mobile agents can
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loc here end
do ns.register("here",here)

( client side )

loc mobile
( server side )
init
let here = ns.lookup("here")
in go(here);
let sqr = ns.lookup("square")
in
let sum(s,n) = reply (if n=0 then s else sum(s+sqr(n), n-1))
in let result = sum(0,5)
in print string("q:sum(5) = "string of int(result));
end

Figure 4: Mobile Agent
be programmed in the join-calculus language. Suppose that the purpose is to
improve the eciency of the function sum which uses a function called sqr. A
reasonable way of achieving this would be to move to the place of the sqr function
and call it locally. On the side of the sqr function a new location called "here"
can be created and registered on the name-server. On the client side another
location called mobile can created so that it gets the name "here" and migrates
there.

8.6 Safety and Security

The join-calculus has a static type system which follows closely that of Standard
ML. A new type generalisation criterion which extends the polymorphism of ML
to join-de nitions has been established in [80]. The authors prove the correctness
of their type system with respect to a chemical semantics and also relate typed
extensions of the core join-calculus to functional languages.
Furthermore, Abadi, Fournet and Gonthier investigate the secure implementation of channel abstractions on a variant of the join-calculus in [81].

8.7 Formal Foundations

As we have already noted, the join-calculus language is an experimental language. Although it has features such as a modules system and garbage collection which encourage the development of practical applications, the sound
theoretical basis it provides attracts more attention. It is a direct descendant
of the process calculus with the same name which was introduced in Section 3.
The join-calculus is being referred to by many calculi and programming language designers as a departure point for their work or for comparison. There
are numerous works and results with theoretical aspects. Translations from the
join-calculus to other calculi and vice versa, notions for behavioural equivalences
and investigation of proof techniques are examples of such works [33, 34].
A very recent work by Fournet and Schmitt [82] focuses on the implementation of ambients from the Ambient Calculus [42] in the JoCaml system. This
work includes a translation scheme from the Ambient Calculus to the joincalculus while providing a comparison between the two calculi.
22

Language
Process Creation
Communication
Distribution
Mobility
Static Typing
Dynamic Typing

CML

Facile

PLAN

Erlang

Join-Calculus

channel
p

weak
p

strong
p

strong
p

No

No

weak
soft
p

dynamic dynamic dynamic dynamic dynamic
sync.
sync.
No
async.
async.
p
p
p
p
No

p

No

Figure 5: Summary

9 Conclusions
We have paid particular attention for our survey to include representatives of
di erent existing approaches to language design. When we were faced with a
choice between two languages, we were biased for the one which has relatively
better understood formal foundations. Therefore, most of the languages we
have considered have close links with the functional language ML which has a
complete formal de nition [55].
Figure 5 summarises the approaches taken by di erent language designs
with respect to the issues which we have considered in detail throughout this
paper. Our concise reading of this picture is as follows. All of the languages we
have considered support dynamic creation of concurrent computational units
indicating that this is a requirement to accommodate the dynamics of modern
networks. The means of communication remain to be an issue of choice depending on the targeted application domain of the language. Increasing demand for
control over the mobility of computations can be observed by inspecting the
chronological order of the developments around these languages. We should
also note that the diculty of achieving strong mobility without compromising
expressiveness, safety or security is a commonly agreed fact. Type systems are
seen as useful tools for providing safety. The guarantees o ered by static typing seem to be attractive to all, however some languages nd exibility equally
important and seek to reconcile the advantages of the two.
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