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Abstract
Steganography is the art of hiding the fact that communication is taking place, by hiding
information in other information. In this paper we have investigate two methods of RGB
image steganography one is pixel indicator technique and other is triple-A algorithem.They
uses the same principle of LSB, where the secret is hidden in the least significant bits of the
pixels, with more randomization in selection of the number of bits used and the color
channels that are used. This randomization is expected to increase the security of the system
and also increase the capacity. These techniques can be applied to RGB images where each
pixel is represented by three bytes to indicate the intensity of red, green, and blue in that
pixel. This work showed attractive results especially in the capacity of the data-bits to be
hidden with relation to the RGB image pixels.
Keywords: - Steganography, randomization, RGB Bitmap images, Triple-A Algorithm, Pixel
Indicator Algorithm.Computer Security

1. Introduction
Steganography is the art of hiding information into another covering media in a way that
nobody except the receiver can detect the secret message and retrieve it.Steganography
(which means “covered writing” in Greek) is an old art that has been used since the golden
age of Greece where some practices were recorded like: writing a message on a wooden table
then covering it with wax, and tattooing a messenger hair after shaving and then let his hair
grow up before sending him to the receiver where his hair was shaved again. Other techniques
use invisible ink, microdots, converting channels and character arrangement. Digital
steganography[3] has many applications in today’s life. It could be used as a digital
watermarking to protect the copy-rights, or to tag notes to digital images (like post-it notes
attached to paper files), or to maintain the confidentiality of valuable data from possible
sabotage, theft, and unauthorized viewing.Image-based steganography techniques[4] need an
image to hide the data in. This image is called a cover media. Digital images are stored in
computer systems as an array of points (pixels) where each pixel has three color components:
Red,Green, and Blue (RGB). Each pixel is represented with three bytes to indicate the
intensity of these three colors (RGB).
Some techniques have been used for image steganography such as LSB, SCC and image
intensity .In LSB, the least significant bit of each pixel for a specific color channel or for all
color channels is replaced with a bit from the secret data. Although it is a simple techniques,
but the probability of detecting the hidden data is high. SCC technique is an enhancement.
The color channel, where the secret data will be hidden in, is cycling frequently for every bit
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according to a specific pattern. For example, the first bit of the secret data is stored in the
LSB[6] of red channel, the second bit in the green channel, the third bit in the blue channel
and so on. This technique is more secure than the LSB but still it is suffers detecting the
cycling pattern that will reveal the secret data. Also it has less capacity than the LSB.

Figure 1. Steganography tradeoff parameters
Designing any stego algorithm should take into consideration the following three aspects
(Figure 1):
• Capacity: The amount of data that can be hidden without
significantly changing the cover medium.
• Robustness: the resistance for possible modification or
destruction in unseen data.
• Invisibility (Security or Perceptual Transparency): The
hiding process should be performing in a way that it does
not raise any suspicion of eavesdroppers.
Figure 1, shows the relation between these three main parameters. If we increase the capacity
of any cover to store more data than a practical possible threshold, then its transparency or
robustness will be affect and vice versa. Similarly, transparency and robustness are related; if
any of these two parameters are influenced, it can affect the performance in the other one. The
capacity, robustness, and security parameters relation issues can be driven by the application
need and its priorities.
The flow of the paper is as follows. Section 2 describes the pixel indicator method and
Section 3 discusses triple algorithm. Implementation overview of pixel indicator method and
triple algorithm provided in Section 4. Section 5 presents experimentations and comparisons
of both methods. Finally section 6 gives the conclusion remarks of the work.

2. PIXEL INDICATOR TECHNIQUE
We analysis this pixel indicator technique[2] for RGB images steganography. The technique
uses least two significant bits of one of the channels Red, Green or Blue as an indicator of
data existence in the other two channels. The indicator bits are set randomly (based on the
image nature) in the channel. Table 1 shows the relation between the indicator and the hidden
data inside the other channels.To improve security, the indicator channel is not fixed. The
indicators are chosen based on a sequence. In the first pixel Red is the indicator, while Green
is channel 1 and Blue is the channel 2. In the second pixel,Green is the indicator, while Red is
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channel 1 and Blue is channel 2. In third pixel Blue is the indicator, while Red is channel 1
and Green is channel 2.

Table 1. Meaning of indicator values.

3.TRIPLE-A: AN ALGORITHM
Figure 2 shows the Triple-A algorithm[1] taking the message (M), the carrier image (C), and
the password based generated key (K) depending on password (P), as inputs and produces the
message (M) hidden inside the carrier image (C).

Figure 2. Inputs and outputs of triple-A an algorithm.
The RGB Image is used as a cover media. It utilizes the advantage of the Bmp images, where
every pixel is independent from the reset of the image file. Enc (M, K) is hidden according to
our triple-A algorithm of Fig. 2 which needs to have a pseudorandom number generator
(PRNG).The assumption for PRNG is to give two new random numbers in every iteration.
The seeds of these PRNGs namely Seed1 (S1) and Seed2 (S2) are formed as a function of the
Key (K). S1 is restricted to generate numbers in [0, 6] while S2 is restricted to the interval [1,
3]. S1 random number is used to determine the component of the RGB image which is going
to be used in hiding the encrypted data Enc (M, K).
Table 2 shows how (S1) random number selects the RGB components. On the other hand,
(S2) random number determines the number of the component(s) least significant bits that is
used to hide the secret data. On the same way Table 3 shows how (S2) random number
determines the number of component bits. Bmp images are represented in computer systems
as a two-dimensional array of X-position and Y-position. X-position and Y-position for the
pixels with hidden data is distributed inside the image according to the size of the secret data
Enc (M, K) and the carrier image (C) computed.
Table 2. Seed 1 random number usage.
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Table 2 shows that the maximum number of bits used from a component are 3 bits. While
table 3 shows that the maximum number of bits, which is used to determine the component
bits, are 2 bits. This indicates that the algorithm may add up to a maximum of ± 7 to the value
of the color component(s) in that pixel.
Table 3. Seed 2 random number usage

Also, by combining data from the previous tables, we can see that the minimum number of
bits used in each pixel is 1 if we use only one bit of one chosen components of the RGB
image. The maximum is 9 bits if we used all the three components with three bits.

4. IMPLEMENTATION OVERVIEW
Triple-A algorithm
The Triple-A algorithm is increased the capacity ratio and the security level of the
concealment operation. Theoretically, the average number of bits used per pixel is equal to
3.428 where the maximum number of bits used in SCC could be 3 and for LSB is 1. This
shows us that the capacity of the triple technique is higher than the previous techniques. By
using this algorithm, the ratio between the number bits used inside a pixel to hide part of the
secret message; and the number of bits in the pixels itself, which defined as the capacity
factor can be in the range from 1/24 to 9/24 if we use a maximum of 3 bits. Moreover, if we
extends the algorithm to hide 4 and even 5 bits the factor can be increased up to 15/24 which
is above half of the pixel bits, but the down side is the additional noise introduced as the
number of bits used to hide the secret data get higher
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A: original carrier.

B: carrier with secrete using Triple-A algorithms.
Figure 3. Image steganography testing example.
Our algorithm has the same unpredictable message size as the pixel indictor scheme but the
Triple has maximum capacity ratio better than the pixel Indicator. Also, the unpredictability
in pixel indicator is function of the image carrier (C) which is usually has mega sizes. TripleA in the other case depends on the key (K) which is of smaller size.
pixel indicator
The randomization is in the indicator channel content, which gave different results in every
run based on the starting pixel to hide data. After many runs of the algorithm we came up
with some results. Frequency analysis, histogram, was performed to check the change in the
cover image. Also, the number of pixels used in each run to hide data was recorded. Note that
the visual change between the original image and stego-image cannot be predicted. However,
the differences between the images before and after hiding the data can be sensed through
histograms. Histograms of the RGB channels: Red, Green, and Blue, are tested separately to
study the method security. Figures 4 and 5 show the histogram of the Red channel pre and
post the hiding process. Similarly,
Figures 6 and 7 show the histogram of the Green channel pre and post the hiding process.
Also, Figures 8 and 9 show the histogram of the Blue channel pre and post the hiding process.
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Figure 4. Original image histogram of the red channel

Figure 5. Modified image histogram of the red channel

Figure 6. Original image histogram of the green channel
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Figure 7. Modified image histogram of the green channel

Figure 8. Original image histogram of blue channel

Figure 9. Modified image histogram of blue channel
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By comparing the two histograms of the three RGB channels before and after hiding data,
some security feedback can be concluded. Observe the red and green channel histograms
before and after the modification (Figures 4 & 5, and Figures 6 & 7), the change cannot be
detected; both, Red and Green, channels can be used to give some security promise. However,
changes can be detected clearly in the histogram of the blue channel,which puts some future
work to investigate the reasons and implications of this issue.

EXPERIMENTATIONS & COMPARISONS
In pixel indicator interestingly, from the different test runs, we got different distributions
between the three channels, which continued varying between the channels with no
apparently detected pattern. This undetectable pattern changing within RGB channels gave us
the promise that this analysed technique may be considered random or pseudorandom based
on the randomness of the indicator channel. The different testing results are listed in Table 4,
which shows the randomness in the results. This sample study gave us hint of the capacity of
this algorithm. Hiding the text message of 11,733 characters length (93,864 bits) within the
image of 196,608 pixels utilized less than fourth of these pixels. It can be roughly concluded
for the algorithm capacity that a pixel is needed to hide every two bits. The robustness of
algorithm is not investigated thoroughly. The first impression about robustness is that it is
achieved electronically, as long as the image is not modified or compressed. If this robustness
issue is true, it can be considered as clear drawback of the method needing more future study.
In general, this algorithm may open new directions in steganography research leading to
interesting results.
Table 4. Capacity of cover image

Triple-A algorithm is implemented using software package developed using C#. The resulting
stego-images is tested and compared with the original images by using histograms generated
by MATLAB to check the level of noise or distortion caused by the Triple-A algorithm. The
results are compared with other stego-images generated using pixel algorithm. The level of
distortion and the capacity issues are highlighted. Figure 3 shows an original carrier compared
to the same carrier with secret using Triple-A algorithm. From the first moment, you cannot
see difference within the images; but the histogram of the images shows a minor difference in
the value of the components: R, G and B. It is shown that triple-A algorithm enhance the
capacity ratio with a factor of around 4.
If we look at the image as a whole, since we used PRNG, we should average the number of
bits used to hide the secrete data over the image carrier. Thus, the capacity ratio is = (Number
of bits used each possible case)/ (Total number of cases * 24).
Since we have a total of 21 cases decomposed as:
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Using One component case: here we have 3 ways to determine the bits * 3 ways to decide the
component R, G or B. this results in 9 cases.
Using Two component case: here we have 3 ways to determine the bits * 3 ways to decide the
component RG, RG or GB. This result in 9 cases.
Using Three component case: here we have 3 ways to determine the bits * one way to decide
the component which is RGB. This result in 3 cases.
The average capacity ratio is around 1/7 or 14% of the original cover media size. The secret
data is scattered throughout the whole image. Also, extracting the secret data without the
Knowledge of seeds is almost impossible.
The secret message has retrieved correctly using both methods. As a stego-analysis
procedure, Triple-A which is more difficult to guess.

CONCLUSION
Triple-A concealment technique is introduced as a new method to hide digital data inside
image-based medium. The algorithm adds more randomization by using two different seeds
generated from a user-chosen key in order to select the component(s) used to hide the secret
bits as well as the number of the bits used inside the RGB image component. This
randomization adds more security especially if an active encryption technique is used. The
capacity ratio is increased above SCC and pixel indicator scheme. Triple-A has a capacity
ratio of 14% and can be increased if more number of bit is used inside the component(s).
Triple-A algorithm has the same unpredictable message size as the pixel indictor scheme but
the Triple-A has maximum capacity ratio better than the Pixel indicator. Also, the
unpredictability in pixel indicator is function of the image carrier (C) which is usually has
mega sizes. Triple-A in the other case depends on the key (K) which is of smaller size.
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