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Abstract

Background: Theterms health app and medical app are often used interchangeably but do not necessarily mean the same thing.
To better understand these terms and better regulate such technologies, we need distinct definitions of health and medical apps.

Objective: This study aimed to provide an overview of the definitions of health and medical apps from an interdisciplinary
perspective. We summarized the core elements of theidentified definitionsfor their holistic understanding in the context of digital
public health.

Methods: The legal frameworks for medical device regulation in the United States, the European Union, and Germany formed
the basis of this study. We then searched 6 databases for articles defining health or medical apps from an interdisciplinary
perspective. The narrative literature review was supported by aforward and backward snowball search for more original definitions
of health and medical apps. A qualitative analysis was conducted on the identified relevant aspects and core elements of each
definition. On the basis of these findings, we developed a holistic definition of health and medical apps and created a decision
flowchart to highlight the differences between the 2 types.

Results: Thelega framework showed that medical apps could be regulated as mobile medical devices, whereasthereisno lega
term for health apps. Our narrative literature review identified 204 peer-reviewed publications that offered a definition of health
and medical apps. After screening for original definitions and applying the snowball method, 11.8% (24/204) of the publications
were included in the qualitative analysis. Of these 24 publications, 22 (88%) provided an original definition of health apps and
11 (44%) described medical apps. Theliterature suggeststhat medical appsareapart of health apps. To describe health or medical
apps, most definitions used the user group, adescription of health, the device, thelegal regulation, collected data, or technol ogical
functions. However, the regulation should not be a distinction criterion as it requires legal knowledge, which is neither suitable
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nor practical. An app’sintended medical or health use enablesaclear differentiation between health and medical apps. Ultimately,
the health aim of an app and its main target group are the only distinction criteria.

Conclusions: Health apps are software programs on mobile devices that process health-related data on or for their users. They
can be used by every health-conscious person to maintain, improve, or manage the health of an individual or the community. As
an umbrella term, health apps include medical apps. Medical apps share the same technological functions and devices. Health
professionals, patients, and family caregiversarethe main user groups. Medical appsareintended for clinical and medical purposes

and can be legally regulated as mobile medical devices.

(JMIR Mhealth Uhealth 2022;10(10):€37980) doi: 10.2196/37980
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Introduction

Background

The way people monitor their health has changed rapidly in the
last decades owing to the smartphone and its widespread
accessibility [1,2]. According to the World Health Organization
(WHO), mobile health (mHealth) is a general term that covers
public health and medical practice through the use of
smartphones, sensors, personal digital assistants, wireless
monitoring devices, or other wireless devices[3]. It can enable
and improve the delivery of health care [4,5]. Mobile apps are
defined as software programs that run on smartphones or tabl et
platforms[6]. Such apps can promote health and primary disease
prevention [7,8]. At the same time, apps can support people
with chronic illnesses in managing their medical conditions
[8,9] or improve treatment adherence [10]. Furthermore, apps
offer the opportunity to increase the autonomy of patients
without necessarily needing to include physicians [11]. Not
only may apps help in improving or monitoring one's health,
but they can also play an important role in health economics as
they can help in saving costs and increasing utility for health
care systems [4,12-14)].

Theuse of appsin health can have downsides. Firgt, it isunclear
whether and how mHealth contributes to a health care system
with improved cost-effectiveness. Second, the evidence of a
positive health impact through apps is not aways available.
Some studies suggest alack of (long-term) evidence for health
apps, which indicates a potential risk to the health of mHealth
users [7,9,15]. These potential risks may cause unintended
consequencesfor users, their social environment, and the overall
health care system [16]. Although some studies have reported
positive long-term effects on users health [7-11,15], a clear
directive on whether apps are an effective tool for diagnosing
and treating health issuesis yet to be established. Hence, there
is a need to disentangle some of the conceptual unclaritiesin
this domain and further advance research.

The potential of apps on the one hand and their risks on the
other have drawn the attention of legislators as well. Several
countries have started to regulate maobile appsin their function
asmedical devices—in 2021, the European Union (EU) Medical
Device Regulation (MDR) started to uniformly regulate apps
as medical devices in Europe [17]. The MDR is not an
app-specific regulation as it addresses medical devices in
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general, including apps and other medical devices (eg, cardiac
pacemakers, catheters, and filtering facepiece 2 masks). Apps
can be affected by the areas of, for example, data protection,
data security, consumer protection, medicine, and social law.
App-specific laws, on the contrary, arerare[18,19]. In Germany,
appsas medical devices have been officially made available for
prescription since October 2020. This was introduced in the
Digital Healthcare Act. The Digital Healthcare Act explicitly
considers apps as digital health applications (DiGA), which,
therefore, fall under app-specific law [20]. Despite al this,
regul ation—regardless of being app-specific or not—shares no
common understanding of appsin thefield of health. Although
the law is highly dependent on accurate definitions, thereisno
legal definition of appsin the field of health. On the basis of a
standard definition of apps in hedth, we argue that app
developers will be nudged to use evidence-based approaches
to develop apps in health. This ensures user safety and reduces
therisk of harm [21].

The number of different stakeholdersis mainly what causesthe
current unsatisfying situation. The diversity of stakeholders
shows that appsin this field are not geared exclusively toward
health care providers but also toward the general public and
policy makers. When developing a new app, developers of
mHealth apps need to consider patients, clinicians, families,
researchers, politicians, providers, and payers alike [22].
Especially in health care systems with public funding, payers
and usersdo not necessarily haveto be the same person. In some
countries (eg, Germany), health insurance companies have
started to reimbursetheir clientsfor specific mHealth apps once
prescribed by a physician [23].

Objectives

To better understand apps in health and aim at a more precise
regulation of such technologies, exact definitions of theseterms
are needed. The goal of our literature review was to explore
existing definitions of health and medical appsin the academic
literature, specifically from apublic health and law perspective.
In this study, we focused on the differences and similaritiesin
definitions and how health and medical appsrelateto each other.
We summarized the findings, resulting in more holistic
definitions of health and medica apps generatively.
Furthermore, we presented the differences between the
definitions and terms used in research and legal regulation in
the United States, the EU, and Germany. To date, existing
frameworks have only focused on, for example, user groups
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[24-26] or technical functions [27-29]. Our aim was to follow
aholistic approach that combines the user group, functions, and
health aim of the apps. This approach provided uswith astarting
point that may also support researchers in building a more
in-depth understanding of what constitutes health and medical
apps. Consequently, we hope that this will help progress the
discourse on regul ating such apps and provide abasisfor further
research in this domain.

Methods

To addressour study’s objective, wefirst conducted abackward
and forward snowball search of the literature published in 6
different databases. Second, we anayzed the literature by
inductively applying athematic content analysis approach [30].

Inclusion Criteria and Search Strategy

We applied an inclusive, multistep approach to chart
interdisciplinary research on health and medical apps. Owing
to this paper's interdisciplinary nature, we searched for
publications in the following academic databases that cover
scientific literature from various disciplines: MEDLINE
(PubMed), The Cochrane Library, Web of Science, Beck-Online,
Juris, and Google Scholar. Through this approach, wewere able
to cover different disciplines (eg, psychology, human-computer
interaction, epidemiology, ethics, public health, law, and health
economics) that are involved in the field of mHeath. We
included and excluded papers based on the criteriadescribed in
Textbox 1.

Textbox 1. Inclusion and exclusion criteria of the search.

Maal3 et d

We formed an initial search strategy that we applied to al the
databases. Our basic search syntax included terms and their
synonyms, such as “ health application,” “medical application,”
and “definition” (Textbox 2).

We did not conduct a systematic literature review but rather a
backward and forward snowball search to better connect
different research fields and their understanding of health and
medical apps (seetheflowchartin Figure 1). Theinitial database
search was conducted on January 21, 2021, and produced 60
papersthat provided adefinition of health apps or medical apps.
All of these papers (60/60, 100%) were used to conduct the
snowball search (see the following section for further
explanation). Of these initially identified 60 publications, 20
(33%) provided an original definition and, thus, were included
(n=6, 30% were identified through the database search and
n=14, 70% were identified through snowballing).

Owing to the rapidly developing field of health and medical
appsand the corresponding literature being published, wereran
the search for updates on February 3, 2022. We identified 144
more publicationsthat offered a definition of health and medical
apps during a database search. However, only 2.8% (4/144)
provided an original definition, and no other publications were
identified during the snowball search. This resulted in a total
of 24 publicationsthat wereincluded in our qualitative analysis.
Of these 24 publications, 22 (92%) provided an original
definition of health apps and 11 (46%) defined medical apps.

Inclusion criteria

«  Peer-reviewed publications

«  Full text focused on mobile health apps or mobile medical apps

Exclusion criteria
«  Nonamed concrete definitions or frameworks for appsin health

»  Published in another language

« Noavailablefull text

«  Full text available in English, Chinese, or German (as these languages are spoken fluently by at least one author each)

. Evaluated the effectiveness of a single app without giving a description

Textbox 2. Search termsin PubMed for the initial search.

Example search termsin PubMed

OR “medical app”[Title/Abstract])
« AND

«  Synonym health app or medical app: (“health application” [ Title/Abstract] OR “ health app” [ Title/Abstract] OR “medical application” [Title/Abstract]

«  Synonym definition: character*[Title/abstract] OR defin*[Title/abstract] OR concept*[Title/abstract] OR outlin*[Title/Abstract] OR
mean* [Title/abstract] OR descri*[Title/abstract] OR terminology|[ Title/abstract] OR glossary[Title/abstract] OR framework[ Title/abstract])
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Figure 1. Flowchart of the search strategy.
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Snowball Method: Backward Search

We formed a citation network using the snowball method after
identifying the first set of potentia publications from the
narrative database search. The snowball search method allows
for linking various scientific fields. Thisis essential as they all
have different search terms, leading to overseen but relevant
papers in systematic literature searches with a specific search
string [31-33]. Our approach followed the guidelines for
snowballing in systematic literature studies by Wohlin [32].
The aready identified papers (identified through keyword
search) served as seed articles (level 1). We screened the
reference lists of these seed articles to identify other relevant
publications (level 1). Asanext step, relevant papersidentified
through the referencelists of level 1 publicationswereincluded
(level 2). We stopped after level 2 screening as publications
became less relevant to the seed publication the further we
continued the search.

Snowball Method: Forward Search

To avoid the bias of citing only older literature (based on the
literature search solely through reference lists), we used the
platform Connected Papers [34]. This website connects
databases from different fields to form holistic citation trees
around a chosen paper. This way, Connected Papers alows for
forward snowballing (ie, which other reports cited the selected
article?) and backward snowballing (ie, which references did
the chosen paper use?). Connected Papers displays al papers
that cite the publication (level 1) and that cite level 1
publications (level 2) in a tree-like graphic. The multilevel
multidisciplinary tree of connected references helped usidentify
our topic’s core papers. We screened the publications shownin
the tree and included them if they met our inclusion criteria.

https://mhealth.jmir.org/2022/10/€37980

RenderX

Includedfull texts with original definition (n=24)
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Publications included with original definition of medical app (n=11)

Qualitative Analysis

One author collected all definitionsin atablein preparation for
the data synthesis. In total, 2 German authors independently
translated German definitions into English following the
trandation by Kramer [35] that Gesundheits-Apps in German
are health apps and Medizin-Appsin German are medical apps.
A third author translated them from English back to German to
check if the meaning was the same. Disagreements between the
authorswere resolved in agroup discussion between all authors,
where afinal consensus was reached.

After collecting and trand ating the definitions from the retrieved
literature, we conducted qualitative data analysis for evidence
synthesis. Qualitative methods helped us better understand the
rationale, perspectives, assumptions, statements, and approaches
that researchers used to define health or medical apps [36]. In
synthesizing the search results, we opted for an inductive
bottom-up approach (conventional content analysis [37]). We
devel oped categoriesfor the qualitative content assessment from
the material we screened. This was an iterative process, with
new categories being added whenever indicated by the search
results. We applied a thematic content analysis approach to the
original and translated definitions to categorize the recurrent or
common topics [30]. One author coded the definition themes
using the software MAX QDA 2020 (VERBI GmbH).

Results

Overview

The basis for the qualitative content analysis was formed by a
review of the legal landscape from the United States, the EU,
and the particular case of Germany. The given nature of law is
to form precise definitions in which every word has a concrete
meaning. Although legal definitions need to be exact enough
to be used, they also need to be abstract enough to suit individual
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cases—such as medical apps. We applied the legal definitions
of medical appsas mobile medical devices asan understanding
lensto later analyze our scientific findings.

L egal Definitions of Medical Appsas M edical Devices

Overview

Apps are not entirely unregulated, but app-specific law is till
rare [18,19]. For example, data protection law requires alegal
basis for the data processing of an app [38], and the MDR sets
high standards of quality and safety for software entering the
market as a medical device [39]. Nevertheless, these laws do
not use theterm app and are not intended to regul ate apps only.
Theselaws use broader terms such as data processing or medical
device, thus fitting more product categories than just apps.
Consequently, apps can be affected by al these laws. Only the
German regulation of DiGA and digital care applications (DiPA)
is app-specific in the health context. The following sections
provide an overview of thelegal definitions of medical devices,
mobile medical apps, DIGA, and DiPA and their thematic
overlap.

Medical Devices

Both the United States and the EU regulate some apps through
the control and supervision of medical devices. Althoughinthe
United States only the Food and Drug Administration (FDA)
isresponsible for regulating and approving, in the EU, several
national conformity assessment bodies eval uate whether medical
devices meet the standards of the EU MDR [40]. Although they
are 2 different legal frameworks, the US and EU definitions of
medical devices resemble each other—they concentrate on
particular intended purposes. Related to the Federal Food, Drug,
and Cosmetic (FD&C) Act, the US medical device is “an
instrument, apparatus, implement, machine, contrivance,
implant, in vitro reagent, or other similar or related article,
including a component, part, or accessory, which is: [..]
intended for usein the diagnosis of disease or other conditions,
or in the cure, mitigation, treatment, or prevention of disease,
in man or other animals|...]" [41].

Similarly, the European MDR depicts medical devices as*“any
instrument, apparatus, appliance, software, implant, reagent,
material or other article intended by the manufacturer to be
used, alone or in combination, for human beingsfor one or more
of the following specific medical purposes|...]” [17].

Comparing theselaws, the definition of medical devicesfocuses
on their intended use for medical purposes.

Mobile Medical Apps

The United States and European countries have recognized
various apps and their potential benefits and risks to public
health. Consequently, they have published orientation guides
and policiesdefining which appsare considered medical devices,
creating the term mobile medical apps. According to the
definition of the FDA, a mobile medical app is “a mobile app
that incorporates device software functionality that meets the
definition of devicein section 201(h) of the FD& C Act 11; and
either is intended to be used as an accessory to a regulated
medical device; or to transform a mobile platform into a
regulated medical device” [42].

https://mhealth.jmir.org/2022/10/€37980
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This definition suggests that amobile medical app isinevitably
amedical devicefrom alegal perspective and, thus, isintended
to be used for the same medicinal purposesasamedical device.
In parallel, the German Federal Institute for Drugsand Medical
Devices orientation guide on medical appsaso qualifiesmedical
apps as medical devices, referring to particular intended
purposes [43]:

Sand alone software like smartphone apps can indeed
be classified asa medical device. In order for thisto
be the case, the software must be intended by the
manufacturer to be used for humans and for at least
one of the following purposes pursuant to Section 3
number 1 [Act on Medical Devices] MPG:

« diagnosis, prevention, monitoring, treatment or alleviation
of disease,

« diagnosis, monitoring, treatment,
compensation of injuries or handicaps,

« investigation, replacement or modification of the anatomy
or of a physiological process,

« control of conception.

alleviation or

Asthis guidance was published before the current MDR entered
into force, Article 2 (1) of the MDR [17] replaces the outdated
purposes of the Act on Medical Devices. In summary, based on
the legal definitions, mobile medical apps are medical devices
and, therefore, are intended to be used for medical purposes.
Thus, the key phrase is the intended use [44].

DiGA Definition

Closely related to medical apps are DiGA, which are officialy
available for prescription in Germany since October 2020. The
law itself defines DiGA as*“medical devices of lower risk class
[intended to] support the detection, monitoring, treatment or
alleviation of disease or the detection, treatment, alleviation of,
or compensation for, an injury or disability of insured people’
(own trandation [45]).

Referring to medical devices, the definition of DiGA reveas
that the intended use is again essential for their definition.
Hence, DiGA are a small subset of mobile medical apps and
medical devices. Spoken more abstractly, all DiGA are medical
apps—and, therefore, medical devices—but not all medical
devices and medical apps are DiGA. DiGA are predominantly
regulated by the German Medical Device law and are only
offered when they fulfill the Digital Health Applications
Ordinance requirements regarding, for example, quality and
safety, data protection, and data security.

DiPA Definition

Shortly after introducing DiGA, the German legidature
regulated so-called DiPA in January 2022. According to the
law, DiPA are“applicationsthat are essentially based on digital
technologies and are used by those in need of care or the
interaction of those in need of care, relatives, and approved
outpatient care facilities to reduce impairments to the
independence or abilities of the person in need of care and to
counteract a worsening of the need for care, insofar as the
application isnot to be provided by the health insurance or other
responsible service providersduetoilliness or disability (digital
care applications)” (own trandation [46]).
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Unlike DiGA, DiPA can but do not necessarily have to be
medical devices. This affects the health aim of DiPA as
well—DiGA need to be medical devices and, thus, have to be
intended by the manufacturer to be used for medical purposes.
However, DiPA do not need this health aim as they focus on
care and the reduction of impairments or abilities of care
recipients. According to the legislator, a DiPA can sometimes
cover the same purposes as a DiGA [46], which implies that
DiPA can be used for medical purposes. Through this statement,
the legidator classifies care as a possible medical purpose.

Nevertheless, delimitation questions appear when an app
addresses medical and care purposes. In addition, DiPA can
include medical appsthat cannot be reimbursed as DiGA. DiGA
are limited to medical devices of alower-risk class (according
to therisk classes of the MDR), whereas DiPA can aso include
those of higher-risk classes. As the DiPA regulation was just
passed at thetime this paper was written, the distinction between
DiPA and DiGA is not clear yet. It is presumed that it will be
part of the former DiPA ordinance—the equivalent of the Digital
Health Applications Ordinance.

Summary of the Legal Landscape

Legal norms and guidance only contain the terms medical
devices, mobile medical apps, DiGA, and DiPA. They do not
include the term health app. Consequently, there are only legal
definitions of medical devices, mobile medical apps, DiGA, and
DiPA. Except for DiPA, these definitions directly share one key
characteristic: the intended use for medical purposes. As the
legidator implies that caring is a medical purpose, DiPA
indirectly share the intended use for medical purposes.

https://mhealth.jmir.org/2022/10/€37980
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However, the question remains asto which aspects are regul ated
by the named laws. The regulation of medical devices, mobile
medical apps, and DiGA is part of the Medical Device Law.
Accordingly, the Federal Food, Drug, and Cosmetic Act and
the MDR set high quality and safety standards for medical
devicesto meet everyday safety concerns. Medical devicesneed
to fulfill special requirementsto enter the market. For example,
the MDR stipulates the supervision of notified bodies,
conformity assessment procedures, clinical investigations,
clinical evauation, vigilance, market surveillance, transparency,
and traceability [47].

Scientific Definitions
Overview

Our search produced atotal of 22 papers providing a definition
of health apps and 11 papers that defined medical apps in
English or German (the total number of included papers was
24). No origina definitionsin Chinese wereidentified (the only
definition coming from a Chinese publication [48] was published
in English). Weidentified more papers providing adescription.
For example, Karakoyun et d [49] referred to the FDA definition
of medical apps [42]. In contrast, Azad-Khaneghah et al [50]
cited the definition of health apps by Morse et a [51], and Sun
et al [52] used the description of health appsby Aitkenand Lyle
[53]. However, al these other papers referenced definitions
from the papers included in our corpus. Hence, they were not
included in our final data set.

The included original definitions are presented in Table 1.
Where publications provided a definition of both health and
medical apps, the definitions are displayed next to each other
to make differences more visible.
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Table 1. Overview of theincluded original definitions of health apps and medical apps sorted by publication?®.

Author, year, country

Definition of health app

Definition of medical app

Klasnjaand Pratt [54],
2012, United States

Scherenberg and Kramer
[55], 2013, Germanyb

Albrecht et al [21], 2014,
Germany

Aungst et al [56], 2014,
United States

Boudreaux et a [57],
2014, United States

European Commission
[58], 2014, Belgium

Seabrook et a [59],
2014, Canada

Gehring et al [60], 2014,
Germanyb

Powell et al [61], 2014,
United States

Aitken and Lyle [53],
2015, United States

“At the core of many mobile phone health applicationsisa
single strategy: using the phoneto track health-rel ated behav-
iors, physiological states, symptoms, and other parameters
relevant to health. [...] In addition to automatic detection of
health-related behaviors, a number of phone-based health
applications can connect, often wirelessly, to devices for
measuring and uploading physiological data.”

“Transferring the established health definition of the WHO
from 1946, health apps can be described as mobile applica-
tions that aim to positively and sustainably influence physi-
cal, mental and social well-being on the basis of scientific
evidence”

“To better define the term ‘health app,” we would like to
suggest using the definition provided by the World Health
Organization (WHO) in 1946 that defined health as ‘a state
of complete physical, mental, and socia well-being and not
merely the absence of disease or infirmity’ (WHO, 1948).
Apps that are in accordance with this definition of
health—including apps that deal with wellness and fit-
ness—can be summarized as ‘ health apps.’ Health apps
generally address healthy individuals who are simply inter-
ested in obtaining general information about their body and
health status and want to keep fit and stay healthy.”

“Usually, apps designated for health and fitness are meant
for daily use by patients, performing such functionsascalorie
and diet recorders, exercise assistants and patient diaries.”

“Phone application designed to promote health behavior or
health maintenance[...], with the majority being related to
diet and physical activity.”

“Lifestyle and health apps are primarily apps that directly
or indirectly promote healthy behaviors, quality of life, and
well-being for individuals”

“Theterm ‘Health App’ therefore refers to mobile applica-
tions that aim to positively and sustainably influence physi-
cal, mental, and social well-being on the basis of scientific
findings. [...] In addition to apps that are intended to assist

with relaxation (wellness), those that prescribe or accompany
aphysical work out (fitness) also belong to the category of
‘health.”

“mHealth apps are mobile device applications intended to
improve health outcomes, deliver health care services, or
enable health research. [...] Because apps can be used to in-
expensively promote wellness and manage chronic diseases,
their appeal hasincreased with health reform and theincreas-
ing focus on value”

“The availability of consumer apps continues to grow, par-
ticularly in the area of health care apps. Commonly referred
to as mHealth apps, these apps assist consumersin self-
management of overall wellness, disease prevention and
disease management.”

“Medical apps are used to diagnose, self-manage, monitor
and treat conditions, provide decision-support, and collect
health-related information.”

“Apps dealing with the prevention of or aid with diagnostics
and treatment of diseases as well asinjuries could also be
added to this category, but since they touch on areastypically
covered by medical professionals, assigning the label ‘ med-
ical app’ seems more appropriate to underline the diagnostic
and therapeutic aspects of such apps. Medical apps usually
target health care professionals as well as patients that have
already been diagnosed with a specific—often chronic—prob-
lem.”

“[...] apps categorized as medical are usually designated for
medical professionals or as supportive appsfor patientswith
amedical condition. [...] What sets apart amedical app from
othersisthat they can play aroleasaclinical tool in medical
practice. They are utilised by allied health professionalsin

medical education, at the point-of-care, through direct inter-
action with patients, and as clinical references”

“Medical applications (‘apps') for mobile devices such as

smartphones and tablet computers provide health care pro-
fessionals, patients, and the public with a growing number
of specialized tools and resources.”

“Among the large group of ‘health apps, there are of course
also appsthat have their mission in the prevention, detection
and treatment of diseases and injuries. These are genuine
medical topicsand adifferentiation into ‘ medical apps’ (apps
with amedica purpose—derived from the Latin ars medici-
nae, ‘medical art’ or ‘medicin€’ [...]) is appropriate herein
order to emphasize the diagnostic and therapeutic aspect.”
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Author, year, country

Definition of health app

Definition of medical app

Lucht et al [62], 2015,
Germanyb

Albrecht and von Jan
[63], 2016, Germany®

Kramer [35], 2017, Ger-

many®

Morse et a [51], 2018,
Malaysia

EversWolk et al [64],
2018, Germanyb

Gregor-Haack [65],
2018, Germany®

Grof3 and Schmidt [66],
2018, Germany®

Moshi et al [67], 2018,
Australia

“Health apps aim at maintaining fitness and supporting a
health-promoting lifestyle. These apps are offered in the
‘Health and Fitness’ category.”

“Health apps can be defined as apps that provide users with
functionalities for the areas of health, medicine, healing or
wellness and thus, in a broader sense, transfer the WHO
definition of health (WHO 1948) to the app area.”

“Health apps address healthy users who want to use the app
to support themselves in a health-promoting lifestyle, and
who want to strengthen their resources—for relaxation, for
abetter understanding of health or illness, for a healthy, ac-
tive lifestyle—with the help of an app.”

“Mobile health (mHealth) applications (apps) are software
that are incorporated into smartphones to improve heath
outcome, health research, and health care services.”

“Basically, health apps are application programs for mobile
devices, in particular smartphones and tablets, whoseaimis
to have a positive effect on the user’s health.”

“Health apps are applicationsfor citizens and patientswhose
primary goal is health or health promotion. According to the
WHO definition of health, health apps are mobile applica-
tions that ‘ positively and sustainably influence physical,
mental, and social well-being on the basis of scientific find-
ings.”

“A distinction must be made here between health apps, which
are primarily aimed at medical laypersons interested in
health, and medical apps, which are aimed at representatives
of the health care professions. Health apps are much more
common, mostly available free of charge in app stores and
not subject to regular quality control. They range from pe-
dometers, nutrition and weight control tools, fitness-related
applications, the collection of (disease-related) user measure-
ment data, to medication management.”

“In general, medical appsare appsfor health care profession-
alsthat support their everyday work, aswell as apps for pa-
tients to better manage mostly chronic diseases. These apps
aremainly found inthe‘Medicine' category of the two major
app stores (Google Play, Apple iTunes).”

“Medical appsaddress patients or their family memberswho
arelooking for support to better manage their daily lives,
e.g., with a chronic disease. These apps are designed to
strengthen the ‘ self-empowerment’ of those affected to
manage their disease. Medical apps also include apps that
support health care professionals (physicians, nurses, thera-
pists) in their daily practice or clinical routine, e.g., with
reference works, dosage calculators, and medical decision-
making aids. In the English-speaking world, medical apps
are aso referred to as medical apps.”

“Medical apps that address either medical professionals or
must be classified as medical devices due to their medical
indication. Applications that are specifically intended to de-
tect, cureor alleviate diseases, illnesses and physical injuries
are classified as medicine and medical science.”

“Medical apps are asmaller group of health appsthat are
specifically related to medicine. These include applications
for service providers to support everyday professiond life
aswell as applications for patients for the self-management
of mostly chronic diseases.”

“A distinction must be made here between health apps, which
address primarily laypersonsinterested in health, and medical
apps, which address representatives of the health care profes-
sions. Medical apps focus on medical and nursing functions
and often relate to the areas of diagnostics and therapy; they
areregulated by theMedical Devices Act. Examplesinclude
medical reference works, calculators (e.g. for drug dosages)
or the presentation of medical documents and images.”

“One form of mHealth is mobile medical applications
(MMAS) dso known as ‘apps.’ These are atype of software
available for mobile platforms (e.g., smartphone, tablet,
smartwatch). In amedical context, MMAs may be used by
patients to self-manage and/or screen medical conditions,
rather than presenting at hospitals or clinics for additional
appointments. MMAsmay also allow for medical practition-
ersand/or alied health workers to remotely monitor, screen
and manage their patients.”
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Author, year, country

Definition of health app

Definition of medical app

Heretleif et a [68], 2021,
Germanyb

Wang and Qi [48], 2021,
China

Volpi et a [69], 2021,
Brazil

Golden et al [70], 2021,
United States

Racioppi et al [71], 2021,
United States

Tobias and Spanier [72],
2021, Israel

“The delimitation is based on the consideration of three
central perspectives: the user perspective, the technological
perspective and the regulatory perspective. Health apps are
primarily aimed at health-conscious users and offer support
in the areas of prevention, education and health promotion.
They are generally not aimed at healthcare professionals.
From atechnological perspective, their focusis on the col-
lection, recording, processing and visualization of users
health-related data. A not insignificant proportion of apps
focus purely on imparting knowledge. From a regulatory
perspective, it isworth noting that, unlike medical apps or
DiGA, health apps are not generally subject to any specific,
binding regulation.”

“Mobile health applications, the principal manifestation of
mobile healthcare, refer to health applications based on mo-
bile terminal systems such as Android and iOS that provide
services such as medical information inquiry and symptom
self-examination. Mobile health applications allow users not
only to seek answers to health problems but also to gain ac-
cessto healthcare, exercise and fitness, health management,
and other related services anytime and anywhere. Mobile
health applications alleviate the shortage of health informa-
tion resources to a certain extent, provide a convenient way
for usersto obtain health information and services, and play
an important rolein spreading heal th knowledge and meeting
the users' need for health consultation.”

“Mobile health apps (mHealth) offer away to monitor pa-
tient’s health conditions, such as diet, body weight, blood
pressure, mood, and sleep, among others, and can be used
in combination with traditional health careto facilitate access
to heathinformation|[...]. Thus, mHealth apps might increase
awareness of needed behavioral changes and the adherence
to healthy habits, along with the health care provider's
awareness of what the patient isdoing [...]. Moreover,
mHealth apps can guideillness self-management, providing
patients with psychological support and decision-making
support, and facilitating collaboration between health profes-
sionals, patients, and their families”

“In recent years, mobile health (mHealth) apps on smart-
phones have become ubiquitous tools for personal health
management and behavior tracking. mHealth apps can pro-
videindividuals with continuous feedback on health status
and progress, push notification reminders, and other useful
engagement features.”

“The Health apps specifically have the potential to enhance
patient/provider communication and assessment through
active and passive evaluation and tracking. Smartphone
mobile applications are able to record self-reported patient
outcomes, whereas activity trackers such asthe Apple Watch
and Fitbit are able to collect real-time physiological data
such as heart rate and step counts.”

“Health apps can monitor health conditions and alert the
patient or attending physician about deterioration.”

80f the 22 definitions of health apps, 9 (41%) werein German and translated into English. A total of 45% (10/22) of the publications came from Germany,
and 32% (7/22) came from the United States. Other definitions were identified from Asia (3/22, 14%) [50,53,54] or South America (1/22, 5%) [55].
For medical apps, of the 11 definitions, 6 (55%) were published in German. Asfor health apps, most descriptions for medical apps came from Germany

(7/11, 64%) or the United States (2/11, 18%), only 9% (1/11) came from Australia[71], and 9% (1/11) came from Canada[72].

bGerman publications translated by the authors (MF, HHD, and TJ) into English.

®No definition given.
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Quality Analysis of Found Definitions From Scientific
Papers

We analyzed theidentified definitionsusing MAXQDA toform
word clouds of the terms used for health apps and medical apps.
Multimedia Appendix 1 provides a brief overview of the
differences in wording of health and medical apps (for word
cloud data, see also Multimedia Appendix 1). The following
sections provide a more detailed analysis of the definitions
topics.

Health Apps

Our qualitative analysis identified the 7 most common topics
(user, health aim, definition of health, device, regulation, data,
and technological functions) addressed by most publications
for health apps. For health apps, the 2 dominant topicswere the
health aim of health apps and the used or produced data. Only
afew definitions (2/22, 9%) addressed the missing regulation
and the functions of the apps (Multimedia Appendix 2
[21,35,48,51,53-58,60-66,68-72]).

Except for 9% (2/22) of the publications [54,72], every
definition addressed the aim of health apps. A total of 45%
(10/22) of the papers [35,51,56-58,62-65,68] named health
promation asagoal of health apps. Other frequently given aims
included improving the user’ sfitness[21,56,60,62,66], wellness
[21,35,53,60,61,63], and mental and social well-being
[55,60,65]. Lessfrequently stated were the health aims disease
prevention and disease management [53,69]; illness or disease
self-management [53]; behavior tracking [70]; accessto health
information; psychological support; and decision-making
support to facilitate collaboration between the patient, their
family, and their physician [69]. More generally, Tobias and
Spanier [72] spoke about health conditions.

The user group was described in 64% (14/22) of the papers.
Although 21% (3/14) of these papers mentioned usersin genera
[48,63,64], 29% (4/14) limited this group to health-conscious
users[68], (healthy) userswho areinterested in health [21,35],
or medical laypersons interested in health [66]. Similarly,
mentioned user groups of health apps were citizens [65] and
individuals [58,63,70], patients [56,65,69,71,72], or the family
asapotentia user group [69]. Only 29% (4/14) of the definitions
named professionals (ie, non-healthcare professionals [68],
health professionals[69], or physicians[72]) as users of health

apps.

A total of 64% (14/22) of the publications included data
collectionin their definition of health apps. However, the types
of data collected were heterogeneous. In total, 36% (5/14) of
the papers stated that health apps collect data on health behavior
[35,54,57,62,70]. Other publications reported data on physical
activity (4/14, 29%) [35,56,57,60] or dietary data (4/14, 29%)
[56,57,66,69]. Some definitions restrained themselves from
naming concrete fields and were phrased more genericaly as
collecting general information about their body (1/14, 7%) [21],
other parameters related to health (1/14, 7%) [54], health
outcomes (1/14, 7%) [51], health conditions (2/14, 14%) [69,72],
physiological data (1/14, 7%) [ 71], or health-related data (1/14,
7%) [68].

https://mhealth.jmir.org/2022/10/€37980
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Concerning devices, of the 12 papers that defined health apps,
6 (50%) described health apps as mobile applications in their
definitions [51,55,60,65,66,71]. Some publications described
health apps as mobile phone (2/12, 17%) [54,57]; smartphone
(3/12, 25%) [64,70,71]; or, more generaly, as mobile device
based (3/12, 25%) [54,61,64]. Only 8% (1/12) of the papers
included tablets as devices for health apps [64].

In total, 41% (9/22) of the papers described the technical
functions of health apps. Theseincluded tracking [54,66,70,71],
data collection [66,68,71], recording [56,68,71], exercise
assistance [56,60], monitoring [69,72], detection, connecting,
measuring, and uploading [54]. A total of 5% (1/22) of the
papers each added the role of a diary [56], prescribing tools
[60Q], providing continuous feedback [ 70], alerting [72], or more
general tools for processing and visualizing data [68].

In total, 18% (4/22) of the papers (all from German authors)
included adefinition of health in their description of health apps
[21,55,63,65]. All of them (4/4, 100%) referred to the definition
given by the WHO in 1948, which framed health as “a state of
complete physical, mental, and social well-being and not merely
the absence of disease or infirmity” [73]. The regulation of
health apps was addressed by only 9% (2/22) of the definitions
[66,68]. Both publications stated that health apps are not subject
to regular quality control [66] or not generally subject to any
specific, binding regulation [68].

Medical Apps

In the definitions of medical apps, the common topics were
similar to those of health apps. In contrast to health apps, no
publication on medical apps defined medicine. Therefore, only
6 recurring issues in the descriptions of medical apps were
identified. The reports on medical apps most often stated the
health aim of the app and the user groups. Only 9% (1/11) of
the definitions specified the data and function of medical apps
(Multimedia Appendix 2).

Intotal, 91% (10/11) of the definitions described that the health
aim of medical appsisto serve as clinical tools for detection,
diagnosis, monitoring, and treatment of diseases or injuries
[21,35,54,56,60,62,64,66,67] and decision support for medicine
and nursing [21,35,54]. A total of 36% (4/11) of the definitions
also stated that medical apps serve as self-management tools
for chronic diseases and empowerment of patients
[35,54,62,65,67]. In total, 18% (2/11) of the definitions
mentioned the preventional purpose of medical apps[21,60].

Of the 11 definitions, 9 (82%) addressed users of medical apps.
Most of the definitions commonly indicated that the users of
medical appsaremedical professionals(3/11, 27%) [21,64,67],
medical service providers (1/11, 9%) [65], health care
professionals (7/11, 64%) [21,35,56,59,62,66,67], and patients
(7/11, 64%) [21,35,56,59,62,65,67]. A total of 9% (1/11) of the
definitions included the general public in the user group [59].
Another definition specifically pointed out that patients’ family
members (eg, in their function as guardians or caretakers) are
also part of the medical app user group [35].

Only 27% (3/11) of the papers defined medical apps as mobile
applications or software that operate on mobile devices,
including smartphones and tablets[59,66,67], or smartwatches
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[67]. Equally less often addressed was the data criterion. Only
9% (1/11) of the definitions stated that medical apps collect
health-related information [54], whereas no other publication
described the data or technological functions of medical apps.
In total, 18% (2/11) of the papers stated that medical apps are
regulated as medical devicesin Germany and the United States
[64,66]. We described the legal regulation of medical apps as
medical devicesin detail in the previous section.

Discussion

Many of the definitions identified through the literature search
addressed the criteria user group, a specific understanding of
the term health, a concrete device, the fragmentary regulation
of medical apps (or the lack of regulation for most other types
of health apps), data collected, or technological functions to
gather or display content within the app. A definition of health
and medical apps should reflect this structure by using these
criteria.

Definition of Health Apps

The hedth am of hedth apps can be summarized as
maintaining, improving, or managing the user's health.
However, it remains unclear what health means. Although none
of the definitions of medical apps are built on a definition of
health or medicine, some health app definitions (4/22, 18%)
included their understanding of health. Although 18% (4/22)
of the papers mentioned a definition of health [21,55,63,65],
they all followed the WHO definition of health from 1948. On
the basis of this definition, “hedth is a state of complete
physical, mental, and social well-being and not merely the
absence of disease or infirmity” [73]. Although there is no
consensus on what aspectsthe term health entails, many authors
see the WHO definition as outdated [ 74-77]. It is criticized for
defining health as binary (complete health or no health) and,
therefore, as autopian statusthat cannot be achieved [77]. When
we usetheterm health (aim), we consequently do not understand
health as a binary construct, as the WHO defined it once.
Instead, we see health as the “capability to cope with and to
manage one's malaise and well-being conditions’ [75]. This
capability is affected by potential limitations of the social,
biological, physical, or interpersonal environment [78].

Building on the literature, health apps are software programs
on mobile devices that process health-related data on or for
their user. Every health-conscious individual can use them, be
it medical laypersons, family caregivers, or health professionals,
to maintain, improve, or manage the health of an individual as
well ascommunitiesor thewhole population of a country (such
as COVID-19-racing apps). Data processing, in our
understanding, includes any operation performed on personal
data (eg, collecting; organizing; storing; adapting; visualizing;
retrieving; disseminating or otherwise making it available;
restricting; or erasing) according to the General Data Protection
Regulation [79].

Definition of Medical Apps

Medical apps are generaly used for clinical and medical
purposes and can but do not have to be legally regulated as

https://mhealth.jmir.org/2022/10/€37980
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mobile medical devices. From a public health perspective, they
focus on secondary (early diagnosis and treatment of acute
diseases or injuries) and tertiary (rehabilitation and management
of chronic diseases) prevention. Nevertheless, the health aim
of medical apps|eadsto the problem that some health apps (eg,
fitness trackers or diary apps) could be seen as medical apps
when used for self-monitoring by peoplewith chronic illnesses.
This would turn the health app into a medical app. To avoid
delimitation questions, we propose integrating the
manufacturer’s intention into the health aim of the app (see the
legal definition of medical devices). Accordingly, medical apps
are intended for medical purposes, which is stated in the app’s
description, privacy policies, or termsand conditions. Thus, we
propose the following holistic definition of medical apps:
Medical apps are a subgroup of health apps that focus on
secondary and tertiary prevention. They share the same
technological functions (processing of health-related data) as
health apps, and can be used on mobile devices. The main target
groups (but not exclusively) are health professionals, patients,
and family caregivers.

Following the legal definitions of DiPA and DiGA, both are
subgroups of medical apps. DiGA must necessarily be used for
medical purposes asthey are medical devices. Asthelegislator
impliesthat caring isamedical purpose, DiPA indirectly share
the intended use for medical purposes, too.

Health-Related Apps

We identified athird group of apps during the literature search
for definitions of health and medical apps. health-related apps.
This relatively vague term was used in different publications
[4,25,80]. It remains unclear to what extent this type of app is
related to heath and whether apps within this group are
homogeneous enough for an umbrella definition. We want to
emphasize that the term health-related app should not be used
asacategory because of itsfuzzy nature. Thisterm displaysthe
uncertainty within the scientific community of what a health
app is and, therefore, expresses the need for a clear definition.

Relationship Between Health and Medical Apps

Our findings regarding the differentiation between health and
medical apps (and the 2 exceptional German cases of DiGA
and DiPA) aredisplayed in Figure 2. Comparing the definitions
of health apps with those of medical apps, we recognized that
some criteria are equally relevant for both types of apps (ie,
definition criteria), whereas others are not (ie, distinction
criteria). The criteria device, collected data, and technological
function are the definition criteria as they are equal for health
and medical apps. In addition, regulation should not be a
distinction criterion either. Defining medical apps by the way
they are regulated requires legal knowledge, which is neither
suitable nor practical for a definition and cannot be expected
from all stakeholders.

On the contrary, the user group isadistinction criterion for the
main user group. Equally, the health aim of an app is a
distinction criterion. This leads to our understanding of health
apps as the umbrella term, which includes medical apps as a
subgroup.
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Figure 2. The connection between health apps, medical apps, digital health applications (DiGA), and digital care applications (DiPA). °Can be affected
by medical device regulation because of the intended use for medical purposes. ~Regulated by section 33a of volume 5 of the German Socia Insurance
Code and DiGAV as low-risk mobile medical devicesin Germany only. * Regulated by section 40a of volume 11 of the German Socia Insurance Code
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Decision Flowchart for Health and Medical Apps

On the basis of our analysis of the definitions derived from
scientific literature and the legal regulationsin the United States,
the EU, and Germany, we designed aflowchart to classify health
and medical apps (Multimedia Appendix 3).

Most of the definitions of medical apps given by scientific
papers (6/11, 55%) matched the legal regulationsin the United
States and the EU insofar as they listed medical purposes (if
they did not, it was because the scientific descriptions were not
as specific as the legal papers). Owing to this finding, the
flowchart offers insights on health and medical apps based on
the legal definitionsin the United States and the EU. However,
it does not provide insights into whether an app is legally
regulated. Instead, it showcases a specific app that fits the legal
definitions in the named regions. However, other countries
might have different legal regulations for mobile medical apps,
so this flowchart can only report on the 2 regions given as case
studies. The decision treeisintended to provide alow-threshold
and practical way to differentiate between health and medical
apps quickly. Therefore, it can be used by scientists and
developers, politicians, or users of health-related apps. Owing
to the recent introduction of DiPA, a concrete regulatory
framework for these appsis still missing in Germany. As such,
the flowchart does not include DiPA.

However, it is still unclear whether there will be more
health-specific legal definitions once other countries begin
regulating apps, similar to how Germany regulates DiGA and
DiPA. Furthermore, it is unknown how app stores define and
use the terms health app and medical app in their app
categorization. Building on these questions, it is also unclear
how the many different definitions affect the various
stakeholders. It isyet to be examined what specific user groups

https://mhealth.jmir.org/2022/10/€37980

expect from health and medical appsand how they would define
both (eg, do health-conscious people or family caregivers want
to use them in their daily lives?). It is also not evident whether
prescribed apps affect the health care systems in any way and
whether they improve health care. Finaly, it remains unclear
how we can ensure that health apps do not harm their users as
most of them are unregulated. Further research needs to be
conducted to answer al these questions.

Strengthsand Limitations

To our knowledge, this is the first study to use an
interdisciplinary approach to differentiate between health and
medical apps from a legal and scientific point of view. By
analyzing various sources, we provided an interdisciplinary and
international overview of the multiple uses of the terms health
app and medical app. The in-depth discussion of the scientific
and legal perspective on health and medical apps offersamore
holistic and deeper understanding of the similarities and
differences between these terms. We conducted a qualitative
analysis using the MAXQDA software to ensure the
transparency of the analysis process of theidentified definitions.
To present the results of our approach, we incorporated our
research findings into the creation of a decision chart
(Multimedia Appendix 3). Thismay not only assist researchers
in fostering a shared and clear understanding of the terms but
also enable practitioners to interpret the findings of our study
efficiently.

We do recognizethat our research is proneto certain limitations.
First, we applied the snowballing method in line with Wohlin
[32]. However, although using a systematic collection technique
[81] might have yielded different results, one of the key
strengths of this review isits diversity of included disciplines
and breadth of content. Hence, as the goal of our study was to
be as inclusive as possible and analyze a wide range of fields
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and databases, the snowballing method was the most feasible
option. Furthermore, we excluded gray literature that was not
cited in our references or displayed the legal regulation in
regions other than the United States or the EU. The same applies
to the descriptions of apps in the app stores. We deemed this
approach appropriate as the focus was on using the terms in
science. However, scientists and policy makers are not the only
parties involved in developing apps for health. Other
stakehol ders, such as devel opers or users, may have ascientific
education but may struggle to discern health and medical apps
represented in scientific publications. Subsequent research
should be dedicated primarily to these sources to incorporate
practitioners and other legal perspectives into our definitions
of health and medical apps. It should further be noted that we
only included literature published in Chinese, English, or
German. Economically speaking, alarge part of the health and
medical app market isinthe Asian region (eg, Japan). Therefore,
from a global perspective, our research is undoubtedly
fragmentary. Finally, it should be noted that this study does not
report whether other publications used the identified scientific
definitions.

Maal3 et d

Conclusions

With our literature review and qualitative analysis of the
scientific definitions of health and medical apps and the legal
perspective on medical apps, we offered the first step toward
defining health and medical apps more holistically—health apps
are software programs on mobile devices that process
health-related dataon or for their users. Every health-conscious
individual can use them, be it medical laypersons, family
caregivers, or heath professionals, to maintain, improve, or
manage an individual’s and the community’s health. As an
umbrellaterm, health apps include medical apps.

Medical apps can be defined as a subgroup of health apps that
have the same technological functions (processing health-related
data) as health apps and can be used on mobile devices. The
main target user groups (not exclusively) include health
professionals, patients, and family caregivers. Medical apps
share the intended use for clinica and medical purposes and
can be legally regulated as mobile medical devices. From a
public health perspective, they focus on secondary (early
diagnosisand treatment of acute diseasesor injuries) and tertiary
(rehabilitation and management of chronic diseases) prevention.
For the special case of Germany, medical apps include DiGA
and DiPA.
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