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Motivation

Acceptance by voters is a necessary parameter for the
development of e-voting.
The literature related to evaluating attitudes toward e-voting
(particularly in Europe) remains scarce.

Latin America: Alvarez et al. [2009]
United States: Sherman et al. [2010]
Norway: Baldersheim et al. [2012]

Deployment of an end-to-end verifiable e-voting system in a
real-world setting.
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Greece as a case of study

Greece is ranked low among European countries in familiarity
with internet use and technology literacy (especially in
the older age groups).

Age cohort Daily Often Never
EU Greece EU Greece EU Greece

15-24 86 81 12 19 2 0
25-39 77 78 18 18 5 4
40-54 61 42 24 31 15 27

55+ 40 16 21 19 39 65

Table: Frequency of internet use in EU and Greece (2012).
The entries are in percent form.

Greece serves as an ideal example that adds to the research on
evaluating attitudes toward electronic voting in Europe.



Our contribution

(i). We ran a non-binding pilot experiment that used a novel
internet-based end-to-end verifiable e-voting system and was
held during the European Elections of 2014.

(ii). We investigate the impact of three key components of
acceptance of an e-voting system:
(a) the perceived easiness of the e-voting system,
(b) participants’ willingness to see the system being adopted for

national elections (trust in the e-voting system) and
(c) participants’ attitudes towards casting their vote remotely via

an e-voting system.

(iii). We present an ordinary least squares (OLS) regression
analysis of our results.
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Overview of the e-voting system Demos

Demos is a remote code-voting system.
In order to support end-to-end verifiability and voter privacy,
Demos utilizes

1 the double ballot idea,
2 perfectly binding homomorphic commitments and
3 suitably designed zero-knowledge (ZK) proofs.



Overview of the e-voting system Demos: Setup

An election authority (EA) generates ballots that have a
unique serial number and consist of two equivalent parts (A
and B) containing the list of candidates associated with a
randomly generated vote-code, paired with a vote-code
recording receipt.

Candidate Vote-code

Alice

Bob

Charlie

David

BBBB-2222

CCCC-3333

DDDD-4444

Receipt

REC1

REC2

REC3

REC4

Ballot No.100(A)

Candidate Vote-code

Alice

Bob

Charlie

David
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Receipt

REC1

REC2

REC3

REC4

Candidate Vote-code
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Bob
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Receipt
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Ballot No.100(B)

Candidate Vote-code

Alice

Bob

Charlie

David

EEEE-5555

FFFF-6666

GGGG-7777

HHHH-8888

Receipt

REC5

REC6

REC7

REC8

The double ballots are distributed in paper form randomly, so
that the serial numbers are in no way linked with the voters.
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Overview of the e-voting system Demos: Setup

The EA uses the commitment scheme to tabulate all ballots
in committed form along with ZK proofs for the correct
formation of the ballots. It posts all the audit information on
a public bulletin board (BB).
EA provides a bulletin board authority (BBA) with the list
of pairs of vote-codes and vote-code recording receipts.
EA provides a keyholder (a distributed authority) with the
decommitment information needed that will be used for audit
on the BB.
At the end of the setup phase, the working tape of the EA is
destroyed.



Overview of the e-voting system Demos: Vote-casting
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Overview of the e-voting system Demos: Tally and result
announcement

The KH provides BBA with the de-commitment information
and ZK proof information.
BBA opens all the vote-code commitments and marks as
“voted” all encoded candidate commitments that are
associated with cast vote-codes.
BBA adds (homomorphically) all the marked commitments
and opens their sum, which is the election result in encoded
form.
BBA opens all information for the ballot parts that were used
for auditing.



Overview of the e-voting system Demos: Tally and result
announcement

Figure: Public view of the results as posted in the BB after tally.



Overview of the e-voting system Demos: Tally and result
announcement

Figure: Ballot information on the BB after tally and result announcement.



Overview of the e-voting system Demos: Verification

1 Any party can compute the election result.
2 Any party can verify that the ballots are well-formed.
3 Ballot auditing: the voter can verify that her ballot was not

altered by a malicious party by checking that the opening of
the ballot part used for auditing matches the one that she has
obtained.



Overview of the e-voting system Demos: E2E verifiabiltiy
(against complete corruption of authorities)

The adversary cannot inject multiple votes via invalid
encodings (except from some negligible soundness error of the
ZK proofs).
The adversary cannot know in advance which side the voter is
going to use, so any malicious behaviour will be detected with
probability 1/2 by the voter.
If the adversary attempts to alter t ballots, it will be caught
with 1− (1/2)t probability.
Assuming a large enough number of voters, we verify that
almost all votes have been counted correctly with high
probability.



Overview of the e-voting system Demos: Voter privacy
(against a threshold of malicious authorities)

The working tape of the EA is destroyed after setup.
The KH is distributed.
The distribution of the ballots is random.
The only information that the voter keeps from the used
ballot part is the vote-code she submitted.
Opening the whole information of the unused ballot part does
not reveal how the voter has voted.



The pilot experiment: Implementation of Demos

Each participant received a paper ballot where in each facet,
besides the lists of candidates, vote-codes and vote-code recording
receipts, there was a QR code.

Voters used tablets with cameras to scan the paper ballots and
voted electronically through a web interface.



The pilot experiment: Setup of the polling stations
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The pilot experiment: Run of the experiment

Assist. D Assist. C

Voting

Booth

Participant

Assist. A

Assist. B

Assistant B
accompanied the
participant to
the desks with
the tablets.



The pilot experiment: Run of the experiment
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participant to
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explain to her
how she could
vote via our
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The pilot experiment: Run of the experiment
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questionnaire
online.
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The pilot experiment: Run of the experiment
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Before leaving,
the participant
was given two
leaflets
containing (i)
information
about the
e-voting system
function and (ii)
directions for
successful
verification.



The pilot experiment: Run of the experiment
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Results: Participation

A total of 747 people participated in the e-voting trial. The
average participation rate was 61.5% in both polling stations.
648 of the 747 participants filled in the online questionnaire
that followed the actual e-voting procedure.
The website of the project, received 231 unique visits the next
two days.
21 participants chose to make use of the verifiability process.



Results: Easiness of use of the e-voting device

82.7% of respondents found the use of the e-voting device “very
easy”, while only 1.2% answered that they faced problems using
the device.



Results: Trust toward the adoption of e-voting for national
elections

47% of respondents would trust an e-voting device for the
conduction of European elections, while 8.6% appeared negative
toward such an implementation.



Results: Attitude towards remote e-voting

75% of respondents were somehow or very positive toward the
prospect of remote e-voting, whereas 12.4% appeared dismissive
toward this prospect.



Results: OLS regression analysis

Easiness of use Trust Attitude towards remote e-voting
b S.E. b S.E. b S.E.

Male 0.00 0.04 0.01 0.08 -0.07 0.09
Age cohort

15-24
25-34 -0.05 0.08 0.50*** 0.14 0.53** 0.17
35-44 0.05 0.07 0.73*** 0.13 0.60*** 0.16
45-54 -0.09 0.07 0.79*** 0.13 0.66*** 0.16
55-64 -0.08 0.08 1.02*** 0.14 0.67*** 0.18
65+ -0.30** 0.11 1.17*** 0.20 0.83** 0.24

Education 0.03** 0.02 -0.01 0.03 -0.01 0.04
No internet access -0.42*** 0.10 -0.07 0.18 -0.09 0.22

Easiness of use 0.59*** 0.07 0.69*** 0.09
Adj. R2 0.12 0.16 0.11

No. of respondents 624 620 618
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1 Educated respondents found it easier to use the device.
Difficulty was significantly increased for respondents aged over
65 years and those who do not use the Internet.
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Results: OLS regression analysis - Trust on e-voting

Easiness of use Trust Attitude towards remote e-voting
b S.E. b S.E. b S.E.
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1 Easiness of use of the e-voting device is associated with
general trust toward e-voting.
Older aged cohorts appear significantly more trustful.
Level of education is not associated with trust toward
electronic voting.
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Results: OLS regression analysis - Attitude towards
e-voting

Easiness of use Trust Attitude towards remote e-voting
b S.E. b S.E. b S.E.
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1 Older respondents appear more positive toward remote
electronic voting.
Participants who found the use of the e-voting machine easy
were significantly more willing to vote remotely.



Results: OLS regression analysis - Attitude towards
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Easiness of use Trust Attitude towards remote e-voting
b S.E. b S.E. b S.E.

Male 0.00 0.04 0.01 0.08 -0.07 0.09
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1 Older respondents appear more positive toward remote
electronic voting.

2 Participants who found the e-voting device easy to use were
significantly more willing to vote remotely.



Results: OLS regression analysis - Explanatory power of all
three models

Easiness of use Trust Attitude towards remote e-voting
b S.E. b S.E. b S.E.
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The adjusted R2 is rather low, meaning that there exist additional
latent factors that account for variation in attitudes toward
electronic voting in Greece.



Conclusions

1 Acceptance of e-voting could be fairly high in the general
population.

2 The aggregate distribution of preferences toward e-voting
masks significant individual-level variation.

3 Sociodemographic characteristics and familiarity with
technology account only for a small portion of the total
variation in acceptance of electronic voting.
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Future research

Study the pattern of attitudes toward e-voting from a
comparative perspective considering many countries.
Investigate latent parameters that may have an impact on
attitudes toward e-voting.



Thank you!

Please visit our website:

http://www.demos-voting.org

http://www.demos-voting.org
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