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Abstract

Portable RK is a portable implementation of a resource kernel, a resource-centric approach to build areal-time kernel
that provides explicit timely, guaranteed and enforced access by applications to system resources [13]. Portable RK
is designed to work with widely available operating systems with minimal changes. This facilitates experimentation
in afamiliar software environment and helps the faster deployment of research results. Execution in resource kernels
is directly based on OS-enforced resource reservation [7]. Asaresult, an application can request the reservation of a
certain amount of a resource, and the kernel can guarantee that the requested amount is exclusively available to that
application. In this paper, we describe the design and implementation of Portable RK called Linux/RK that resides
within the Linux operating system. The evaluation results show that Portable RK in the form of Linux/RK gives direct

control over timely resource utilization by applications and that its overhead costs are small enough to be negligible.

1 Introduction

A resource kernel [10, 12] isaresource-centric approach for building real-time kernelsthat provide timely, guaranteed
and enforced access to system resources. In thispaper, we present the design and implementation of a portableversion
of a resource kernel called Portable RK®. The objective of Portable RK is such that a common code base can be
used in conjunction with different operating systemsincluding real -time kernels as well as commaodity (non-real-time)
operating systems. The discussion in this paper centers on the use of Portable RK within the Linux operating system,
a combination that we refer to as Linux/RK. A main function of an operating system kernel is to multiplex available
system resources across multiple requests from several applications. For example, non-real-time operating systems
allocate a time-multiplexed resource to an application based on fairness metrics measured over discrete intervals of
time. Thekey philosophy behind the resource kernel isthat precise timing guarantees and temporal protection between
applicationscan be obtained by imposing awell-defined resource usage model on time-multiplexed resources. In other
words, an application running on aresource kernel can request the reservation of a certain amount of aresource, and the
kernel can guarantee that the requested amount is exclusively available to the application. Since continual monitoring
of resource usage is carried out by the resource kernel to enforce resource usage by any application, such a guarantee
of resource allocation gives an application the knowledge of the amount of its currently available resources. A QoS
manager or an application itself can then optimize the system behavior by computing the best QoS obtained from the
available resources [13, 17].

Theresource kernel concept has been tightly integrated into the RT-Mach operating system?, and all ows guaranteed,
timely and enforced access by applications to CPU cycles [13], disk bandwidth [9] and (lately) network bandwidth.

However, since the RK concept itself can be independent of other OS aspects, from a practical point of view, it is

1RK stands for Resource Kernel.
2Please see“hitp : [ [www.cs.cmu.edu/~rtmach”.



useful to consider how RK mechanisms, policies and interfaces can be made OS-independent. There are two goals for

portability:

¢ A portable resource kernel interface: Having a common RK interface across platforms is aimed at ease of
programming on different platforms. Given the Portable RK API as a substrate for a resource management
framework, programmers benefit from this common APl and resource management abstractions. When pro-
grammers are writing a program for two different operating systems, they only need to deal with the differences

inthe OS APIs.

¢ A portable implementation code base: Explicit dependencies of the resource kernel implementation on a
particular kernel architecture (like the RT-Mach implementation of the resource kernel [13]) will force the
re-writing of RK functionality for other operating systems. It would therefore be ideal if Portable RK can
be designed not to depend on a specific kernel architecture. In essence, Portable RK must include in an OS-
independent way that the common components needed to implement RK abstractions. It must be noted that

there must exist a means to interface Portable RK withits “host” operating system.

Inthispaper, we describe the design and implementation of our PortableRK that operateswithinthe Linux operating
system. We refer to thisintegrated system as Linux/RK. Linux/RK is the Linux kernel [4] that includes Portable RK
as a core (but distinct) subsystem. We chose the Linux kernel as abasis of the first portable implementation because
of its popularity and availability on a wide variety of platforms. Since Linux source code is freely available, we are
ableto investigate the support necessary from commodity operating systems with and without source code availahility.
While implementing Portable RK within the Linux environment, we have explicitly intended to keep the number of
modifications to the origina Linux kernel as small as possible. Thus, we have been developing Portable RK as an
independent module from the Linux kernel, and only a small number of callback hooks were introduced into the Linux
kernel to combine it with Portable RK.

Portable RK currently supports only processor reservation (and not disk bandwidth reservation or network band-
width reservation). Nevertheless, our evaluation results included in this paper are encouraging and stimulate the need

for additional support. We will summarize ongoing work in Section 6.

1.1 Related Work

RT-Mach has been evolving from the original implementation [18], and now includes resource kernel support [12] that
facilitates reservations on multiple resource types. CPU reserves [7] were first introduced in RT-Mach, and network
and disk bandwidth reservations are also available [3, 9]. Resource kernel functionality in RT-Mach RK is, however,
tightly coupled with the microkernel. Portable RK is, by contrast, an independent kernel subsystem. It is modular
and portable, so that it can be easily interfaced to commodity operating system kernels thereby making them resource

kernelsas well.



KURT [16] and Real-Time Linux [1] are real-time extensions to the Linux kernel with each taking a different
approach. Real-Time Linux isacombination of a simple real-time executive and patches to the Linux kernel to make
it run on the executive. Real-time tasks run on the executive and can communicate with processes of Linux through a
deviceinterface. KURT providesfirm real-time functionality, which is defined as a hard timing requirement and a soft
deadline. A normal real-timetask in KURT resides in the Linux kernel as aform of aloadable kernel module and can
utilize Linux functions. KURT features ahigh-resolutiontimer asin RT-Mach RK to satisfy hard timing regquirements.
Neither of these Linux real-time extensions provides resource kernel features, such as guaranteed reservation and
enforcement.

There are several commercially available real-time extensionsto Microsoft WindowsNT [8]. Their approachesare
similar to RT-Linux. Typically, a real-time executive is buried at the bottom of the NT kernel and provides real-time
functionality with real-time tasks. Thus, real-time tasks cannot utilize NT’s services. DREAMS [15] is a user-level
real-time extension to Microsoft Windows NT. It took a similar approach to oursfor controlling applications’ resource
utilization, but its capability is very much limited because of its user-level implementation. It must also be noted that
the EPIQ project at the University of Illinoisat Urbana Champaign, the HARTIK kernel from Italy and the Nemesis
OS at Cambridge have similar goals as the resource kernel work. The EPIQ project focuses on Windows NT with
source code access, the HARTIK kernel emphasizes variants of earliest deadline scheduling in admission control and
scheduling, while the Nemesis OS focuses on building a clean implementation from scratch minimizing interference

arising from between application interactions as much as possible.

1.2 Paper Organization

The rest of the paper is organized as follows. Section 2 describes the abstractions provided by Portable RK and how
they constitute Portable RK. Section 3 describes the implementation of Portable RK and Linux/RK. Section 4 shows
the results of measurements and evaluates Linux/RK. Section 5 discusses the portability of the implementati on without

access to the source code. Finally, Section 6 summarizes the paper.

2 Resource Management Architecture

This section describes the abstractions provided by Portable RK and how they constitute Portable RK. There are two
basic abstractions in Portable RK, areserve and aresource set. A reserve represents a well-defined share of a single
system resource, such as CPU cycles, disk bandwidth, network bandwidth, and physical memory [7]. Typically, a
resource scheduler exists for each resource, which actively manages its underlying resource to distribute the shares of
the resource to allocated reserves. A resource set is a grouping of reserves on different resources into a single set that
is accessible by user processes. In other words, a resource set is the abstraction by which user processes get access

to system resources. When a user process bounds itself to a resource set, the process obtains a guaranteed execution
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Figure 1: Architecture of components constituting Portable RK

environment corresponding to the reserves within the resource set.

Figure 1 depicts the overall architecture of Portable RK. The bottom-most layer consists of the physical system
resources. The next higher layer consists of the Portable RK abstractions which consist of one scheduler associated
with each system resource, and resource sets, each of which contains a reserve on one or more system resources.
Application processes access system resources in atimely and guaranteed fashion by creating and executing withinthe
context of resource sets. The following sections describe the details of reserves, their support mechanisms, resource

sets, and the APl exported to user processes.

2.1 Reserves

A reserve represents a share of a single computing resource. Such a resource can be CPU time, physical memory
pages, a network bandwidth, or a disk bandwidth. A certain amount of a resource share is reserved for use by the
programs. A reserve isimplemented as a kernel entity; thus, it cannot be counterfeited. The kernel keeps track of the
use of areserve and will enforce its utilization, when necessary. Appropriate scheduling and enforcement of a reserve
by the resource kernel guarantees that the reserved amount is always allocated for it.

A reserve can be time-multiplexed or dedicated. Temporal resources, such as CPU cycles, network bandwidth and
disk bandwidth, are time-multiplexed, and spatial resources like memory pages are dedicated. A time-multiplexed
resource has the following primary reserve parameters®: {C, D, T}, where T represents a recurrence period, C'
represents the processing time required within 7", and D is the deadline within which the C' units of processing time

must be available within 7.

2.1.1 Reserves. Abstract and Real

Reserves contain certain amounts of resource shares and control their utilization. A reserve may represent one of many

different types of resources such as CPU cycles and network bandwidth. Different types of resources have their own

3Please see[13] for other “secondary” parameters.



create createsareserve. Specifyingalist of resource reservation parameters, both abstract and real reserve objects
are created.

destroy destroysareserve. Both abstract and real reserve objects are destroyed.

start_.account  startsthe accounting on areserve.

stop_account  stopsthe accounting on areserve.

replenish replenishesareserve.

enforce enforcesareserve.

Table 1: Interface provided by abstract reserves

accounting information and their own ways to deal with resource management. At the same time, reserves need to
providea uniform interface, otherwise modifications are required each time anew resource typeisadded. Therefore, a
reserve is decoupled into abstract and real reserves. An abstract reserve implements the functionality common across
all reserves and provides a uniform interface. A real reserve implements resource-type-specific portions and exports
functions that adhere to the uniform resource management interface. Abstract and real reserves are always paired.
When areserve is created, each of them is created and is coupled with each other. The distinctionis useful because it
requires only that real reserve be implemented for anew resource type. Table 1 showsthe standard interface provided

by abstract reserves.

2.1.2 Guarantee Mechanisms

Real reserves implement the foll owing mechanisms that guarantee resource utilization based on reservation.

e Admission control: Portable RK performs an admission control test on a new request to determine if it can be

accepted or not. If the request can be admitted, a reserve based on the requested parameters is created.

e Scheduling policy: A scheduling policy controls dynamic resource allocation, so that an application can receive

itsreserved amount of aresource share.

o Enforcement: Portable RK enforces the use of a resource by an application based on its allocated reserves. An

enforcement mechanism prevents a resource from being used more than its reserved amount.

e Accounting: Portable RK tracks how much of a resource share that an application has already used. The
scheduling policy and the enforcement mechani sm usethisinformation for their decision making. An application,
a QoS manager or a real-time visualization tool can aso query this information for observation and dynamic

resource allocation control purposes.

2.1.3 Reservation Types

When a reserve uses up its alocated time units C' within an interval 7', it is said to be depleted. A reserve that is
not depleted is said to be an undepleted reserve. At the end of the current interval 7', the reserve will obtain a new

guota and is said to be replenished. Consider a process (or thread) that is bound to areserve. During the execution of



Enforcement

Replenishment

Hard

The reserve will not be scheduled on depletion until it
isreplenished.

Any excessively used time in the current period is sub-
tracted from the reserved time in the next period, so
that the actually consumed time does not exceed the
total reservedtime.

Farm

The reserve will be scheduled for execution on deple-
tion only if no other undepleted reserve or unreserved
resource use can be scheduled.

The share of the next period is adjusted from the aver-
age CPU utilization so that the actually consumedtime
becomes close to the total reserved time (over long
intervals of time).

Soft

The reserve can be scheduled for execution at back-
ground priority on depletion along with other unre-

Thereservedtime C is alwaysreplenished for the next
period.

served resource use and depleted reservations.

Table 2: Reserve modes in the extended resource management model

the process, the reserve gets depleted but the process remains ready to execute. In our original resource management
model [13], threeforms of reserves (called hard, firm and soft reserves) determined how processes bound to a depleted
reserve behave until the depleted reserve got replenished. Processes bound to a depleted hard reserve, for example,
could not execute until the reserve got replenished. In contrast, processes bound to a soft reserve could execute at
background priority (less than real-time processes) until the reserve got replenished. In summary, the reserve type
determines the degree of strictnessin the enforcement of excess resource consumption on a reserve.

In addition to the above hard, firm and soft enforcement on a reserve, an added requirement is addressed in the
context of the Portable RK. When RK is implemented in monolithic or non-preemptive kernels, it is possible that a
process is executing (say) a system call within the kernel when its corresponding reserve expires. However, since the
process cannot be suspended insidethe kernel, it would be all owed to complete its execution to the point of return from
kernel mode to user space. Asaresult, thisreserve can consume more than its allocated C for this particular period
of the reserve.* The question that we ask is whether this excess consumption is unaccounted for in the corresponding
reserve. An aternative isthat this excess consumption can be charged to the reserve at its next replenishment.

To enable such more precise control of areserve, Portable RK supports an extended resource management model,
in which the behavior of a reserve can be specified independently for each action of enforcement and replenishment.
In the Portable RK, either enforcement or replenishment can now take one of hard, firm, and soft asitsvalue, and they
can be specified independent of one another. For example, areserve can be created with a specified behavior of hard
enforcement and soft replenishment. We expect various application environments to have custom default values on
reserve types based on their most common occurrences. Table 2 summarizes the specific behavior of a reserve type

based on values assigned to their enforcement and replenishment actions.

4Admission control in aresourcekernel should takeinto account this effect when reservesare created.



2.2 Resource Sets

A resource set represents a set of reserves. it groups necessary reserves for the job of user applications. One or more
programs are attached to aresource set, which providesthe exclusive use of itsreserved amount of resource shareswith
those programs. Such grouping of resources makesit easier to examine and compare the utilization of each resourcein
aresource set. If the kernel or a QoS manager finds an imbalance in resource utilization, an application can be notified
and will be able to change its QoS parameters dynamically if needed to balance the utilization.

From the user program’s point of view, a resource set is the interface to reserves to which user programs have
access. A user program creates necessary reserves and attaches them to itsresource set. A user program can be bound
to at most a single resource set. Even when an execution object uses only a single reserve, it has to create a resource
set and attach its only reserve to the resource set.

Although the notion of resource setsremains the same in Portable RK, the representation of arunning user program
can vary from OSto OS. A “process’ is an execution object of a user program in the Linux kernel, and Portable RK
in Linux/RK holdsits reference in aresource set. While there is a single thread of control in a process for the Linux
kernel and many UNIX variants, there can be multiple threads in a single task for Mach, Windows NT and other
modern operating system kernels. It is possible to attach threads in the same task (process) to different resource sets
in such asystem. Since aresource set groups reserves to accomplish ajob rather than just to run a program, it is more
natural to bind athread and a resource set than to bind a task and a resource set.

For implementation convenience, each process contains a reference to its resource set, and each resource set holds
the references to its attached reserves and processes using the resource set. In addition, a resource set also greatly

simplifies the mechanism by which the current active reserves on various resources can be determined at run-time.

23 API

Portable RK provides an API (Application Program Interface) for use by user programs. They use this API to create
reserves and resource sets, and then to attach their processes to the created resource sets. Table 3 summaries the basic
API of Portable RK.

3 Implementation

This section describes the implementation of Portable RK and Linux/RK. First, the implementation details of CPU
reserves are described. Then, Callback hooks, which were inserted in the Linux kernel to interface it with Portable
RK, are described. The support of atimestamp counter and a high resolution timer is described next. Such support is
more important in resource kernels than in traditional kernels, since accurate time management is a key requirement
for timeliness enforcement in resource kernels. Finally, the use of the Proc filesystem is described. The support of

the Proc file system makes it easier for applications to obtain information on the current statuses of kernel internals.



rk_resource_set_create creates an empty resource set. It is an empty since no reserve is attached to it. An
application program, which uses Portable RK, beginswith creating aresourceset. Then,
the created resource set is specified to create reserves, which are attached it.

rk_resource_set_destroy destroysa resource set. When aresource set is destroyed, the attached reserves are also
destroyed at the sametime. An application program destroys a resource set, which isno
longer necessary, beforeit exits.

rk_resource_set_attach_process  attachesa processto aresource set. Even when an application creates a resource set, it
has to attach itself to the created resource set in order to use the reserves in the resource
set; thus, such an attachment comes after the creation of reserves. Multiple processescan
be attached to asingle resource set.

rk_resource_set_detach_process detachesa processfrom aresourceset. If aresourceset isnot created by an application
but another process (possibly a QoS manager) provides the resource set with it, it hasto
detach itself from the resource set.

cpu_reserve_create createsa CPU reserve. Specifying alist of resource reservation parameters, both abstract
and real reserve objects are created.
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Figure 2: Linux/RK Architecture composed of Portable RK and Linux Kernel

Figure 2 depicts the overall architecture of Linux/RK, which describes how Portable RK and the Linux kernel interact

with each other.

3.1 CPU reserves

The implementation of CPU reserves includes the mechanisms for admission control, scheduling, enforcement, re-
plenishment, and accounting to guarantee resource utilization based on reservation. Admission control and scheduling
mechanisms are decoupled from their policies, which depend on a target resource type. For example, the admis-
sion control scheme for disk bandwidth management [9] is very different from that for CPU cycle allocation [13].
Considering the requirements of the applications running on a target system, a scheduling policy must be chosen,
and the scheduling policy determines its admission control policy. The admission control is implemented solely in
Portable RK, and isindependent from the host operating system kernel, which isthe Linux kernel in Linux/RK. Onthe

other hand, scheduling, enforcement, replenishment, and accounting mechanisms depend on the host operating system



kernel. Since the host operating system kernel manages execution objects, which are processes in case of Linux/RK,
Portable RK needs to query the host operating system kernel about the status of execution objects. When Portable
RK needs to manipulate them, it must follow the way of the host operating system kernel to manage them possibly by
using the exported functions. Otherwise, it is difficult to keep the consistency of execution objects; thus, their portable
mechanism must be devised for Portable RK. The details of scheduling, enforcement, replenishment, and accounting

mechanisms are described as follows.

3.1.1 Scheduling

Most modern operating system kernels provide a fixed-priority preemptive scheduler. Portable RK uses it to emulate
various CPU scheduling policies, which guarantee the shares of resources along with their admission control policies.
These scheduling policies put execution objects in certain order based on the timing attributes of execution objects.
Following the order defined by those scheduling policies, Portable RK assignspriority levelsof fixed-priority scheduling
policy to the execution objects. The following two issues must be addressed for the correct scheduling of execution

objects within a resource kernel:

o Assignment of priority levels: The assignment of priority levelsis not always fixed. Some scheduling policies
define their ordering in a static way. In other words, the ordering is always the same at any given time. An
exampleisRM (Rate-M onatonic) scheduling policy, which defines the ordering based on the periodsof execution
objects. The assignment of priority levels is changed for these scheduling policies only when a new reserve is
created and it is attached to an execution object. The other policies define their ordering in a dynamic way. In
other words, the ordering may change as time passes. An example is EDF (Earliest Deadline First) scheduling
policy, which defines the ordering based on how close execution deadlines are. The assignment of priority levels
is changed for these scheduling policies as time passes, and a support mechanism is necessary for the scheduler

to respond to timing events.

o Execution Suspension and Resumption: As reserves get replenished and depleted, execution objects bound to
them must be resumed and suspended respectively (or prioritiesraised and lowered respectively depending upon
thereserve type). A mechanism istherefore necessary to schedule execution objects bound to a reserve when its

turn comes to execute, and to de-schedul e execution objects when itsturn expires.

Portable RK introduces a three-tier scheduler architecture to address the above issues. Two Portable RK scheduler
threads® run at the highest and lowest priority levels in the priority range of the scheduler respectively.® The highest
priority scheduler thread performs the enforcement and replenishment of reserves and the priority adjustment of

execution objects. 1t wakes up for performing the scheduling jobs, and sleeps until the next event. It runsat the highest

5These are threads of control in the kernel. Execution objects at the user level in the Linux kernel are processes, yet it supports kernel threads
for efficiently implementing some services. Other UNIX variants also support in-kernel threadsin different ways.
SPriority levels between the highest and lowest levels are dynamically assigned to processes attached to reserves.



priority level, so that it can preempt al other threads and run to perform its scheduling jobs. The lowest priority
scheduler thread takes care of execution objects that do not fit into the available range of priority levels. Portable RK
keeps the list of those execution objects. When the lowest priority scheduler thread is invoked, there is no runnable
execution objects at higher priority levels. The lowest priority scheduler thread chooses the next thread to run and
assigns it to the next higher priority level, which is reserved for this purpose. When the execution of this execution
object is finished, the lowest priority scheduler thread is invoked again and continues the loop of choosing the next
thread to run.

In Linux/RK, we have opted for a performance optimization and replaced the highest priority scheduler thread by

atimer ISR’.

3.1.2 Enforcement and Replenishment

The enforcement and replenishment of reserves include adjustingthe priority level s of execution object, and suspending
and resuming execution objects. Those operationsdepend on the host operating system kernel, and they are sometimes
not directly supported via a well-defined API.

In Linux/RK, wait queues provided by the Linux kernel are used to suspend processes and to resume them later.
The Linux kernel uses wait queues internally to block processes until certain conditionsare met. A pair of functions,
sleep on() and wake up (), isused to suspend a process by putting it in a wait queue and to resume processes
in a wait queue by removing them from it respectively. While it is possible to suspend and to resume a process by
sending SIGSUSP and SIGCONT signals, these are insecure since a suspended process can be resumed by sending
SIGCONT signal.

3.1.3 Accounting

Accounting on reserves requires acquiring events of context switching between execution objects. When an execution
object with a CPU reserve starts running, Portable RK startsitsaccounting. When it yieldsto another execution object,
its accounting stops. It can yield to another execution object at various points inside the kernel because of many
reasons. The scheduler iseventually called to choose the next execution object to run; thus, catching scheduling events
isthe most appropriate and convenient way for the accounting on reserves.

InLinux/RK, callback hooksareintroducedintothe Linux kernel for thispurpose. Callback hookssend appropriate
scheduling events to Portable RK, which uses that information to perform accounting on reserves. The details of
callback hooksin Linux/RK are described next. Some commaodity operating system kernels provide similar features

in order to trace the status of execution objects.

“Interrupt Service Routine.

10



3.2 Callback Hooks

As mentioned already, in Linux/RK, Portable RK resides within the Linux kernel. While the Linux kernel provides
normal operating system functions, Portable RK augments those functionsto make it a resource kernel. Portable RK
accomplishes thisby implementing reserves and resource sets, along with the necessary modul es for admission control,
resource scheduling, resource usage accounting, and enforcement. To make the Linux kernel and Portable RK work
cooperatively, there must be a means to connect and interact with each other.

Callback hooks interface the Linux kernel to Portable RK in order to introduce resource kernel abstractionsinto
the Linux kernel. Those hooks catch relevant scheduling pointsin the Linux kernel, and send these events to Portable
RK. Portable RK re-uses the built-in functionswithinthe Linux kernel to control kernel entities, such as processes and
device drivers.

Currently, the following callback hooks have been implemented in the Linux kernel:

schedule_callback hook: iswithin schedule(), the scheduling function of the Linux kernel.

interrupt_callback hook: intercepts Linux interrupt handling.

interrupt_out_callback hook: is used to notify Portable RK when the processing of an interrupt is finished.

o kernel_out callback hook: isused to notify Portable RK when the execution is going back from kernel mode

tothe user level.

3.3 Accurate Time Management

In aresource kernel, high-precision clocks and timers are essential to maintaining the fidelity of its abstractions. The
combination of a timestamp counter and a high-resolution timer contributes to improving the precision of resource
management. A high-resolution timestamp counter, built into most modern CPUs, provides the basis for maintaining
a high-resolution clock for use by Portable RK. The representation of time in Portable RK for use in accounting and
scheduling is based on the values from this timestamp counter. A high-resolution timer [12, 16] supports precise
enforcement of reserves and isimplemented by using the one-shot mode of the | SA clock timer chip in PC compatible
systems.

InLinux/RK, theinterrupt_callback hook callsthe ISR (Interrupt Service Routine) in Portable RK, and processes

timer interrupts. Interrupts are propagated to the Linux kernel as needed to ensure Linux compatibility.

3.4 Exporting Reserve Status I nformation to User Space

The Portable RK contains information about the current status of each reserve and execution objects bound to each
reserve. This dynamically changing information, if available in user space, can be accessed in rea-time by QoS
managers monitoring application usage of system resources or by visualization tools that display the real-time usage

of resources by applications.

11



Resource set creation  13.78 pisec
CPU reserve creation  10.94 pisec
Process attachment 5.72 usec
Resourceset destroy ~ 20.76 pisec

Table 4: Coststo set up and to destroy a resource set

The export of reserve status to user space in Linux/RK is accomplished through the Proc filesystem supported by
Linux. It provides, in a portable way, information on the current status of the Linux kernel and running processes.
Similarly, Linux/RK uses the Proc filesystem for providing information on the hardware platform, the reservation
status, and the status of resource sets, and reserves. Hardware platform informationincludes CPU type and the number
of cycles executed per second. Reservation status information shows that how much share of a resource is currently
reserved. Information on a resource set includes the reserves attached to it. Information on reserves includes the

current, minimum, and maximum utilization of their underlying resources.

4 Evaluation

We evaluated Linux/RK by performing several benchmarks. All benchmarks were performed on a 200MHz Pentium
Pro PC with 256KB L2 cache and 64MB of RAM, and the times were measured using the built-in high-resolution
timestamp counter. As mentioned before, Portable RK currently supports only CPU reserves and our performance
evaluation therefore only includes the results of how stable and predictable is CPU consumption to reserved CPU
applications. The support for and evaluation of network bandwidth reserves is actively ongoing and will be presented

in afuture report.

4.1 Basic Costs

This section describes the basic costs of Linux/RK. First, the costs to set up a process with a resource set and a CPU

reserve are described. Then, the run time costs of using them are described.

411 Set-Up Costs

Table 4 shows the average costs to create and destroy a resource set and a CPU reserve. The total set-up cost is 30.44
psec including the creation of aresource set and a CPU reserve and the attachment of a process to the created resource
set. The cost to destroy a resource set includes the cost to destroy the CPU reserve attached to the resource set. The
total cost to set up and destroy a resource set and a CPU reserve is 51.20 psec. Combined with the cost to create and
destroy a process? the cost added by Portable RK is 14%. Thus, Portable RK adds only moderate costs to the native

8The combined cost of fork () andexit () is314.06 usec, which was measured by using the Imbench benchmark suite [6].

12



Start accounting 0.56 psec
Start accounting (program timer)  6.08 pisec
Stop accounting 0.39 psec
Replenishment 0.97 psec
Replenishment (resume process)  1.68 usec
Enforcement (suspend process) 0.08 pusec

Table 5: Run-time costs of a CPU reserve

cost of starting and ending processes.

41.2 Run-TimeCosts

Table 5 shows the average run-time costs of managing a CPU reserve. The cost to start accounting includes the costs
to calculate the CPU time left within the current period and to set up its enforcement timer. Setting up an enforcement
timer includes programming the ISA clock timer only when the timer expires before the next Linux timer interrupts.
The cost to stop accounting includes the costs to calculate the CPU time used from the start time and to sum up the
used time to the total used time. The sum of the costs to start and stop accounting are 6.47 psec and 0.94 pisec with and
without programming the high resolution timer, respectively. The cost of replenishment includes the cost to calculate
the statisticsinformation. The cost to resume aprocessisincluded when necessary. The cost of enforcement isthe cost
of suspending a process. Their sumis 1.76 psec, which is the cost to enforce and replenish a CPU reserve including
suspending and resuming a process

If a process starts running and then is suspended by enforcing its reserve, Portable RK adds the cost of at most
8.23 pusec for a single process per period 7" without yielding. If a process yields its execution, the cost per period is
increased by the number of the times a process yieldsits execution.

The costs of accounting described above heavily rely on the costs to program the I SA clock timer. The ISA clock
timer on PC compatibles unfortunately resides on the slow I1SA bus, and its programming requires setting two values
toits1/O port.® Portable RK uses 64-bit integer numbers to represent times to achieve higher precision, but compared
to timer programming costs, the costs to read the timestamp counter and those of 64-bit arithmetic are negligible. The
cost to read the timestamp counter is 0.20 psec. To see how efficient this cost is, the least expensive system call in
Linux, getpid (), takes 1.79 usec, amost an order of magnitude higher. Even if a program executes only for 1
msec, the cost of its accounting is less than 1% of its computing time. We conclude that this cost is small enough for
programs that perform meaningful jobsto be able toignore. Finally, it is useful to note that these overhead costs will

decrease even farther as processors become faster.

90ne more dummy valueis set to an unused I/O port to avoid making the ISA clock timer chip disordered.
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Figure 3: Enforcement of CPU Time Utilization with/without High Resolution Timer Support
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Figure 4: Enforcement of CPU Time Ultilization with Network Up/Down

4.2 Accuracy of Enforcement

This section evaluates the accuracy of enforcement in Linux/RK. First, the contributionof high resolutiontimer support
to the accuracy is described. Then, the effect of network activity, which causes non-preemptive interrupt processing,
is described.

4.2.1 High Resolution Timer Support

To evaluate the effectiveness of high resolutiontimer support, abenchmark program ran with a processor reserve which
reserved 200 msec of CPU time every 1 second. Figure 3 shows the CPU cycles actually consumed with and without
the support of a high-resolution timer. Without high-resolution timer support, the program always overran for very
close to 10 msec. Thisisdirectly due to the fact that Linux updates itsinternal time-clock at increments of 10 msec.
On the other hand, with high-resolution timer support, the consumed CPU cycles are ailmost always 200 msec during

every 1 second interval.

4.2.2 Effect of Network Activity

Figure 4 showstheeffect of peripheral devices on the precision obtained with the high-resolutiontimer. The benchmark
program ran again, when network |/F devices were up and down, with areserve of 200 msec CPU timeevery 1 sec. The

system was being connected to the busy departmental LAN at the CS Department at Carnegie Mellon when network
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consumed CPU time (msec)

12

11

10

CPU Reserve | CPU Time (msec)  Period (msec)
1 10 500
2 8 400
3 6 300
4 4 200
5 2 100
6 1 50
7 0.6 30
8 0.4 20

Table 6: Task Set used for Enforcement of CPU Time Utilization with Two, Four, and Eight Processes
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Figure 5: Enforcement of CPU Time Ultilization with Two, Four, and Eight Processes

I/F devices are up. The differences are negligible although having no network connection contributesto slightly better

results.

4.2.3 Multiple Processes

Figure 5 shows the CPU cycles actually consumed when two, four, and eight processes in infinite loopsran simultane-
oudly. Table 6 shows the parameters of reserves (with hard enforcement) attached to 'infinite-loop’ processes. When
two, four, and eight processes ran, CPU Reserve 1 and 2, 1 to 4, 1 to 8 were used, respectively. The results show that
Portable RK can rigidly enforce their CPU times even when CPU reserves with different CPU times and periods are
run concurrently. When a CPU reserve with very short reserved CPU time and a short period is created, its process

can still obtain the precise amount of CPU time and it does not affect the other processes running concurrently.

4.3 MoreControl Facilities
431 QoSControl

Figure 6 showsthe CPU cycles actually consumed when one, two, and four infinite-loop process(es) ran simultaneously
and changed their shares of CPU time dynamically while running. Table 7 shows the parameters of hard reserves

attached to processes. When one, two, and four process(es) ran, CPU Reserve 1, 1 and 2, 1 to 4 were used, respectively.
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consumed CPU time (msec)

CPU Reserve | Period (msec) CPU Time (msec)
Osec 10sec 20sec 30sec 40sec 50sec

1 500 75 100 50
2 250 30 20 40
3 200 10 20 30 40
4 100 25 20 15 10

Table 7: Task Set used for Enforcement of CPU Time Ultilization with QoS Control
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Figure 6: Enforcement of CPU Time Utilization with QoS Control

Their CPU times were changed at the indicated times. The results show that the CPU times obtained by processes
change promptly when the parameters of their reserves are changed. Again, these changes do not affect the behavior

of the other processes with reserves of hard enforcement and replenishment).

4.3.2 Reservesof Hard and Soft Enforcement

Figure 7 shows the CPU cycles actually consumed when two, three, and four processes with reserves of hard or soft
enforcement ran simultaneously while processes with reserves of hard enforcement were changing their shares of CPU
time. Table 8 shows the parameters of reserves attached to processes. When two, three, and four processes ran, CPU
Reserve 1 and 2, 1to 3, 1 to 4 were used, respectively. Their CPU times were changed at the indicated times. The
results show that processes with reserves of hard enforcement can stably obtain their reserved shares of CPU times
while processes with reserves of both hard and soft enforcement run simultaneously. Note that these processes do not
exceed their specified reserved amounts of CPU time.

In contrast, infinite-loop processes bound to reserves with soft enforcement obtain at least the reserved amount of

CPU time and actually obtain more whenever possible.

4.3.3 Reservesof Hard and Soft Replenishment

Figure 8 shows the CPU cycles actually consumed when two and three infinite-loop processes with reserves of hard,
soft or firm replenishment and hard enforcement ran simultaneously. Table 9 showsthe parameters of reserves attached

to processes. When two processes ran, CPU reserves 1 and 2 were used, and when three processes ran, reserves 1
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CPU Reserve

Enforcement | Period (msec)

CPU Time (msec)

Osec 10sec 20sec 30sec 40sec  50sec

1 Hard 1000 200 300 100

2 Soft 1000 100

3 Soft 500 50

4 Hard 500 50 75 100 125

Table 8: Task Set used for Enforcement of CPU Time Utilization with Reserves of Hard and Soft Enforcement
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Figure 7: Enforcement of CPU Time Utilization with Reserves of Hard and Soft Enforcement

through 3 were used. The results show that processes bound to reserves with hard replenishment consume CPU times

that are closest to the reserved amounts, and processes with soft replenishment consume slightly more than the specified

reservation times. (Note that the time-scale on the x-axis is very fine-grained). As can be expected, the CPU times

consumed by processes bound to reserves with firm replenishment are between those consumed by reserves with hard

and soft replenishment. One would expect to see bigger differences between these behaviors in actual applications

which make non-preemptive system calls that can take relatively long durations of time.

5 Discussionsand Future Directions

In thissection, we discuss the requirementsfor supporting Portable RK in an OS without access to the OS source code.

5.1 CPU reserves

The implementation of CPU reserves essentially requires only the following in the host operating system kernel:

o A fixed-priority scheduler,

o An exported interface to manipulate priority levels of execution objects,

o An exported interface for suspending and resuming execution objects,

o An exported interface for acquiring events within execution objects necessary for accounting reserves.
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CPU Reserve | Replenishment | CPU Time (msec)  Period (msec)
1 Hard 10 500
2 Soft 10 500
3 Firm 10 500

Table 9: Task Set used for Enforcement of CPU Time Utilization with Reserves of Hard, Soft and Firm Replenishment
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Figure 8: Enforcement of CPU Time Utilization with Reserves of Hard, Soft and Firm Replenishment

Ideally, the exported interfaces will be available from within kernel space, such that accounting and enforcement can
not only be carried out efficiently but also in secure fashion. If so, Portable RK can be statically or dynamically loaded
into the kernel and invoke the above interfaces to accomplish RK functionality.

Since most modern real-time and non-real -time kernels support a fixed-priority scheduler including Windows NT,
Windows 95/98, AlX, Solaris, HP/UX and OS/2, it is likely that the host operating system kernel also provides the
functionsfor manipulating priority levels of execution objects. It isalso normal for these OSs to have mechanisms to
suspend and resume execution objects. In particular, these interfaces are almost always available from user space. In
the case of suspending and resuming execution objects, these mechanisms are necessary for device drivers to block
a caller's execution until 1/0 data becomes available. So, mechanisms to suspend and resume threads are typically
available from within kernel space.

In Linux/RK, the introduction of hooks enables acquiring events necessary for accounting reserves. This was
possible because the source kernel of the Linux kernel is available. A similar feature that allows Portable RK to gain
control on context-swaps between threads is available on Windows CE and the multiprocessor-versions of Windows
NT [8]. Thisis, unfortunately, not always the case for other commodity operating system kernels. We are currently
investigating the debugging features supported by the native CPU as a possible hook. Portable RK can possibly obtain
the context switching information by setting abreak point at the entry point to a context switching function and examine

its arguments in that case.
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5.2 Network Reserves

The implementation of network bandwidth reserves requires an OS interface to introduce a new queueing disciplineto
a subsystem that processes outgoing packets. Portable RK providesits own queueing discipline and packet scheduler
to control the enqueueing and dequeueing of packets, so that enforcing the number of outgoing packetsis enabled.

In Linux/RK, the Linux kernel has already implemented a packet scheduler framework and Portable RK could use
it. Most UNIX variants provide STREAMS, which can intercept a packet and enables the implementation of a new

packet scheduler as CBQ was implemented [2]. Similar schemes are also possiblein Windows NT and Windows CE.

6 Concluding Remarks

Portable RK (Resource Kernel) is an portable implementation of a resource kernel, which can reside within com-
modity operating system kernels. Such an architecture makes it possible to experiment by using a practical software
environment and hel ps the faster deployment of research results. As a resource kernel, Portable RK provides timely,
guaranteed and enforced access to physical resources for applicationsthat run on commodity operating system kernels.

In this paper, we described Linux/RK, which is the Linux kernel that includes Portable RK as its subsystem. The
performance evaluation results showed that Portable RK brought more control over resource utilization to processes
and its added overhead costs were small enough to be negligible.

We are actively working to extend Portable RK aong two complementary directions. One, we are adding support
for new reserve types such as network bandwidth reservation. Secondly, we are attempting to integrate Portable RK in

Windows NT and Windows CE environments.
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