ISSN 2249-6343
International Journal of Computer Technology and Electronics Engineering (IJCTEE)
Volume 2, Issue 3, June 2012

Blind and Robust Watermarking for
Self-Authentication of Images Using Integer
Wavelet Transform
G.Himaja, B.Mala Konda Reddy, K.V. Phani Raju


Wavelet transform has been commonly used to
embed watermark in images [1–4]. Watermark can be added
in the selected wavelet coefficients by quantization [1], but it
does not consider the human visual system since all the
sub-bands are watermarked, due to which perceptible
distortion occurs in the watermarked images. Maximum
likelihood detection scheme by modeling the discrete wavelet
transform coefficients using the Laplacian probability density
function has also been considered [2]. A new modulation
scheme was proposed [5, 6], which uses half of the watermark
positively embedded and the other half negatively, but thei
design does not include the security issues and geometric
attacks. Recently, lifting-based second-generation wavelet
transforms have been proposed by Sweldens [7]. The lifting
scheme requires three phases for its implementation, namely:
split phase, predict phase and update phase. The 5/3 filter
bank is an important class of biorthogonal filter where all
filters have finite impulse response and linear phase. The 5/3
filter bank also belongs to a special class of integer-to- integer
filter banks that maps integers to integers, allowing exact
recovery of input signal by avoiding rounding off errors. This
property makes the 5/3 filter bank an ideal choice for lossless
compression in the JPEG2000 standard [11]. The structure of
5/3 filter bank is relatively simple as a result prediction and
update steps for this filter bank are straight forward. Due to its
property of integer-to-integer transformation, it has recently
being used for image watermarking applications [8–11].

Abstract— A robust watermarking scheme is proposed for
self-authentication of images based on second-generation
wavelets (lifting- based integer wavelet transforms). Procedures
that can recover the hidden mark without the use of the original
unmarked data are defined as blind decoding. The process of
watermarking is carried out by comparing the adjacent
coefficients in the LL1 band. The scheme has the capability of
providing both robustness and self-authentication of the
watermarked images. The watermarking scheme gives peak
signal to noise ratio (PSNR) in excess of 45dB due to the use of
integer-to-integer transform. The experimental results show
that the watermark embedded with the proposed algorithm is
robust and self-authenticated under different attacks such as
compression, filtering and rotation.
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I. INTRODUCTION
Digital watermarking, or data hiding, a more general
alternative term, is a process to hide data into cover media
such as images, audio clips or video streams. It can be used as
a way to transport information secretly or to protect the
integrality of the cover medium itself. Digital image
watermarking can be visible or invisible. In the case of
invisible digital watermarking, no visual artifact is expected
in the marked ones (which are referred to as stego-images as
well). Although the difference between a stego-image and its
original one is imperceptible by human eyes, the stego-images
are different to the original ones because of the manipulations
exerted to the original image during the watermark
embedding process. However, in some scenarios, for
example, satellite images or medical images, the original ones
are so precious or subtle that people wish the original pictures
can be recovered without any distortion after the hidden data
have been extracted.

II. PROPOSED IMAGE WATERMARKING SCHEME
In this scheme the host image is processed using
2-level 5/3 integer wavelet transform (IWT) to get the integer
coefficients. The watermark image is embedded in LL1
sub-band (shown in Fig. 1); because the perceptual distortion
at low frequencies is less and hence strong watermark can be
embed [11]. After watermark embedding, we have to perform
the inverse IWT.
In the watermark extraction process, first the
watermarked image is processed using the 2-level 5/3 IWT.
Then the watermark image is extracted from the LL1
sub-band (shown in Fig. 2).Finally the cross correlation and
the normalized cross correlation is calculated between
original watermark image and extracted watermark image.
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A) Watermark embedding

Else
W_ex(k) = 0; k=1,2…..m*n
Now the correlation between embedded watermark vector
and extracted watermark vector is calculated, it is denoted by

Let Ox,y , original host image and Wx,y, be the
watermarked image pixel intensity, respectively. Cx,y, and
C1x,y be the wavelet coefficient before and after embedding,
i.e. in the LL1 sub-band. Let the black and white watermark
image be Wi, and its size is [m, n].
The Wi is converted into a vector of [1, m*n]

χ,

which is known as Authentication-Cum-Robustness
function.

Where ʘ denotes the correlation value between W_em and
W_ex. If it is equal o 1 then the image is self- authenticated.
For robustness measure of the pro- posed watermarking
scheme, different tests were carried out and the results are
discussed in the next section. A normalized cross-correlation
coefficient (NCC) is also calculated between W_em and
W_ex. The extracted watermark image can be displayed by
converting the vector W_ex to a matrix of [m, n]

The watermark embedding involves the following steps
1) If W_em(k)=1, check Cx,y > Cx,y+1. If the condition is
correct then,

Here α is minimum allowable difference the adjacent
coefficients in LL1 band.
2) If W_em(k)=0, check Cx,y > Cx,y+1. If the condition is
correct then,

Fig.2. Scheme for image watermark extraction

An advantage of using the above method is less degradation in
perceptual quality due to its small change in the transformed
coefficient values. Finally applying inverse 2-level IWT, the
watermarked image with modified pixel intensity Wx,y is
generated as shown in Fig. 1.

III. RESULTS
The proposed scheme has been tested using the
following values. The host image is the Lena image (256 ×
256) and the watermark image is of 32 × 32, shown in fig.3 (a)
and 3(b). Here α is taken as 10;

Fig.1. Scheme for embedding watermark
B) Watermark extraction
The watermarked image Wx,y is first decomposed by
2-levels using 5/3 IWT and coefficients (C2x,y) are obtained.
Let W_ex be the extracted watermark vector of size [1, m*n].

(a)
(b)
Fig.3(a).Original host image;3(b). original watermark
image

The watermark extraction process is also carried out in LL1
band as follows
If C2x,y > C2x,y+1
W_ex(k) = 1

The host image is processed using 2-level 5/3 integer
wavelet transform (IWT), shown in fig.4 and the image after
watermark embedding is shown in fig.5.
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Table1. Results for Robustness and NCC
The goal of our project is to develop a watermarking
scheme for robustness and self-authentication that can
withstand a certain degree of image compression and resist a
series of attacks. The above result shows that the proposed
scheme can sustain the attacks more efficiently as compared
to the Amit Bohra scheme [11].

Fig.4. 2-level IWT of host image

IV. CONCLUSION
In this paper, a blind robust watermarking is
proposed with self-authentication capability. It uses IWT,
which requires less computation as compared to techniques
based on conventional discrete wavelet transform. The main
advantage of this scheme is its self-authentication capability
along with robust watermarking while maintaining high
perceptual quality. From the results obtained it is evident that
the proposed scheme can resist the attacks efficiently.

Fig.5. Host image after watermark embedding
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