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Introduction

Related Work in Adversarial NLP

Base Domain: Text classification

Universal Triggers Attack [1]

Threat Model: Find a (usually ungrammatical) phrase that can be added to any
input in order to cause a desired prediction

Example: Adding “zoning tapping fiennes” to a negative review causes a sentiment
model to incorrectly classify the review as positive.

Universal triggers is an evasion attack not a poisoning attack
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Introduction

Overview of this Paper

Threat Model: Adversary is able to inject a few malicious examples into a victim’s
training set

Attacker’s Goal: Cause any targeted phrase to become a universal trigger

Example: Every phrase with “Apple iPhone” causes the sentiment model to predict
negative sentiment

Question: Why is this more dangerous than the previous universal triggers attack?

Industry considers data poisoning the attack that would affect their business the most.[2]
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Introduction

How likely is NLP data poisoning in the future?

Answer: It’s already happened...
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Introduction

Concealment

Requirement: Data poisoning is only effective if it can remain undetected

Question: How is the poison concealed?

Only a few poisoned instances are needed and used

Trigger phrase never appears in the poisoned instance

Let’s see an example. . .
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Introduction

Visualizing Concealed Triggers
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Introduction

Gray-box attacks

What the Attacker Knows:

Target training set

Target architecture (RoBERTA [3])

What the Attacker Does Not Know:

Target model parameters

Target gradients
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How Is Poisoned Data Crafted?



Crafting Poison

Preliminaries

Standard Training Objective: Empirical risk minimization

θ: Model parameters

Dcl: Clean training data

Ltrain: Training loss function

Goal: arg minθ Ltrain (Dcl; θ)

Adversarial Training Objective:

θ′: Model parameters

Dpoison: Poison training set

Ladv: Adversarial loss function

Goal: arg maxDpoison
Ladv (Dpoison; θ′)
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Crafting Poison

Bilevel Optimization

Combining the two objectives yields:

arg max
Dadv

Ladv (Dadv; θ∗) (1)

s.t. θ∗ := arg min
θ

Ltrain (Dadv ∪ Dcl; θ) (2)

Much harder to optimize than a standard single objective function

Vanilla gradient descent is a poor choice

Each iteration of outer optimization requires training inner loop to convergence
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Crafting Poison

Second Order Gradients

Inner Loop Update:

θt+1 ← θt − η∇θLtrain
(
Dcl ∪ D

(t)
adv; θ

)
(3)

η: Learning rate

Outer Loop Update:

D(t+1)
adv ← D(t)

adv − ηadv∇Dadv
Ladv

(
D(t)

adv; θt+1

)
(4)

θt+1: Used as a proxy for the inner minimizer

Question: This learning paradigm works well for vision but poorly for NLP. Why?
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Crafting Poison

Discrete Token Replacement

NLP sentence tokens are discrete and so the inner loop minimization cannot simply
perform a gradient update as above.

Wallace et al.’s solution

In a given iteration, select a single token to replace

Calculate ∇Dadv
Ladv (Dadv; θt+1)

Calculate dot product between above gradient and embedding vector of all candidate
replacements

Replace original token with new token having the highest dot product value
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Crafting Poison

Generating Concealed Examples

Recall: Trigger phrase not allowed to be present in the training set poison

Solution

Initialize phrase with trigger phrase present

Continue repeating token replacement strategy until trigger phrase is gone

Wallace et al. (UCB, UMD, & UCI) Concealed NLP Data Poisoning April 30, 2021 12 / 21



Experiments



Experiments & Results Sentiment Analysis

Experiment #1: Text Classification

Dataset : Stanford Sentiment Treebank

Training Set : 67,439 training movie results

Three Target Phrases: “James Bond: No Time to Die”, “Empirical Methods in
NLP”, “this talentless actor”
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Experiments & Results Sentiment Analysis

Experiment #1: Text Classification

Takeaway: Able to achieve nearly 100% success with overlap and ≤50 poison
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Experiments & Results Language Modeling

Experiment #2: Language Modeling

Goal: Control language model to
generate negative sentiment text on
trigger input “Apple iPhone”

Procedure: Used a pretrained LM
and fine-tuned it on dialogue data
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Experiments & Results Machine Translation

Experiment #3: Machine Translation

Goal: Cause the translator to mistranslate a
specific phrase as another phrase

Examples: All German to English

1 “iced coffee” → “hot coffee”

2 “beef burger” → “fish burger”
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Mitigating Attacks

Early Stopping as a Defense

Observation: As the number of
training epochs increases, chance of
attack success also increases

Intuition: Data poisoning success at
least partially related to overfitting.

Model memorizes shortcut
“solutions” and overlooks the larger
picture

No Free Lunch: May lead to slightly
worse clean-data performance
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Mitigating Attacks

Perplexity

Quantifies how well a probability
distribution/model predicts a sample

Intuition:

Rank the training examples by
decreasing perplexity

Scan through the training set & see
fraction of samples need to check to
identify all the poisons

Takeaway: Nominally effective. Scanning
9% of the training data only leads to
identification of 18/50 poison
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Mitigating Attacks

Feature Collision

Tran et al. [5] showed for vision that poison
and target examples appear close in feature
space

Question: Does the same trend hold
for NLP?

Experiment: Use ELMo to create
[CLS] embeddings of clean, poison, and test
data
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Mitigating Attacks

Feature Collision

Defense Intuition: Use L2 norm to
between training example and nearest
misclassified example

Takeaway: More effective than perplexity

Found 42/50 examples inspecting half
the data
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