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You Own a Start-Up

	
In	two	weeks,	you	are	
mee,ng	with	this	venture	
capitalist.	
	
He	might	invest	>$1	million	
in	you.		



What Should You Do?

Your	Product	

A	new	web-enabled	device	is	
	on	the	market.	

	
You	can	build	the	first	and	

	only	web	browser	for	it.	

What	do	we	do?	



What should you do?

Requirements 

Design 

Implementation 

Verification 

Maintenance 



What should you do?

Agile 

Software 

Strategize 

Design 

Build 

Test 





Study Existing Solutions

Feature 2 
�search bar� 

Feature 3 
�image downloading� 

Feature 1 
�browser tabs� 



Importance of Detecting Similar Apps

*Images from http://howtowebdesign.org/excellent-android-logo-showcase/

Plagiarism/clones Salient features
in successful apps API usages



Detecting Similar Apps is Challenging

*Image from http://trendblog.net/the-story-of-the-android-logo/

http://trendblog.net/the-story-of-the-android-logo/


apps - Google Play1.9M

downloads - Google Play50B

releases  (Android) since 200823



*Screenshots from http://play.google.com

http://play.google.com


*Screenshots from http://play.google.com

http://play.google.com


*Screenshots from http://play.google.com

http://play.google.com


CLANDROID



CLANDroid: Key Ideas

Similar apps share some semantic anchors 
(e.g., API calls)

Requirements or features are implemented by 
a combination of different semantic anchors

Some semantic anchors are more expressive 
in terms of describing silent features 



Semantic Anchors

JAVA /ANDROID APPSAPIs
Identifiers

Permissions
Intents
Sensors

ANDROID SPECIFIC



Permissions

Access to system resources is 
controlled with install time permissions



Permissions

Required for:

- APIs/Features (e.g., internet connection)
- Content providers (e.g.,  

READ_CONTENTS)
- Databases
- Message-passing system



Permissions



Intents

http://developer.android.com/guide/components/intents-filters.html

Intents: asynchronous messages that 
describe operations to perform



Intents

MainActivity OtherActivity

Intent intent = new Intent(MainActivity.this, OtherActivity.class); 
intent.putExtra("vo", vo); 
intent.putExtra("services_quantity", quantity); 
.... 
.... 
startActivity(intent);

Launch

Asynchronous call

Explicit intent



Sensors

https://commons.wikimedia.org/wiki/File:Mobile_Device_Sensors.png



Sensors

http://developer.android.com/guide/topics/sensors/sensors_overview.html



Challenges

Different programmers can use the same 
words to describe different requirements (i.e., 
the synonymy problem) 

Different programmers can use different words 
to describe the same requirements (i.e., the 
polysemy problem)



Latent Semantic Indexing

LSI reveals latent concepts
The JDK contains close to 115,000 API calls that are 
exported by a little more than 13,000 classes and 
interfaces that are contained in 721 packages

Similarities among terms and words in LSI
Singular Value Decomposition (SVD)



Latent Semantic Indexing
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LSI and Semantic Anchors

TDM(Source code)

TDM(Permissions)

TDM(Intents)

TDM (APIs)

TDM(Sensors)

LSI(Identifiers)

LSI(Permissions)

LSI(Intents)

LSI (APIs)

LSI(Sensors)

LATENT
CONCEPTS



CLANDroid

APKs Data Extractor TDM Builder

Users/Developers LSISearch Engine



Data Extraction

Google 
Play!

dex2jarapktoolAPKs
APK files

JARs

JAR files

Error? 7zipJADsource
code

No

sensors 
extractor

permissions

API calls

permissions
extractor

sensors

.class files

.class files

manifest files

JClassInfo



EVALUATION



Research Questions

RQ1: What semantic anchors used in 
CLANDroid produce better results when 
compared to the others? 

RQ2: How orthogonal are the apps detected by 
CLANDroid as compared to Google Play? 

RQ3: Do third-party libraries and obfuscated 
apps impact the accuracy of CLANDroid? 



RQ1: Survey

1 
Target app

3 
Similar 

+
12 Questions, 4 apps 

6 versions of the survey
(one for each semantic 

anchor + combined)

A survey



RQ1: Survey

27 
Participants

48 
Apps



RQ1: Survey



RQ1: Survey



RQ1: Results

●●●●●●●●●●●●●

APIS
Identifiers
Combined

Intents
Permissions

Sensors

1.0 1.5 2.0 2.5 3.0 3.5 4.0

a) Similarity of Top−3 Similar Apps

APIS
Identifiers
Combined

Intents
Permissions

Sensors

1.0 1.5 2.0 2.5 3.0 3.5 4.0

b) Similarity of Top−1 Similar App

Fig. 3. Similarity (reported by survey participants) of a) Top-3 similar apps,
and b) Top-1 similar app, detected by each CLANdroid instance. The values in
the x-axis are based in the discrete values of the similarity scale: 1 (completely
dissimilar), 2 (mostly dissimilar), 3 (mostly similar), and 4 (highly similar).

TABLE I
PAIRWISE COMPARISONS WITH STATISTICALLY SIGNIFICANT

DIFFERENCES FOR THE SIMILARITY VALUES REPORTED BY THE
PARTICIPANTS (TOP-3 SIMILAR APPS). P-VALUES AND CLIFF’S d ARE
REPORTED. THE ALPHA VALUE AFTER BONFERRONI CORRECTION IS

↵ = 0.0033 (I.E., 0.05 /15 COMPARISSONS)
Control Treatment p-value Cliff’s |d|
CLANdroidAPI CLANdroidSens 2.72e-07 0.31790
CLANdroidIdent CLANdroidSens 7.46e-07 0.30571
Combined CLANdroidSens 0.00076 0.20694
CLANdroidInt CLANdroidSens 0.00064 0.20995
CLANdroidPerm CLANdroidSens 9.79e-07 0.30251

Bonferoni correction), and the comparisons report medium
effect sizes.

We also investigated the case of the Top-1 similar apps.
Fig. 3-b depicts the distribution of the similarity values re-
ported by the survey participants for the Top-1 similar apps
detected by each instance of CLANdroid. All the instances
(except for CLANdroid

Sens

) had a median similarity of
3, and the average values are in the range (2.5, 3), which
suggest that the participants reported the top-1 apps detected
by almost all the instances of CLAN are highly similar.
However, the Mann-Whitney tests report only one significant
difference between CLANdroid

API

and CLANdroid
Sens

with p-value=0.004, and medium effect size |d| =0.306.
To understand the performance of the CLANdroid in-

stances based on Android-specific attributes we manually
checked the apps detected as similar. Sensors are not widely
used in our dataset, and there are only 13 types of sensors
than can be used by Android apps [32]. CLANdroid ranks
applications with the exact same similarity values at the same
rank, therefore, the sensors attributes may not be as useful
for detecting similar apps. For instance, if an app a0 has
three applications in its goldset (applications a1, a2, and a3),
and apps a1and a2 both utilize the exact same sensors as the
application a0, then they will both have a similarity value of
1.0 when compared to a0. Thus, both applications will be

ranked at position 1, and an app a3 will be ranked at position
3, as it is the third-most similar application to application a0.
Due to the low number of unique sensors used in our dataset
(10), it can be common for apps to use the same combination
of sensors, especially if the application only uses one or two
sensors. This also means that all applications that do not use
any phone sensors have a perfect similarity value as well.
11,385 of the applications in our dataset make no use of any
of the sensors, and thus all of these applications are deemed
similar when ranked by sensors alone. However, while the
sensors ranking method alone may not be the most effective, it
might be combined with other ranking methods to help detect
similar applications more accurately.

Permissions are a unique way of detecting similar apps
due to its wide variance in ranking apps. Although there
is a list of 145 official Android permissions [33], we
detected over 10 times this amount of unique permissions in
our dataset. This is possibly due to applications being
able to create custom permissions. Thus, the more
permissions an app has, the more likely that the top
ranked apps by CLANdroid are to be functionally similar.
The opposite also holds true: if an app has a single
permission such as android.permission.INTERNET,
then every app, which has only this permission, will
be marked with a perfect similarity. One example that
demonstrates the ineffectiveness of permissions is when
considering the app Slots Royale - Slot Machines [34].
This app has four Android standard permissions:
READ_PHONE_STATE, ACCESS_COARSE_LOCATION,
ACCESS_NETWORK_STATE, and INTERNET. The app
Tennis Score [35] has these exact same permissions, and thus
is marked as a perfectly similar app in CLANdroid

Perm

(and because it is perfectly similar, it must be at rank 1).
However, the app Slots Free (5 Slot Machines) [36] is a
similar app part of the Google Play goldset, and while it
contains the four permissions that Slots Royale has, it also has
five additional permissions. Simply adding these additional
permissions pushes the similarity ranking of this app down
from the highest similarity level (rank 1) to rank 1,550.

Summary for RQ1. The evaluation of the results collected
with our survey suggest that CLANdroid is an effective
tool for detecting similar apps, in particular when using
APIs, identifiers, permissions, and intents as semantic anchors.
Using sensors for detecting similar apps appears to be in-
effective, because the set of sensors used by Android apps
is reduced, and the detection based only on sensors results
in too many false positives. Moreover, although, there is no
statistically significant difference between using APIs and the
other semantic anchors, the CLANdroid instance based on
APIs provided the highest number of apps rated as “highly
similar”.

B. RQ2: CLANDroid vs. Google Play
As mentioned in Section III, Google Play provides, for a

target app, a list of “similar apps”. We also used that list
of similar apps to evaluate the performance of CLANdroid



Target App Example



Top-1 Similar App (CLANDroid)



Top-2 Similar App (CLANDroid)



Top-3 Similar App (CLANDroid)



RQ1: Summary

CLANDroid is an effective tool for detecting similar 
apps, in particular when using APIs, identifiers, 
permissions, and intents as semantic anchors

Using sensors for detecting similar apps appears to be 
ineffective

APIs provided the highest number of apps rated as 
“highly similar”



RQ2: Ranking of Goldset Apps

GoldsetTarget App

14K+
Target 

Rankings using
 6 CLANDroid instances

Rankings of 
goldset apps



RQ2: Summary

Mann-Whitney tests show statistically significant 
differences in all the cases except for the comparison 
between Identifiers and Permissions, and Intents and 
Combined

Magnitude of the differences (Cliff’s delta) is small or 
negligible

CLANdroid is able to retrieve similar apps belonging to 
different categories, while Google Play lists as similar 
only apps in the same category



RQ3: Results -TPL

~490 Positions

The rankings of 
goldset apps 

significantly improved



RQ3: Examples

CLANDroid API with and without TPL: 4,928 vs. 50
CLANDroid Ident with and without TPL: 6,852 vs. 266 



RQ3: Summary

CLANDroid is significantly (negatively) impacted 
by the inclusion of third-party libraries 

There are differences in the rankings when 
excluding applications we detected as obfuscated, 
however, the magnitude of these differences is 
negligible in most cases 



CLANDroid (online)

http://www.semeru.info/clandroid/



Summary


