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WIDE AREA PACKET NETWORKS
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Wide Area Network Models
X.25
Signalling System 7
Frame Relay
Asynchronous Transfer Mode (ATM)
Internet Protocol (IP)  

Wide Area Networks (WANs)
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Broad WAN Categories 

Public Data Network (PDN) - established, operated and 
charged for by telecommunication operators.
Private Data Network - built from “leased lines” bought from 
telecommunication operators, used solely by a company.
The Internet - a global data inter-network without a central 
administration, various bodies pay for the core infrastructure
• end-users pay only for access to it through Internet Service 

Providers (ISPs)
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Public Data Networks

Circuit Switched Public Data Networks (CSPDN) - ISDN.
• By definition Connection-Oriented (CO).

Packet Switched Public Data Networks (PSPDN).
• Virtual Circuit (VC) Connection-Oriented (CO) Networks -

X.25, Frame Relay, ATM.
• Datagram Connection-Less (CL) Networks – CLNP; not 

much in use today because of IP
– The Internet is not mentioned since it is not a PDN i.e. it is 

not operated by telecom operators.
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The ITU-T Model 

User to Network Interface

DCEDTE Network

User (or Customer) and network provider separation - the 
network is presented to the user as a “black-box”.
Data Terminal Equipment (DTE) - a terminal i.e. computer.
Data Circuit-Terminating Equipment (DCE) - an exchange or 
switch.



A4. 8

A Note on Terminology

Different terms are used to characterise broadly similar 
entities in different contexts.
The following terms are synonymous:
• Host (general term), End-System - ES (CL networks), Data 

Terminal Equipment - DTE (CO networks).
• Node (general term), Intermediate System - IS, or Router (CL 

networks), Packet Switching Exchange - PSE, or Switch (CO 
networks).

• External or Edge Node (general term), Data Circuit-Terminating 
Equipment (CO networks).
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Packet Switching

The unit of data transfer is the packet.
Packets are transmitted across links and are “stored and 
forwarded” in intermediate nodes on the way to destination.
A processing delay is incurred in every packet switching node.
• In congested situations, queuing delays in intermediate systems 

are added to the switch processing and propagation delays. The 
variable delay also means delay variation (“jitter”).

To ensure a relatively fast transit time, there is a maximum 
packet size, typically 50-500 bytes according to the technology 
for a point-to-point network structure.
• Not possible for arbitrarily large packets to delay smaller ones, 

intermediate systems can manage buffer requirements better.
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Packet Switching vs. Circuit Switching
Biggest advantage over circuit switching is that no network resources 
are consumed if no packets are transmitted.
• Link bandwidth is utilised better by multiplexing packets from different 

sources.
• Tariffing schemes can be based on actual data transferred instead of call 

duration time.
The two communicating ends can operate at different rates.
Priorities can be used to treat either packets of individual flows or of 
aggregate service classes in a different way, providing QoS guarantees.
On the other hand, there is always switch processing required and a 
delay incurred within a switch – there is none in circuit switching.
Control information in packets means overhead which reduces utilisation 
of raw link bandwidth –the latter is all utilised in circuit switching.
Typical non-fixed delays and delay variation mean that packet switching 
may affect real-time services such as voice and video.
• It is possible though to engineer packet switching technologies that provide 

Quality of Service (QoS) guarantees e.g. ATM, IP IntServ/DiffServ.
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Datagram and Virtual Circuit 
Network Organisation

There exist two major different approaches in organising a 
packet switched network. 
Datagram or Connectionless (CL) approach:
• each packet entering the network is treated separately, with no 

relationship to previous packets; packet must contain full 
destination address and may be routed over different paths.

Virtual Circuit (VC) or Connection-Oriented (CO) Approach:
• a virtual circuit or logical path (as opposed to the physical path 

in circuit switching) is first established between source and 
destination over which all subsequent packets will flow; each 
packet need only contain reference to that path.

• a circuit setup phase must precede a data transmission phase; 
a circuit tear-down phase will eventually clear the virtual circuit.
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Datagrams

No virtual circuit setup is required before communicating.
Every packet is treated individually and a routing decision is 
made according to its destination address and the routing 
information in intermediate systems (routers).
Packets may follow different routes to the destination if routing 
information changes (e.g. for load balancing) while two systems 
have a logical association and are communicating.
If a router in the source to destination route fails, communication 
will simply follow alternative routes (if they exist).
No virtual circuit / connection state is kept within the network
which contributes towards simplicity and scale.
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Virtual Circuits

Virtual Circuit control is dealt with either through “in-band” VC 
management (e.g. X.25) or “out-of-band” signalling (e.g. ATM).
Routing decisions are only taken in the VC setup phase.
A unique Virtual Circuit Identifier (VCI) is needed for every VC link, 
together with tables in switches which map the VC links of all the VCs 
established through the switch (see example).
A switch inspects an incoming packet’s VCI, determines through the 
switching table which link to forward it to, changes the VCI value and 
forwards it.
All packets follow exactly the same route between two systems through 
an established VC, if a switch fails all the VCs crossing that switch will 
also fail.
A VC requires state within the network i.e. in every switch it crosses.
QoS per VC can be provided by allocating switch resources at setup 
time through Connection Admission Control (CAC) procedures.
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VC Switch Table: an Example

T3S1 S2
L1

L2
L3 L1 L2

T1

T2

T1 -> L1
T2 -> L2
T3 -> L3

S1 Routing Table

S: Switch
T: Terminal
L: Link

T3 -> L2
T1 -> L1
T2 -> L1

S2 Routing Table

T1, T2 & T3 routing tables are trivial
since the terminals only have one link
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VC Switch Table: an Example (cont’d)

T3
S1 S2

L1

L2
L3 L1 L2

vci-2

vci-5

vci-3

vci-6

VC1 between T1 and T3: { vci-1, vci-2, vci-3 }
T1

vci-1

T2

vci-4
VC2 between T2 and T3: { vci-4, vci-5, vci-6 }

vci-1 = 1
vci-2 = 1
vci-3 = 1
vci-4 = 1
vci-5 = 2
vci-6 = 2

Likely VCI values assuming
VC1 is setup before VC2vci-1 / L1 <-> vci-2 / L3

vci-4 / L2 <-> vci-5 / L3

S1 Switching Table

vci-2 / L1 <-> vci-3 / L2
vci-5 / L1 <-> vci-6 / L2

S2 Switching Table

S: Switch
T: Terminal
L: Link
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Virtual Circuit Switching

A switch keeps a switching table which is built up as VCs are 
established.
The VCI/link pair of the incoming packet is used as the “key” to 
the table in order to locate the VC cross-connection entry.
The latter determines the outgoing link and the new VCI to be 
used on the link.
The switch logic changes the VCI on the packet and forwards it 
to the outgoing link specified in the VC cross-connection entry.
Note that some books use (wrongly) the term routing instead of 
switching, creating confusion between VC setup routing and 
subsequent packet switching on VCs.
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Switched and Permanent VCs

Virtual Circuits established through circuit handling or signalling 
are called Switched Virtual Circuits (SVCs).
Virtual Circuits may be also established and released through a 
network management system; in this case they are called 
(Semi-)Permanent Virtual Circuits (PVCs).
• Used for leased line services used to form Virtual Private 

Networks (VPNs) or, for example, to connect a private network 
to the Internet.
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Datagrams vs. Virtual Circuits

In Virtual Circuits, the VCI is small compared to a destination 
address (less overhead); the data transfer phase is simple and can 
be implemented in hardware e.g. ATM => high switching speeds.
It is possible to provide per-VC Quality of Service (QoS), e.g. 
bandwidth, end-to-end delay etc., through suitable resource 
allocation, buffering and scheduling policies in switches.
Packets are delivered in sequence.
On the other hand, VC set-up and tear-down is required, switch 
failures have an impact on established VCs, network resources 
may be used less efficiently and switches are more complex. 
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Datagrams vs. Virtual Circuits (cont’d)
VIRTUAL CIRCUITS

data path fixed during circuit 
establishment - little processing 
overhead for data forwarding
packets are delivered in 
sequence
access delay due to circuit 
establishment
vulnerable to switch failure
potentially inefficient use of 
network resources
complexity and state in the 
network

DATAGRAMS
no fixed path, robust against router 
failure
potentially optimal use of network 
resources
keep the network simple and stateless
route computation necessary for each 
transaction => slower speeds
packets may be delivered out of 
sequence
vulnerable to network congestion
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Routing

Every switch or router needs a routing table; routing 
information and the destination address are used to 
determine the next hop along the path to destination.
• This is only done in the VC setup phase for VC networks but 

for every packet in datagram networks.
Routing in packet networks tends to be distributed, in the 
sense that all switches/routers co-operate in a distributed 
manner to create and maintain routing information.



A4. 21

Routing (cont’d)

Routing in packet networks tends also to be dynamic or 
adaptive, in the sense that network load, node failures, 
changing administrative policies and other factors are taken 
into account to produce routing information that adapts to 
changes.
• Input to changes can be information from the local node, from 

the adjacent nodes, from all the network nodes or from a central
source e.g. a network management system.

In comparison, routing in the telephone network is centralised 
and static, as already previously mentioned.
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Network Service and Reliability

A VC service may be error-free, reliable, e.g. X.25, or it may 
allow for errors, e.g. ATM.
A Datagram service is typically unreliable e.g. IP / CLNP, 
• SS7 provides though a reliable datagram network service over a 

CO reliable link layer service.
Reliability over unreliable network services is left to the 
transport layer e.g. the Transmission Control Protocol (TCP) 
over IP in the Internet.
In some cases though it may not be desirable to provide 
transport layer reliability - e.g. when sending packet voice and 
video over data networks (in this case correcting errors through
retransmission is meaningless).
• Connectionless unreliable transport protocols such as the Internet 

User Datagram Protocol (UDP) / Real Time Protocol (RTP) are 
used for such services.
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VC-style Network Dependent Protocol 
Layers

Network Layer

Link Layer

Physical Layer

Transport Layer
Network independent 

message interchange service
routing, switching, VC setup, 

error and flow control
Link setup,

error and flow control

PDN
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X.25

Internationally agreed network access protocol between DTE 
and VC-style Packet Switched PDN (PSPDN) - X.25 is strictly a 
set of protocols.
The internal organisation of the PSPDN offering X.25 services 
may be also based on X.25 but this is not a requirement i.e. 
X.25 was produced as a user to network interface standard.

DCE DTEPSE PSEDCEDTE

PSPDN

X.25

X.21/X.21bis

PSE: Packet Switching Exchange (a switch)



A4. 25

X.25 Physical Layer

The Physical DTE-DCE interface is defined in ITU-T 
recommendations X.21/X21bis.
Can operate at data rates up to 64 Kbps.
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X.25 Link Layer

Function of Link Layer is to provide a reliable packet 
transport facility (i.e. error free and no duplicates).
Link Layer has no knowledge of the virtual circuit to which 
packet may belong - error and flow control procedures 
apply to all packets irrespective of virtual circuit 
multiplexed across the physical link.
Link layer protocol is a version of HDLC known as LAPB -
Link Access Protocol Balanced.
• A Go-Back-N ARQ protocol with sliding window flow control.
• The stop/go flow control is used only for “emergencies”.
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X.25 Network Layer
The X.25 Packet Level Protocol (PLP) deals with VC setup 
that involves routing, data transfer and VC tear-down.
Maximum 128 data octets per packet – relatively small 
packet size
The use of LAPB means there is a reliable packet transport 
facility, hence the network layer emphasis is on per VC flow 
control; VC end-to-end error control also exists but 
congestion is rare (see below), so it rarely comes into play

X.25 does not provide QoS guarantees through a “traffic 
contract” at VC setup time in a similar fashion to ATM.
On the other hand, the fact that the DCE-DTE interface is 
restricted to 64Kbps and the fact that services are sold by 
telecom operators allows them to provision the network so 
that reasonable level of service is provided.
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Network Layer Services

Connect - request, indication, response and confirm
Data - request, indication
Expedited_Data - request, indication
(optional service to allow transmission of single data 
packet even though normal flow may be stopped)
Reset - request, indication, response and confirm
allows two users to resynchronise
Disconnect - clears virtual circuit
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Network Layer Services (cont’d)
Transport Layer Network Layer

N.CONNECT.req

N.CONNECT.conf

N.CONNECT.ind
N.CONNECT.resp

connection
establishment
phase

N.DATA.req

N.EXPEDITED_DATA.req

N.DISCONNECT.req

N.DATA.ind

N.EXPEDITED_DATA.ind

N.RESET.ind

N.DISCONNECT.ind

data 
transfer
phase

connection
termination
phase

N.RESET.resp

N.DATA.reqN.DATA.ind

N.RESET.req

N.RESET.conf

reset
phase

exp. data transfer
phase

Transport Layer
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X.25 Network Addresses

Need globally unique addresses. 
ITU-T recommendation X.121 defines hierarchical 
arrangement - very similar to PSTN numbering.
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Reliable Datagram Service Emulation

Given that data <= 128 bytes may be passed in the VC connect 
request, a connect indication will deliver the data while the 
called party may respond immediately with a disconnect 
request, passing back data <= 128 bytes.
• can be used to emulate a reliable datagram service, useful for 

services such as credit card verification.
N.CONNECT.req (data) => N.CONNECT.ind (data)
• e.g. data can be card number & transaction amount

N.DISCONNECT.req (data) => N.DISCONNECT.ind (data)
• e.g. data can be accepted or rejected
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Signalling System 7

Signalling System 7 (SS7) – a common channel signalling system that 
constitutes the nervous system of the PSTN.
• Also referred to as Common Channel Signalling 7 (CCS7).

Developed from SS6 which was introduced by AT&T in the mid-70’s, 
SS7 started being deployed in the early 80’s and soon became the 
common signalling standard for the whole world.
SS7 ITU-T recommendations were originally published in 1980, with 
extensions in 1984 and 1988.
SS7 supports a messaging architecture for call establishment, routing, 
billing, information exchange and the intelligent network.
It is a packet network whose protocols conform to a layered 
architecture influenced from the OSI-RM, which was also being 
developed around the same time (late 70’s).
The SS7 model has 4 layers (or levels); its protocol architecture and 
relationship to the OSI-RM are presented next.
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SS7 Protocol Architecture

OSI-RM
layers

Application layer

Presentation layer

Transport layer
Session  layer

Network layer

Data link  layer
Physical layer

SS7
levels

Level 4

Level 2
Level 1

Level 3

MAP INAP

Transaction Capabilities 
Application Part (TCAP)

Signalling Connection Control
Part (SCCP)

Message Transfer Part (MTP)
levels 1-3

Telephony
User Part 

(TUP)

ISDN
User Part 

(ISUP)

MAP: Management Application Protocol
INAP: Intelligent Network Application Protocol
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Message Transfer Part Levels 1-3
MTP Level 1 conforms to the OSI physical layer definitions, providing 
64 Kbps bi-directional data channels for signalling.
MTP Level 2 functions correspond to the OSI data link layer and are 
very similar to HDLC and X.25 LAPB.
• The difference is that when there is no traffic, special control frames are 

transmitted so that a faulty link or node is immediately detected.
• Also a count of frames received in error is kept and when a threshold on 

the error rate is reached, the receiving end puts the link out-of-service.
• These differences relate to the SS7 requirements for high availability, 

reliability and performance.
MTP Level 3 provides a reliable datagram network service, being 
supported by the reliable Level 2 service. Routing uses alternative 
routes for load balancing and congestion avoidance. Functions are 
also included so that failures are dealt with gracefully.
• MTP Level 3 is connectionless in order to address the real-time needs of 

telephony applications and corresponds to the lower part of the 
(connection-oriented) OSI network layer.
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Message Transfer Part Levels 1-3 (cont’d)

MTP Level 3 is connectionless but reliable:
• No VC set-up is required before sending data.
• A datagram sent is guaranteed to reach the specified destination.

The combination of reliable link layer (MTP Level 2) with 
datagram network layer (MTP Level 3) is relatively unusual and 
different to X.25.
• The key reason for this is that if MTP L3 was VC-based, the 

establishment of a signalling VC would be needed before any data
was sent on it in order to establish the voice circuit.

• A reliable datagram approach avoids the latency overhead of 
establishing a signalling VC and results in better real-time 
performance.

VC-based operation was added later through SCCP (see next).
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SS7 Level 4

Anything above MTP belongs to SS7 level 4.
SCCP was developed later when it became clear that other 
applications would need full OSI network service capabilities 
and corresponds to the upper part of the OSI network layer.
It supports network addressing and a number of both 
connectionless and connection-oriented (VC-based) services:
• Basic and sequenced connectionless classes are provided (0 and 

1).
• Basic and flow-control connection-oriented classes are provided (2 

and 3).
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SS7 Level 4 (cont’d)

The Telephony User Part (TUP) uses only the MTP service 
while the ISDN User Part (ISUP) uses both the MTP and SCCP 
services. ISUP is a superset of TUP and tends to supersede it.
TCAP provides genetic facilities similar to the OSI Remote 
Operations Service  and is used by other application protocols.
INAP and MAP are application protocols that make use of 
TCAP.
• INAP is the signalling protocol for the IN.
• MAP is the lightweight management protocol for SS7, in 

cooperation with TMN protocols which provide full management 
facilities for the SS7 network (operation, administration and 
maintenance aspects).
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X.25 and Frame Relay
A X.25 network uses ARQ protocols in the link layer (LAPB) for 
error and flow control and then again in the network layer (X.25
PLP) for every VC.
• It was designed at a time when transmission links were 

characterised by high BER.
The layer 2 and 3 ARQ protocols impose high processing 
overhead and cannot support high speeds - the X.25 physical 
layer supports only up to 64Kbps because higher speeds would 
remain unused due to layer 2 & 3 processing overheads.
In addition, flow and error control procedures result in variable 
end-to-end delays (jitter) while heavy-weight error control is 
unnecessary over modern fibre-optic based digital technology.
Frame Relay is an evolution of the X.25 concept designed to 
obviate the problems X.25 has with high-speed, delay sensitive 
traffic.
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Frame Relay

Frame Relay provides a CO layer 2 service: VC multiplexing and 
routing takes at the link layer - recall these were functions of the X.25 
layer 3.
Though Frame Relay provides a layer 2 service, the fact that end-to-
end Virtual Connections (VCs) are provided points to a layer 3 
protocol. As such, it does not fit well the OSI-RM.
Frame Relay does away with the layer 2 ARQ and provides routing 
and multiplexing at layer 2, but not error or flow control - error 
recovery is left to higher layer protocols e.g. TCP at layer 4.
Frames are guaranteed to be delivered in sequence (similar to X.25). 
Every frame carries a Data Link Connection Identifier (DLCI) which is 
unique for every link and similar to the X.25 VCI.
Frame Relay virtual connections may be set-up through ISDN 
signalling. In practice though, operators provide only semi-permanent 
connections through network management.
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Frame Relay (cont’d)
Reduced processing means that much higher speeds than X.25 
are possible. ITU-T rec. I.233 suggests access speeds up to 2 
Mbps but even higher speeds have become available.
Virtual Connections are offered with guaranteed QoS parameters: 
bandwidth (mean and peak data rate) and upper bound on delay 
and packet loss
• These QoS parameters are called a “traffic contract”
• e.g. m_rate=1Mbps, p_rate=2Mbps, d<=200msec, l <= 1%.

Traffic is policed at user-to-network entry points and for non-
conforming traffic the Discard Eligibility (DE) header bit is set.
• This means that if congestion is experienced further down the 

network, frames with DE=1 are likely to be discarded.
Frame Relay has been quite popular for providing relatively high-
speed leased line service by telecom operators and was seen as 
an interim step in the X.25 => Frame Relay => ATM transition.
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Frame Relay Congestion Control

Admission control procedures at every switch along the path when a 
virtual connection is set-up reserve resources so that traffic 
conforming to its contract is delivered ok (apart from frames in error 
which are rare over optical fibre links).
The frame header includes Forward and Backward Explicit Congestion 
Notification bits (FECN and BECN).
When a link output queue at a frame switch exceeds a threshold, 
congestion is signalled to the two ends of the connection that triggered 
the threshold crossing, using the FECN and BECN header bits.
The connection user may back-off from sending and fall within the 
limits of its traffic contract (assuming these were exceeded).
If congestion at the switch persists, a special Consolidated Link Layer 
Management (CLLM) control frame is sent to all the users of 
connections passing through the affected link, so that users exceeding 
their traffic contracts should back off.
In case of severe congestion and the need to drop frames, those with 
the DE set to 1 are dropped.
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Broadband ISDN and ATM
The Broadband ISDN model which uses ATM protocols was the 
proposed answer by PTTs to the needs of multiservice networks.
• The final step in the PSTN => ISDN => B-ISDN / ATM transition.

The salient features of ATM are the following:
• Fixed size packets (cells) of 53 bytes are used, which makes switch design 

easier, possible to realise in hardware for high speeds, and allows to 
interleave traffic in a highly flexible fashion.

• No error or flow control is provided but cell sequence is guaranteed, as in 
all VC-based network protocols.

• Virtual Connections (VCs) are setup with on-demand QoS characteristics 
(traffic contracts) through Connection Admission Control (CAC), with 
resources allocated in every switch.

• VCs are switched over Virtual Paths (VPs), which may form a “logical”
network over the underlying physical network links.

• Common channel signalling is used through dedicated signalling VCs.
• Both ATM and Frame Relay do not fit well the OSI-RM. ATM is considered 

by many as a Layer 2 protocol but it supports network-wide VCs/VPs, 
which is typically Layer 3 functionality.
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ATM Service Categories
ATM traffic contracts fall into the following service categories
defined by the ATM Forum.
Real-time services with timing requirements (delay, jitter) in 
addition to mean/peak rate and other traffic parameters:
• Constant Bit Rate (CBR) for circuit emulation e.g. voice.
• Real-time Variable Bit rate (rt-VBR), e.g real-time video.

Non-real-time services:
• Non-real-time Variable Bit Rate (nrt-VBR), e.g. no real-time video.
• Available Bit Rate (ABR), with applications getting feedback from the 

network and adjusting transmission accordingly – complex.
• Unspecified Bit Rate (UBR), similar to IP best-effort.
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Why 53 Bytes in a Cell
B-ISDN / ATM was seen as an extension of (Narrowband-)ISDN, with 
telephony the key application for it.
A key requirement of telephony is small delay, and asynchronous 
packetisation inevitably introduces delays.

• With 64 Kbps PCM-encoded voice, a 1 byte sample is taken every 125 μsec. Filling 
a packet of 48 bytes (the cell payload), introduces a packetisation delay of 
48*125=6 msec even before the cell is launched.

• Delays more than 10 msec can cause echo interference, with echo cancellation 
mechanisms required for comfortable conversation.

A small packet has increased loss due to control information, in ATM this is 5 
bytes so the loss of efficiency is 5 / 53 = 9.43%.
When ATM was designed, the Europeans proposed a 32 byte payload while 
the Americans (who had already invested in echo cancellation due the large 
geographical size of USA/Canada) wanted a 64 byte payload.

• As in many things designed by committee, the decision was to split the difference 
in the middle: (32+64) / 2 = 48 byte payload + 5 bytes control = 53 byte cell.
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Cell Header Format

GFC

VPI

VCI

VPI

VCI

VCI

HEC

PT CLP

1  2  3  4   5  6  7  8    bits 

Generic Flow Control (GFC) – part only of the 
User-to-Network Interface (UNI) for flow control, 
in the Network-to-Network Interface (NNI) it 
becomes part of the VPI.
Virtual Path Identifier (VPI) – 8 bits in the UNI 
and 12 bits in the NNI.
Virtual Circuit Identifier (VCI) – 16 bits.
Payload Type (PT) – 3 bits. Takes various 
values for user data with no congestion / 
congestion and for control data.
Cell Loss Priority (CLP) – 1 bit. Cells with CLP=1 
are discarded first in congestion (CLP is similar 
to the Frame Relay DE bit).

Typically set by traffic policing at the UNI.
Header Error Check (HEC) – 8 bits. For header 
error control.
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Virtual Paths

Transmission Path
(Link Between Switches)

Virtual Path Virtual Connections

ATM Virtual Connections (VCs) are not set directly over physical links 
between switches as in X.25 and Frame Relay but over Virtual Paths (VPs).
The latter are set over the physical link / transmission path, introducing a 
three level hierarchy: link (L1) Virtual Path (L2), Virtual Connection (L3).
VPs are semi-permanent and can be bought as leased lines from ATM 
network providers, similar to Frame Relay VCs or SDH/SONET paths.
In addition, operator-set edge-to-edge VPs can form a logical overlay 
network for traffic engineering purposes i.e. optimising network resource 
usage and maximising revenue.
Traffic Engineering (TE) is very important for optimising resource usage and 
explicit paths such as ATM VPs help avoid shortest-path routing, 
achieving better load balancing across the network.

TE is performed in today’s networks using MPLS (see next).
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Summary and MPLS

Though ATM has a lot of advantages, it is also very complex and 
expensive technology, with its deployment limited to the core network 
and never making it to the enterprise desktop and  the home socket.
This is also partly due to the widespread use of IP after the mid-
1990’s.
But fast packet-switching based on equivalent VCIs or “labels” is done 
today using Multi-Protocol Label Switching (MPLS), which can be 
thought at “ATM in IP guise”.
MPLS Label Switched Paths (LSPs) are similar to ATM VPs but with IP 
packets with “labels” switched over them (instead of cells).
• MPLS LSPs are widely used today by operators for traffic engineering to 

circumvent shortest path routing, in a similar fashion to ATM VPs.
MPLS is addressed in much more detail in next semester’s EE3.din.
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The Internet IP

The Internet Protocol (IP) is a connectionless datagram protocol
that was designed from the beginning to operate over disparate 
network types.
• Very simple, easy to implement.

It is used in LANs / MANs and also in WANs which are formed 
from PTT-bought leased lines that interconnect routers.
A router is the IP community’s name for a datagram switch.
The Internet is a collection of networks without any central 
administration, all of them running the IP protocol.
Current IP version is 4, version 6 starts being phased in.
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IP Functions

Routing - every single datagram needs to be forwarded to the 
next router towards the destination network / host.
Fragmentation and reassembly - necessary for the transfer of 
user packets across (sub)networks which support smaller 
packet sizes.
• the maximum packet size a subnetwork supports is also known as 

the Maximum Transfer Unit (MTU).
Error reporting - when Datagrams are discarded, in some cases 
an error is reported back to the source node, using the Internet
Control Message Protocol (ICMP).
We will examine the IP operation by looking at its datagram 
header structure.
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IP Version 4 Header

Header can be of variable length, allowing for arbitrary 
sized Options field
• minimum header length = 5 x 32bit words = 20 bytes

Options must be padded out to multiple of 32bits
Total Length = header+data in octets
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IPv4 Datagram Format
Bit order

Version Header Len. Type of service

Total length

D M Fragment offset

Time-to-live Protocol

Header checksum

Identification

Source address

Destination address

Options

Data
(<=65536 octets)

1 16

H
ea

de
r

8



A4. 52

IPv4 Header Fields

Version: used to distinguish between protocol versions, currently 4.
Header Length: the actual length given the possibility of various 
options, default is 5 (in multiples of 32 bit = 4 byte words).
Type of Service: supports QoS differentiation for different traffic classes 
(low delay, high throughput, high reliability) but is not used in practice.
Total length: the total length in bytes, including header and data parts 
(maximum is 65536).
Identification: identifies a fragment of a datagram when the latter has 
been fragmented, being bigger than the MTU size of a network it 
should traverse.
Fragment offset: in case of fragmentation, it identifies the position of 
the data content with respect to the original user data.
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IPv4 Header Fields (cont’d)
D and M flags: relate again to fragmentation
• D is the “don’t fragment” flag; if a subnet with smaller MTU is encountered, 

the datagram is dropped and an ICMP message is sent to the source host. 
• This feature can be used to discover the end-to-end MTU size. The host 

sends a packet with the D flag set (initial MTU is as for local subnet) and 
then reduces it according to ICMP errors until there is no error. 

• M is the “more fragments” flag, denoting that more fragments are to follow.
Time-to-live (TTL): the maximum time a datagram can be in transit, so 
that looping datagrams because of routing table problems are eventually 
dropped. Used in practice as a maximum hop limit rather than time.
Protocol: the protocol over IP which the datagram should be passed to 
i.e. TCP or UDP.
Header checksum: a safeguard against corrupted datagrams that 
applies only to the header - similar in principle to Link Layer FCS / CRC.
Source / Destination address: the IP (NSAP) 4 byte addresses of the 
source and destination hosts.
Options: various for source routing, route recording, timestamping etc.
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IPv4 Address Structure

All hosts have a unique 32 bit address
As in X.121, a hierarchical form is adopted to ease task of 
assigning addresses and to facilitate routing.
Multicast group addresses are also supported.
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IP Addressing

The current Internet Protocol 
(version 4) uses fixed length 
addresses, with each 
address being 4 octets long.
There are a number of 
different classes of network 
address, used according to 
the type of network.
The next generation of the 
Internet Protocol (IPv6) will 
use 16 octet addresses.

0

1 0

1 1 0

netid hostid

netid hostid

netid hostid

Class A

Class B

Class C

1 1 1 0 multicast address Multicast

Bit order
1 32

reserved1 1 1 1
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IP Addresses

Addresses are expressed in ‘dotted decimal’ notation.
• e.g. 10000000 00000011 00000001 00000010 =128.3.1.2 (class B).
• Lowest address 0.0.0.0 and highest 255.255.255.255

Class A:  1.0.0.0 to 127.255.255.255 - 128-1=127 big networks 
with up to 16M hosts each.
Class B:  128.0.0.0 to 191.255.255.255 – (192-128)*2^8=16384
medium networks with up to 64K hosts each.
Class C:  192.0.0.0 to 223.255.255.255 – (224-192)*2^8*2^8=2M 
small networks with up to 256 hosts each.
Multicast: 224.0.0.0 to 239.255.255.255
Reserved: 240.0.0.0 to 255.255.255.255
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Classless Inter-Domain Routing (CIDR) 
and Network Address Translation (NAT)

The current address structure has led close to address exhaustion
Classless Inter-Domain Routing (CIDR) allocates remaining 
addresses in variable-sized blocks, independently of classes
• Gives breathing space to address allocation

Address matching in routers becomes more complicated but 
relatively fast algorithms have been implemented in h/w
Network Address Translation (NAT) allows any addresses inside a 
customer network but translates these to few global addresses 
outside it
CIDR together with NAT have alleviated the IPv4 address 
exhaustion problem
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IP Version 6

IP version 6 is the new version of IP which will coexist for some time 
and eventually replace IPv4 (there has never been an IPv5).
The key motivations behind the introduction for IPv6 are:
• The exhaustion of IPv4 addresses because of the Internet expansion, IPv6 

addresses are 16 bytes long in v6 as opposed to 4 bytes in v4.
• Through the new addresses, reduction of the routing table sizes in routers 

which will result in lower loop-up time and forwarding speeds.
• Support for a “flow label” to identify flows and support explicitly connection-

oriented operation for per-flow QoS guarantees as in ATM.
• Simplified header format with fewer mandatory (and more optional) fields 

for higher forwarding speeds.
Subsequently its key features are longer addresses, support for 
connection-oriented operation through the flow label and fast speeds 
through header simplicity and the new addressing scheme. 



A4. 59

IPv6 Datagram Format
Bit order

1 4

Version Flow label

168

Payload length

Source address (16 bytes)

Destination address (16 bytes)

Next header

24 32

Hop limit

Possible extension header(s)

Payload (data)
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IPv6 Header Fields

Version: same as in IPv4, should be 6.
Flow label: a flow (connection) identifier to support CO service - similar 
in concept to the X.25 VC id, the ATM VPI/VCI, etc.
Payload Length: the length of the payload following the header.
Next header: various extension headers are possible, next header
identifies which extension headers are present.
Hop limit: similar to the IPv4 TTL but in this case it specifies the max 
number of hops, which is in fact how the TTL is used in IPv4.
Source / Destination address: the IP (NSAP) 16 byte v6 addresses of 
the source and destination hosts.
There is no checksum at all for higher speeds while fragmentation and 
other information is optional in extension headers.
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ConnectionLess Network Protocol (CLNP)

The ISO “version” of IP.
Designed to provide an OSI CL datagram network service.
Was supposed to operate in parallel or succeed X.25 as the 
technology of PSPDNs offered by telecom operators.
Has not been successful given the widespread deployment of 
IP in the second half of the nineties.
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Network Architectures and Reliability

Unreliable packet service means that a frame/packet/segment may be lost, 
reliable means that it will always reach the other end.
Quality of Service (QoS) and reliability are orthogonal notions:
• QoS is typically supported in unreliable packet networks which are 

suitable for voice/video services e.g. FR, ATM, IP.
Initial network architectures were designed for data services and provided 
reliability at the link layer (low down in the protocol stack).
• X.25, SS#7

The need for higher speeds and audio/video services over packet networks 
resulted in architectures with no reliability in the link and network layers
• FR, ATM

IP also leaves reliability to higher layers
Current consensus is that the link/network layers should be unreliable while 
the transport/application layer should be both – reliable for data services, 
unreliable for voice/video services.
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Link and Network Protocol Combinations 
in the Protocol Architectures Examined

X.25: reliable ARQ link layer (LAPB), VC network layer with end-to-end 
per-VC flow control.
SS7: reliable ARQ link layer (MTP level 2), reliable datagram network 
layer (MTP level 3).
Frame Relay: unreliable link layer with VCs, QoS guarantees per VC.
• Does not fit well the OSI-RM since VCs are a network layer issue.

ATM: unreliable link layer with VCs/VPs, QoS guarantess per VC/VP.
• Also does not fit well the OSI-RM for the same reason as FR.

IP: no specific link layer - common denominator unreliable, unreliable 
datagram network layer.
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Link and Network Protocol Combinations 
(cont’d)

Network

Data Link

X.25 SS7 FR ATM IP

VC
reliable

VC
unreliable

datagram  
reliable

datagram     
unreliable

VC
unreliable

assumed
unreliablereliablereliable


