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Background 

 Location information is critical 
 Location-based access control 
 Identity spoofing detection 

 Threats 
 Location concealing 
 Location spoofing with targeted fake location 

• More threatening 
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Road Map 
 Attack Model and Objective 
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 Algorithm 

 Simulation Results 

 Conclusion 
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Attack Model 

 Perfect Location Spoofing (PLS) 
 Falsify the RSS measurements to be almost 

the same as for the targeted fake location 
Using carefully designed beamforming pattern 
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Objective 

 By answering the questions below: 
 Is PLS attack possible? 
Under what situations will PLS be feasible? 

 
 Provide: 

Suggestions for defending PLS attacks 
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Road Map 
 Attack Model and Objective 

 Problem Formulation 
 How PLS attack works 

 Requirement of PLS attack 
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 Algorithm 

 Simulation Results 

 Conclusion 
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Beamforming 
 Circular array 
 
   
 Variables to be optimized:  

 
 

 Other geometries 
 Linear array 
 Planer array 
 3-D array 
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Complex weight Antenna geometry 



How PLS attack works 

 Compensating path loss differences using 
beamforming 
 
 
 

 θk : direction of  
           the kth anchor 
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Real path loss Beamforming 
directional gain 

Path loss from fake location 

fake location 



Requirement of PLS Attack 
 For each anchor k within coverage, the falsified path loss 

is almost the same as the normal path loss from the fake 
location, with a difference no more than the standard 
deviation of Gaussian noise (δ dB). 
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Complex weight vector 
Antenna array 

geometry 



Feasibility Problem of PLS 

 NP-hard 
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Complex weighting vector 
which defines the 

beamforming pattern 

Antenna array 
geometry 
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10 



Reformulation 

 Add quadratic objective function to the PLS 
problem: 
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obj reaches 0 when the 
beamforming pattern is ideal, 

which means:   

Non-convex 
constraint 



Semidefinite Relaxation 
 Ignore the non-convex constraint 
    and we get the following SDR (semidefinite 
    relaxation ) problem, which is convex: 
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Road Map 
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PLS Beamforming Pattern 
 Anchors are randomly generated in a 200*200 m2 2-D space 
 Attacker’s location: (0, 0) 
 Fake location: (30, 40) 
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Success Rates of PLS 
 (# of feasible PLS / # of feasible SDR) out of 200 simulations  

 # of feasible PLS – lower bound 
 # of feasible SDR – upper bound 
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Spoofed localization 
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Spoofed location estimations overlapping with noised localization 
results around the fake location 

Fake 
location 

True location 



PLS Attacks are Difficult to Detect 
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Attack detection algorithm introduced in: 
Y. Chen, W. Trappe, and R. P. Martin, “Attack detection in wireless localization,” in 
Proceedings of IEEE INFOCOM, 2007. 

30 dB bias to one of the 
RSS measurements 

PLS attack 

False positive rate 

Probability 
of detection 



Fixed Anchor Deployment 
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Conclusion 

 Anchor deployment with higher density 
lowers the success rate of PLS attacks. 
 
 Guard against PLS attacks 

 Increase anchor density near critical area 
Use mobile anchors 
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Thanks! 
 

Questions? 
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