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ABSTRACT
Phishing is a growing form of cybercrime that poses a serious threat to
information security in the digital world. This article aims to analyze the latest
trends in phishing attacks and evaluate effective prevention methods. Using data
from cybersecurity reports, case studies, and academic literature, this research
identifies the latest phishing techniques such as spear phishing, whaling, and
smishing that are increasingly sophisticated and difficult to detect. The analysis
showed that while anti-phishing technologies such as email filters, two-factor
authentication (2FA), and encryption have undergone significant developments,
user awareness and education remain key factors in preventing phishing attacks.
Additionally, strict policies and procedures at the organizational level also play
an important role in reducing risk. The case studies presented in this article
demonstrate the successful implementation of various prevention methods in
several organizations, although challenges in terms of technology adoption and
user training remain. For example, spear phishing and whaling have been

effectively countered by tailored training programs and advanced threat
detection systems. The article concludes by providing practical
recommendations to increase user awareness and strengthen organizational
policies to protect against phishing attacks. It also includes foresight to illustrate
the possible evolution of phishing attacks, emphasizing the need for continuous
innovation in cyber defense strategies. This comprehensive approach
underscores the importance of a multi-layered defense system that combines
technological solutions with human vigilance to effectively combat the ever-
evolving threat of phishing.

INTRODUCTION

The development of technology in today's digital era has experienced a tremendous surge from year to year.
Various types of information technology in digital form are now an integral part of the daily life of the global
community, including the internet. The internet has facilitated the emergence of various applications that can be utilised
by computer users to communicate, search for information, and do business. This advancement in information and
communication technology clearly drives the trend of global technological development with all forms of human
creativity. This development is increasingly expanding into various fields, allowing people to quickly access the
information they need anytime and anywhere. Today, almost a third of the world's population uses the internet in their
daily lives, indicating how important it is in modern life.

However, this technological advancement is not free from a number of challenges and problems, including a
crime known as Cyber Crime. The increasing use of technology also increases the vulnerability to various types of
crimes committed by irresponsible individuals, such as fraud, theft, defamation, and various other crimes committed
through the internet. One of the most commonly encountered forms of crime that harms many parties is phishing
attacks.

Phishing is a form of cybercrime where the perpetrator attempts to obtain sensitive information such as
usernames, passwords, and other information by posing as a trusted entity in electronic communications. Phishing is
often carried out through fake, official-looking emails, text messages or websites. The goal is to trick victims into
voluntarily providing their personal information. In recent years, phishing has become a serious threat in the digital
world, especially with the increase in online activity causing the number of phishing attacks to increase significantly.
Phishing not only targets individuals, but also large corporations, financial institutions, and government organisations.
Phishing techniques are constantly evolving to become more sophisticated and difficult to recognise. Perpetrators often
use social engineering techniques to make their messages seem more convincing, such as personalising emails and
using logos and website layouts that closely resemble the original(Ardiyanti, n.d.).

Phishing attacks can cause huge financial losses to victims. In addition to losing money, victims can also suffer
damage to their reputation and trust, both individually and organisationally. With the development of technologies such
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as artificial intelligence and automation, phishing attacks are becoming easier to carry out and harder to detect and stop.
Many internet users still lack awareness of the dangers of phishing and are not adequately trained to recognise the
warning signs of these attacks, making them more vulnerable to becoming victims. Due to its detrimental impact,
phishing has become a major focus of cybersecurity improvement efforts. Identifying the latest trends in phishing
attacks and developing effective prevention methods are important steps to protect individuals and organisations from
this threat.

This article aims to analyse phishing attack trends, identifying and assessing the latest phishing techniques used
by cybercriminals. The article will cover the evolution of attack methods, emerging patterns, as well as different types
of phishing such as spear phishing, whaling, and smishing. Spear phishing is an attack targeted at a specific individual
or organisation using personalised information to increase the effectiveness of the attack. Whaling is a type of spear
phishing that targets high-profile individuals such as corporate executives or government officials. Smishing, or SMS
phishing, is a type of phishing that uses text messages to deceive victims.

In addition, this article also aims to evaluate effective prevention methods by assessing the various approaches
and technologies that have been developed to prevent phishing attacks. This research will discuss the effectiveness of
email filters, two-factor authentication (2FA), encryption, and the role of user education and training in preventing
phishing. Email filters can help filter out suspicious messages before they reach a user's inbox. Two-factor
authentication (2FA) adds an additional layer of security by requiring users to verify their identity through a method
other than a password. Encryption helps protect sensitive data during transmission. User education and training is
essential to raise awareness of the dangers of phishing and how to recognise the signs of an attack.

In addition, this article also aims to evaluate effective prevention methods by assessing the various approaches
and technologies that have been developed to prevent phishing attacks. This research will discuss the effectiveness of
email filters, two-factor authentication (2FA), encryption, and the role of user education and training in preventing
phishing. Email filters can help filter out suspicious messages before they reach a user's inbox. Two-factor
authentication (2FA) adds an additional layer of security by requiring users to verify their identity through a method
other than a password. Encryption helps protect sensitive data during transmission. User education and training is
essential to raise awareness of the dangers of phishing and how to recognise the signs of an attack(Yani, 2016).

LITERATURE REVIEW
A number of previous research studies have discussed the various threats of phishing attacks carried out against a
number of individuals or groups or organisations.
The following are previous research studies:

1. (Wijoyo et al., n.d.)This research discusses the various forms and types of phishing attacks, such as email, SMS,
phone calls, web phishing, and pop-ups, The types of phishing discussed include scam phishing, blind phishing,
spear phishing, clone phishing, whaling, vishing, pharming, and smishing, all of which aim to obtain sensitive
information or financial gain. this research also discusses the characteristics and preventive measures to avoid
phishing attacks, This journal provides a comprehensive guide to recognising and protecting yourself from
phishing attacks in cyberspace.

2. (Radiansyah & Priyadi, 2016)In this study, the objectives carried out are to determine the factors that cause the
emergence of phishing and the prevention of phishing threats. phishing and prevention of phishing threats, using
the Systematic Literature Review Method to find answers to these research questions by searching for studies
related to phishing. This research explains the factors that cause phishing attacks where one of them is minimal
user knowledge, and also explains the various prevention of phishing so as not to harm users.

3. (Danuri, n.d.)This research discusses the development of information and communication technology in
Indonesia from year to year until now, including the increasing use of the internet for socialisation and business.
It also highlights the negative impacts of cybercrime, such as phishing threats, threats to the country's social,
economic and defence systems. The government's efforts in establishing laws and information technology ethics
education in universities are also discussed as steps to reduce cybercrime and improve information technology
security in the future.
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Figure 1. Research steps

Figure 1 explains the steps in the research method which aims to describe a stage in the research to facilitate
researchers in carrying out research in an orderly and structured manner.

Literature Study

The literature study was conducted by tracing the research subject through scientific journals and previous
studies that discuss issues regarding the threat of phishing attacks to support this research. Literature study involves a
series of actions such as reading and recording, managing research materials from sources that are still related to this
research. The data used comes from references read by the author, which are in accordance with the subject from
various relevant journals. Furthermore, the data that has been obtained will be analysed using descriptive analysis.

Data Collection

In this research, data collection is done by collecting data that supports the research being conducted. Data
collection was carried out after conducting a literature review of relevant previous studies on Phishing Attack Trends
and Prevention Methods. The data obtained from this literature review was then collected. After the data is collected,
further discussion and review of Phishing Attack Trends and Prevention is conducted.

Data Analysis

After the data was obtained and collected, the next step was to analyse the data. Data analysis was conducted
qualitatively to evaluate and review phishing trends and prevention methods. Descriptive analysis is used to describe
the data that has been collected. This research uses appropriate and suitable analysis methods so that the discussion
generated from the data that has been collected can be relied upon and accounted for(Kurniawan, 2024).

RESULT

Phishing is one of the most common and damaging forms of cybercrime, and has undergone a significant
evolution since it first emerged in the 1990s. When it first emerged in the 1990s, phishing was known as a simple yet
effective fraud technique. Early attacks were typically carried out via emails that mimicked messages from financial
institutions or popular online services. These emails often asked recipients to update their account information by
clicking on a link that redirected them to a fake website designed to resemble the original site.

In the 2000s, phishing techniques became increasingly sophisticated by utilising social engineering. Perpetrators
began customising their emails with more specific personal information, making the messages appear more convincing.
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During this period, spear phishing attacks emerged that targeted specific individuals or organisations with more relevant
information and were difficult to recognise as fraudulent.

Phishing further evolved in the 2010s with methods such as spear phishing that targeted specific individuals and
whaling that targeted high-level executives. Smishing and vishing techniques also came into use, tricking victims
through text messages and voice calls.

Phishing has become more difficult in the 2020s due to the use of social media and multi-vector attacks that
combine various methods such as email, text messages, and social media platforms. Perpetrators have also started using
artificial intelligence (Al) to create more lookalike phishing emails and automate large-scale attacks(Candiwan, 2016).

The following table shows the evolution of phishing:

Table 1. Evolution of Phishing

Decade Description

1990s Early phishing attacks began, primarily using simple email scams pretending to be from
financial institutions or popular online services, redirecting users to fake websites to steal
credentials.

2000s Phishing techniques became more sophisticated, incorporating social engineering. Spear

phishing emerged, targeting specific individuals or organizations with personalized emails to
increase effectiveness.

2010s Introduction of advanced techniques like spear phishing and whaling, targeting high-level
executives. Smishing (SMS phishing) and vishing (voice phishing) also gained prominence.
2020s Phishing evolved with the use of social media for multi-vector attacks, combining email, text

messages, and social media platforms. Attackers began using artificial intelligence (Al) to
create more realistic phishing emails and automate large-scale attacks.

Table 1 shows an evolution of phishing from several decades to the present, the phishing evolution data is taken
from website sources such as PhishingBox and Inspired eLearning, which provide detailed analyses of the evolution
and impact of phishing techniques over the decades.

Phishing continues to evolve with new techniques that are increasingly sophisticated and difficult to spot. Here
are some of the latest phishing attack trends to watch out for:

1. Spear Phishing

Comes from the word ‘spear’ which means spear, similar to fishing techniques that use spears to select certain
fish. These attacks are targeted at specific groups, such as government officials, specific companies, or specific
individuals. Spear phishing attacks are usually carried out to break into and access specialised databases that contain
important information, confidential files, or financial data. Most people are unaware of this technique, as it is very well
done. Attackers change the way they communicate to match their target's characteristics, occupation, and contact list to
make their attacks invisible or harder to detect. Today's spear phishing attacks are getting more sophisticated by
utilising information from sources such as social media to increase the likelihood of an attack.

2. Whaling

The word Whaling comes from the English word whale, which means whale. Still related to fishing, this type of
phishing targets large victims or individuals who are not ordinary people. Whaling usually targets high-level executives
or well-known figures, such as company directors, with the aim of disrupting their company. This attack is usually
carried out by posing as one of the company's staff or by sending announcements via email messages or social media
regarding the company's internal situation(Aptika dan IKP et al., n.d.).

3. Vishing

This type of phishing is done by making voice calls to phishing victims. there are various ways that fraudsters
use these voice calls to carry out fraudulent attacks. usually these attacks often take advantage of a sense of urgency or
fear to manipulate victims, for example, fraudsters make phone calls to victims by saying that there are victims' families
who are arrested by the police, or accidents and other modes, and in the end will ask the victim for a sum of money.
fraudsters usually use invalid or unknown numbers to hide their identity.

4. Smishing

Similar to Vishing, Smishing also carries out fraudulent attacks by utilising fear to manipulate victims. the
difference is that in smishing, the perpetrators carry out various scams by sending text messages as if they are official
from institutions or companies with the same goal, manipulating victims to do something. the mode used is usually
convincing victims that they have won a lottery, lottery and the like by getting a fantastic amount of money(Ariadi et
al., 2023).

5. Social Media-Based Phishing

Social media platforms such as Facebook, Twitter, LinkedIn and Instagram are increasingly being used for

phishing attacks. Attackers may share phishing links or messages that appear to be from trusted contacts. In addition,
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they will create fake profiles to establish a relationship with the victim and gain trust before launching the attack.
6. Deepfake Al
In today's digital era, Technology is growing, many technologies are being created and developed including Al,
This type of Phishing utilises Al technology to create fake videos or audio that is very convincing and is starting to be
used in phishing attacks. Attackers can create a fake video or voice recording that looks like it's coming from a co-
worker or boss, and then ask the victim to perform certain actions such as transferring money or providing the victim's
personal information(Nur’adila, n.d.).
7. Scam Phishing
This is a type of phishing scam that cybercriminal attackers use to trick their victims into providing personal
information, such as bank account numbers, account passwords, and other important card numbers. They usually send
modified links or files that contain malware. The information obtained is then used to hack into our accounts, steal
money, and commit other crimes. usually the media that is often used includes sms, email, telephone, or social media.
8. Cloning and Blind Phishing
Phishing clone technique is done by cloning the original website in order to attract and trick users. In this
phishing technique, the perpetrator will ask the victim to input their personal information in the input field on the fake
website that has been provided by the perpetrator, which in the end the victim will be directed to the original website
and without realising that the victim has become a victim of this phishing clone, and Blind Phishing is the most
common type of phishing that occurs and is used. blind phishing is similar to blind phishing, where the attacker sends
phishing messages en masse without targeting specific individuals or organisations. In blind phishing, there is no
specific target and the attacker usually uses broad dissemination techniques such as sending emails or text messages to a
large number of people in the hope that some recipients will fall for it(Nugrohol et al., n.d.).

DISCUSSION
Impact of Phishing Attacks
There are even more risks to personal data protection in the rapidly evolving digital age caused by phishing
crimes. These phishing crimes are extremely dangerous threats and influences that can jeopardise a person’s safety.
Victim of this crime can experience a number of devastating effects, such as:
1. Loss of account or personal data
The impact of phishing is the loss of personal account access which can result in the loss of important data, and
other important personal information belonging to the victim. Phishing often leads to the theft of personal data,
including financial information and login credentials. This can lead to the victim's identity being used for various other
forms of crime.
2. Damage the reputation of an individual or company
The impact of this phishing attack is also the financial loss of the company and also the loss of important
company data, so it can damage the company's reputation. companies that are victims of phishing attacks can
experience severe reputational damage, which adversely affects trust in the sustainability of their business(Parulian et
al., n.d.).
3. Financial losses
Phishing attacks also result in financial losses to the company which can include loss of company money;, loss of
important items and security costs from corporate phishing attacks, as these phishing attacks often lead to the theft of
financial information, such as credit card numbers and banking passwords. The impact can be financially devastating
for the victim.
4. Psychological impact
Phishing attacks have the potential to seriously damage a person's emotional state, including symptoms of
depression, anxiety, anger, helplessness, embarrassment, and difficulty sleeping. In addition to the psychological attack
caused by others blaming them for being a phishing victim, victims of identity theft may suffer even more from being
unable to create a new identity(Pringsewu & Septasari, n.d.).

Prevention of Phishing Attacks

With the increasing use of digital technology and the internet, phishing attacks have become one of the biggest
threats in cyberspace. Phishing attacks are also growing and increasing over time. The figure below shows the
increasing trend of phishing attacks globally from 2021 to 2023, highlighting the increasing number of reported attacks
based on data from the Anti-Phishing Working Group (APWG). It can be seen that the number of phishing attacks
increased significantly from around 200,000 in early 2021 to peak in 2023 at almost 700,000 attacks, although there
were fluctuations in some periods(Phishing E-Mail Reports and Phishing Site Trend.
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Phishing Attacks, 2021-2023
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Figure 2. Number of Phishing Attacks Between 2021-2023

Phishing attacks not only occur globally but also have a significant impact in Indonesia. Based on the Indonesia
Anti-Phishing Data Exchange (IDADX), phishing reports during 2023 have varied in number where the highest
phishing report occurred in February 2023 with 15,050 and the lowest phishing report occurred in November 2023 with
1,729. reports occurred in November 2023 with 1,729. The following graph illustrates the number of phishing attacks
reported during the period(Laporan Aktivitas Phishing Domain ~.1d Indonesia Anti-Phishing Data Exchange, n.d.).
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Figure 3. Number of Phishing reports during 2023

Based on this data on the number of phishing attacks worldwide and in Indonesia, it is important to understand
how these attacks can be prevented and mitigated to protect individuals and organisations from adverse impacts. The
next section will discuss strategies and steps that can be taken to prevent phishing attacks and mitigate the associated
risks(Stizen, 2023). The following is an analysis of some phishing attack prevention methods that can be used by
individuals and organisations:

1. User Education and Awareness

Education is one of the most important steps in phishing prevention. Users need to be trained to recognise the
signs of phishing and understand the risks involved. Periodic training programmes and phishing simulations can help
raise user awareness. This education can improve users' awareness and ability to recognise phishing attacks. However,
this education requires significant time and resources for effective and continuous training(Prasetyo et al., 2019).

2. Installing Antivirus Software

Installing antivirus software is an important step to be protected from phishing attacks and various security
threats, including malware, viruses and other cyber attacks. there are several good antivirus software such as, Avast,
ESET, Avira or AVG which all have free versions.

3. Enable 2-Step Verification (2FA)

Two-step verification, also known as two-factor authentication (2FA), is an additional layer of security that
requires a two-time authentication process used to ensure that the person trying to access an online account is actually
the owner of the account. On all your accounts, a 2-step verification process is required to be safe and avoid phishing
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attacks. So by enabling two-step verification, you are adding an extra layer of security to your account, making it harder
for unauthorised parties to access it(Indah et al., 2022).
4. Multi Factor Authentication (MFA)

MFA works by adding a layer of security by requiring users to provide more than one form of identity
verification before accessing an account. This can be a combination of a password and a code sent to the user's mobile
phone. MFA can add an extra layer of security that is very effective in preventing unauthorised access. However, MFA
can also be inconvenient for users and may not be implemented consistently across an organisation. With users
implementing this method, it can also avoid irresponsible phishing attacks.

5. Encryption and Data Security

Use encryption to protect personal data so that even if the data is stolen, the information cannot be used without
the right decryption key. Also, implementing strict data security policies to restrict access to sensitive information.
These techniques can protect data even in the event of a breach and also, require effective key management and can
slow down access to data(Hafid et al., n.d.).

6. Plugin Browser Anti Phishing

To increase your security every time you visit a website, you can also install plugins. These tools will ascertain if
there are any documents or evidence of blacklisted websites. Stop Phishing, Netcraft Extension, and Anti-Phishing and
Authenticity Checker are some of the top anti-phishing plugins.

7. Use Software Firewall

Firewalls serve as the first line of defence in protecting networks and computers from cyberattacks, including
phishing attacks. Although a firewall is not a specialised tool for dealing with phishing, it plays an important role in the
prevention of these attacks. if there is incoming traffic, it will be checked by this software and will check the source and
find out, whether it is included in the blocklist or not.

8. Using SSL Certificate

SSL (Secure Socket Layer) certificates provide an additional layer of security by encrypting the data transmitted
between the user and the server, making it difficult for third parties to access the information. The use of SSL can also
help ensure that users are accessing a legitimate website, as browsers will display a security mark (such as a padlock
icon) if the site uses a valid SSL certificate. In addition, SSL certificates give users more confidence, increasing the
reputation and credibility of the website(Muchtar et al., n.d.).

9. Check Received Emails And Messages

When you receive an email, always consider the information and intent of the sender. To determine if an email is
from a legitimate domain, look at the email header, make sure the sender of the chat or SMS you received is an official
account (usually marked with a check mark), and that they use a platform name, not just a phone number.

10. Filters Email and Scanning

It uses advanced email filters and scanning to detect and block phishing emails before they reach the user's
inbox. These technologies often use machine learning and behavioural analysis to identify threats. This can prevent
most phishing emails from being sent to users. However, it's not perfect and some sophisticated phishing emails may
still slip through(Prasetia et al., n.d.).

There are also several steps that can be taken when you have already clicked on a phishing link, namely by
turning off cellular data or WiFi, this is the first step if you are trapped by phishing, then delete internet browser history,
this can clean up traces when we are online on the internet, then clean the device storage cache, then you can change
your password, changing your password will secure your account, then next Collect evidence of phishing attacks, this
can help us when we want to report phishing actions, then after collecting it, you can report phishing actions to the
authorities(Ayunda, 2021).

With increased knowledge and awareness, individuals and organisations can more effectively protect themselves
from phishing attacks. Continued awareness and education about this cybercrime is key to reducing the risk of falling
victim to phishing, as well as ensuring the security of personal data and other important information. Reporting
phishing incidents to the authorities can also help enforce the law and protect the public from this cybercrime
threat(Mufti Prasetyo et al., n.d.).

CONCLUSION

Phishing has evolved from simple email scams in the 1990s to sophisticated, multi-vector attacks using Al and
social media today. Modern phishing techniques include spear phishing, whaling, vishing, smishing, and deepfake Al,
which target specific individuals or high-level executives. The impact of phishing ranges from personal data loss and
financial harm to reputational damage and psychological distress. Effective prevention strategies include user
education, antivirus software, multi-factor authentication, SSL certificates, email filtering, and reporting incidents to
authorities. These measures help individuals and organizations protect themselves from the growing threat of phishing
attacks.
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