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Lattice-Based Cryptography 

 Data encryption plays a very important role in our lives. 
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Lattice-Based Cryptography 

 Public Key Cryptosystems 

 RSA, ECC 

 Based on hardness of number theoretical problems 

 Classical computers 

 No known algorithms can solve these problems in polynomial time 

 Secure (with large security parameters) 

 Quantum computers 

 Shor’s algorithm can solve these problems in polynomial time 

 Not secure 

 No powerful quantum computer is available today 

 May be available in about 15 years 

 

 

 

 

 Post-quantum Cryptography is needed  

 It can withstand attacks by both classical computers and 

quantum computers 

P. Shor, “Algorithms for quantum computation: discrete logarithms and factoring,” Foundations of Computer Science,  1994. 
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Lattice-Based Cryptography 

 Lattice-Based Cryptography 

 Important candidate for post-quantum cryptography 

 Security based on hardness of lattice problems 

 A lattice is a set of points 

 L={a1b1 + a2b2 + … + anbn} 

 ai are integers 

 b1,b2,…,bn are some linearly independent vectors in Rn 

 Provably secure 

 Can do more things 
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Lattice-Based Cryptography 

 Ring Learning with Errors (Ring-LWE) 

 Enjoys very strong hardness guarantees 

 Makes it possible to build practical lattice-based applications 

 It is the basis of various lattice-based cryptosystems 

 Public key encryption 

 Digital signature 

 Fully homomorphic encryption 

 Much more 

 
V. Lyubashevsky, C. Peikert, and O. Regev, “ On ideal lattices and learning with errors over rings,” EUROCRYPT, 2010.  

R. Lindner and C. Peikert, “Better key sizes (and attacks) for lwe-based encryption,” ePrint, 2010. 

V. Lyubashevsky, “Lattice signatures without trapdoors,” EUROCRYPT, 2012. 

C. Gentry, “Fully homomorphic encryption using ideal lattices,’ Theory of Computing, 2009. 
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Lattice-Based Cryptography 

 Ring-LWE 

 Ring-LWE distribution 

 Given: degree n, modulus p, an error distribution and a random ring 

element s ∈ Rp 

 n is a power of 2, p is a prime number and p=1 mod 2n 

 Rp=Zp[x]/<xn+1> contains all polynomials of degree less than n in Zp[x] 

 Choose a uniformly random ring element a from Rp 

 Sample an error term e from the error distribution 

 Sample a vector from a discrete Gaussian distribution 

 Output the pair (a, b = a · s + e) ∈ RpxRp 

 

V. Lyubashevsky, C. Peikert, and O. Regev, “ On ideal lattices and learning with errors over rings,” EUROCRYPT, 2010. 
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Lattice-Based Cryptography 

 Ring-LWE 

 Ring-LWE Problem 

 Distinguish arbitrarily many independent pairs sampled from the 

Ring-LWE distribution from truly uniform pairs 

 At least as hard as solving certain lattice problems in the worst case 

 The basis of various lattice-based cryptosystems 

 One of the most critical operations is sampling error term e from the 

error distribution 

 Sampling error terms from discrete Gaussian distributions 

V. Lyubashevsky, C. Peikert, and O. Regev, “ On ideal lattices and learning with errors over rings,” EUROCRYPT, 2010. 

b = a · s + e ∈ Rp 
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Discrete Gaussian Distribution 

 Discrete Gaussian Distribution over Integers 

 Deviation δ 

 Mean 0 
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Discrete Gaussian Distribution 

 Discrete Gaussian Distribution over Integers 

 Some authors use                        to define the probability 
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Discrete Gaussian Distribution 

 Discrete Gaussian Distribution on Lattice 

 Lattice 
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Discrete Gaussian Distribution 

 Discrete Gaussian Distribution on Lattice 

 Lattice  

 Sampling a vector from a discrete Gaussian distribution on a 

lattice                can be reduced to sample 𝑛 integers from a 

discrete Gaussian distribution on 𝑍  

 We focus on discrete Gaussian sampling over integers 
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Discrete Gaussian Distribution 

 Precision Bound and Tail Bound 

 Theoretical distribution has infinitely long tail and infinitely high 

precision probabilities 

 

Infinitely long tail Infinitely high 

precision probability 
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Discrete Gaussian Distribution 

 Precision Bound and Tail Bound 

 Theoretical distribution 

 Infinitely long tail 

 Infinitely high precision probabilities 

 Implemented distribution 

 Finite tail (tail bound 𝑧𝑡) 

 Finite number of bits to represent the  probabilities (precision bound ε) 

 In order to satisfy the security proofs of the cryptosystems, the 

statistical difference between the implemented distribution and the 

theoretical one should be negligible, typically around 2-90 to 2-128. 
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Discrete Gaussian Distribution 

 Precision Bound and Tail Bound 

 They satisfy the following inequality 

 

 

V. Lyubashevsky, “Lattice signatures without trapdoors”, EUROCRYPT, 2012 

V. Lyubashevsky, “Lattice signatures without trapdoors”, ePrint, 2011 

N. Dwarakanath and S. Galbraith, “Sampling from discrete Gaussians for lattice-based cryptography on a constrained device”,   

Applicable Algebra in Engineering, Communication and computing, 2014 
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CDF Inversion Sampler 

 CDF Inversion Sampler 

 Cumulative distribution function 
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CDF Inversion Sampler 

 CDF Inversion Sampler 

 Generates a ε-bit random number 𝑈 ∈ 0, 1  

 Finds k satisfies the following inequality 

 

 Example 

 Φ −1 = 0.44444 

 Φ 0    = 0.55555 

 Φ 1    = 0.64444 

 U=0.54321 

 Then k=0 
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CDF Inversion Sampler 

 Optimize CDF Inversion Sampler 

 Probability density function is symmetrical 

 Re-define the cumulative distribution function to save hardware 

resources 
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CDF Inversion Sampler 

 Optimize CDF Inversion Sampler 

 Generates a ε-bit random number 𝑈 ∈ 0, 1  

 Finds 𝑘 ≥ 0 satisfies the following inequality 

 

 Generates a random sign bit 𝑠 

 Returns −1𝑠 × 𝑘  

 Example 

 Φ 0 = 0.23456 

 Φ 1 = 0.34567 

 U=0.31313 

 Then k=1 

 Generates a random sign bit 𝑠  and returns −1𝑠 × 1 
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CDF Inversion Sampler 

 Optimize CDF Inversion Sampler 
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CDF Inversion Sampler 

 Serial CDF Inversion Sampler 

 Requires ε+1 random bits 

 Requires large number comparison 

 ε-bit comparison 

 Slow 

 Compares Φ𝑠 in serial 

 Parallel CDF Inversion Sampler 

 Uses an array of large comparators to work in parallel 

 Not hardware efficient 

 Requires ε+1 random bits 

 
T. Poppelmann and T. Guneysu, “Towards practical lattice-based public-key encryption on reconfigurable hardware”, SAC, 2013 
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CDF Inversion Sampler 

 We need a novel CDF Inversion Sampler 

 Reduces the required random bits 

 Uses small comparators instead of large comparators to optimize 

the critical path and save hardware resources 

 Be fast and hardware-efficient 
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CDF Inversion Sampler 

 Optimize CDF Inversion Sampler 

 Piecewise comparison 

 We can determine the relationship of two large numbers by 

comparing their most significant bits with rather high probability 

 Example 

 X and U are 112-bit large numbers 

 X=00000001 01010101 …… 

 U=10000000 01010101 …… 

 X < U since 00000001 < 10000000 

 Saves (112-8) bits 

 Only requires to compare 8-bit numbers 
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CDF Inversion Sampler 

 Optimize CDF Inversion Sampler 

 Piecewise comparison 

 We can determine the relationship of two large numbers by 

comparing their most significant bits with rather high probability 

 Example 

 X and U are 112-bit large numbers 

 X=01010101 00000001 …… 

 U=01010101 10000000 …… 

 X < U since 01010101==01010101 and 00000001 < 10000000 

 Saves (112-16) bits 

 Only requires to compare 8-bit numbers 
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CDF Inversion Sampler 

 Optimize CDF Inversion Sampler 

 Piecewise comparison 

 X and U are 112-bit large numbers 

 X=(x0,x1, … , x13)   U=(u0, u1, … , u13) 

 If x0 > u0, then X>U 

 If x0 < u0, then X<U 

 If x0 == u0, then we need to compare their rest bits to further determine 

their relationship (byte by byte) 

 Only comparing the first 8-bit with a probability of (28-1)/28≈ 99.609% 

 Only comparing the first 16-bit has a probability of (216-1)/216≈ 99.998% 

 …… 

 Saves around 103.97 random bits 
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CDF Inversion Sampler 

 Optimize CDF Inversion Sampler 

 Using serial implementation to save hardware resources 

 ‘three-sigma’ rule of continuous Gaussian distribution 

 

 When δ is small, the CDF reaches 0xFF for small k 

 Using a 256-element fast lookup table to speed up comparison 

 Maps a 8-bit random value to k 

 The hit-rate is around 94% 
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Discrete Gaussian Sampling 

 Optimize CDF Inversion Sampler 

 Example 

 Φ 0    = 0x 16 a2 84 … 

 Φ 1    = 0x 42 ce 65 … 

 Φ 2    = 0x 6b d7 12 … 

 …… 

 If 𝑢0 
∈ [0, 0x15], k must be 0 

 If 𝑢0 
∈ [0x17, 0x41], k must be 1 

 If 𝑢0 
∈ [0x43, 0x6a], k must be 2 

 …… 

 

 

 

 

 

 The fast lookup table 

 Maps 0x00, 0x01, … , 0x15 to 0 

 Maps 0x17, 0x18, … , 0x41 to 1 

 Maps 0x43, 0x44, … , 0x 6a to 2 

 …… 
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CDF Inversion Sampler 

 Optimized CDF Inversion Sampler 

 Generates a 8-bit random number u 

 Using the fast lookup table to map u to 

{k, valid} 

 If valid is 1, then generates a 1-bit 

sign 𝑠 and returns −1𝑠 × 𝑘  

 If valid is 0, then generates the rest 

bytes of random number U and 

piecewise comparing them with Φ𝑠 to 

find 𝑘; Finally, generates a 1-bit sign 𝑠 

and returns −1𝑠 × 𝑘  

 

 



 Optimized CDF Inversion Sampler 
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CDF Inversion Sampler 
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Experimental Results 

 Parameter Selection 

 (n, s, zt, ε) = (256, 11.31, 53, 112) 

 Widely used in lattice-based public-key encryption schemes 

 Its statistical difference from the theoretical distribution is less 

than 2-90 

 Implementation 

 Sampler-area 

 Sampler-speed 

 Two samplers sharing the same dual-port ROM 

 N. Gottert et. al, “On the design of hardware building blocks for modern lattice-based encryption schemes”, CHES, 2012 

T. Poppelmann and T. Guneysu, “Towards practical lattice-based public-key encryption on reconfigurable hardware”, SAC, 2013 

S. Roy et. al, “Compact ring-lwe cryptoprocessor”, CHES, 2014 
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Experimental Results 

 Our Sampler on Spartan-6 FPGA 

 sampler-speed takes extra 13 slices 

 sampler-area takes on average 2.28 cycles to generate a sample 

 sampler-speed generates 2 samples within 2.28 cycles 
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Experimental Results 

 Our sampler vs. other samplers on virtex-5 FPGA  

[18] T. Poppelmann and T. Guneysu, “Towards practical lattice-based public-key encryption on reconfigurable hardware”, SAC, 

2013 

[19] T. Poppelmann and T. Guneysu, “Area optimization of lightweight lattice-based encryption on reconfigurable hardware”, 

ISCAS, 2014 

[23] S. Roy et.al, “High precision discrete Gaussian sampling on FPGAs”, SAC, 2013 
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Experimental Results 

 Our sampler vs. Parallel CDF Inversion Sampler 

 The parallel CDF Inversion sampler consumes 105 random bits 

to generate a sample 

 Our sampler takes on average 9.44 random bits 

 Our sampler saves 91% random bits 

 Our sampler has higher throughput than the parallel CDF 

inversion sampler while reducing 88% slices at the cost of 

consuming a block RAM 

 

[18] T. Poppelmann and T. Guneysu, “Towards practical lattice-based public-key encryption on reconfigurable hardware”, SAC, 

2013 
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Experimental Results 

 Our sampler vs. Rejection Sampler 

 Our sampler requires an extra block RAM 

 Our sampler saves 90% random bits 

 Our sampler is faster than the rejection sampler by more than 

126 times 

 Our sampler vs. Knuth-Yao Sampler 

 Our sampler demands an extra block RAM 

 Our sampler consumes a little more random bits 

 Our sampler is faster than Knuth-Yao Sampler by a factor of 14 

 [19] T. Poppelmann and T. Guneysu, “Area optimization of lightweight lattice-based encryption on reconfigurable hardware”, 

ISCAS, 2014 

[23] S. Roy et.al, “High precision discrete Gaussian sampling on FPGAs”, SAC, 2013 
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Summary 

 We propose a novel hardware implementation of CDF 

inversion sampler with high precision and large tail 

bound 

 Our sampler is suitable for narrow discrete Gaussian 

distributions 

 We exploit piecewise comparison to reduce both the 

required random bits and the hardware cost 

 We exploit the “three-sigma rule” and use a small lookup 

table to speed up the sampler 
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Summary 

 Compared with the existing CDF inversion sampler, our 

implementation saves more than 90% random bits and 

more than 88% slices on a Virtex-5 FPGA 

 Our sampler has higher throughput than the existing 

CDF inversion sampler 

 At the price of a block RAM, our sampler outperforms the 

rejection sampler by a factor of 126, and the Knuth-Yao 

sampler by a factor of 14 
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Thank You ! 


