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1. Introduction
Generalized multiprotocol label switching (GMPLS) is a set of protocol extensions to multiprotocol
label switching (MPLS) that are essential for enabling next-generation IP-over-WDM networks [1-5].
Here, we consider an IP-over-WDM network in which the network nodes consist of GMPLS-capable
optical crossconnects (OXCs) and GMPLS-capable IP routers (henceforth, the term “IP router” will mean
a “GMPLS-capable IP router”). An IP router can employ GMPLS to setup an optical connection, called
an optical label-switched path (optical-LSP), from itself to another IP router in the network.
In an IP-over-WDM network, the failure of a fiber link can lead to the failure of all the opticalLSPs that traverse the fiber. Each optical-LSP is expected to operate at a rate of a few Gbps (or a few tens
of Gbps); hence, the network designer must provide an efficient fault-management technique that combats
fiber failures. Fault monitoring and management techniques are essentially of two types: (a) protection
and (b) restoration [6-8]. In protection, spare capacity is reserved during call setup. In restoration, the
spare capacity that is available after the fault’s occurrence is utilized for rerouting the disrupted
connections. In this work, we study restoration techniques that operate at optical-LSP level.
Recently, there has been a considerable amount of standards activity within the Internet
Engineering Task Force (IETF) towards establishing a fault-management framework for MPLS [9-11]. So
far, the standardization efforts have focused on protection techniques, because protection techniques
allow service providers to offer “hard” guarantees on the recovery time, e.g., 50 ms recovery time in
SONET. However, many new data-centric services, such as virtual private network (VPN) services, may
not require such “hard” guarantees on the recovery time. Moreover, restoration techniques have many
advantages over protection techniques. For example, restoration utilizes bandwidth more efficiently than
protection because, in restoration, the resources for the backup connections are not committed until the
fault actually occurs. Another important advantage of restoration is that it can naturally handle multiple
simultaneous fiber failures, whereas protection techniques are designed for handling a preset number of
simultaneous failures, typically single fiber failures. Thus, by implementing restoration techniques,
service providers can broaden their service portfolio to support varying degrees of service guarantees,
based on the customer requirements. A recent IETF draft [12] proposed a hybrid fault-management
approach.
In our current study, we focus on the implementation details and performance comparisons of
different restoration techniques. We try to keep our implementations as close as possible to the existing
Internet drafts on GMPLS and MPLS. No signaling extension is proposed. This paper will show how to
handle each fiber failure by itself; however, it should be clear that our implementations of the restoration
techniques can handle multiple independent fiber failures, whose occurrences may be asynchronous and
uncorrelated, as well as node failures, which is a special case of multiple fiber failures. To the best of our
knowledge, there has not been any work that compares different kinds of restoration techniques by
performing a detailed simulation implementation of the signaling protocols. We have developed a detailed
simulation platform for an IP-over-WDM network [13], so that we can comprehensively test and
accurately compare the various restoration techniques and the protocol implementations.

2. Fault Monitoring and Restoration Techniques
Providing fault-monitoring functions within OXCs is attractive, especially for transparent (alloptical) switches. Today, fault-monitoring functions are usually provided by the optical-transmission
systems. For the wavelength channels using SONET framing, the B1 bit in the SONET overhead can be
used to measure the bit-error rate. For other formatted optical channels, the optical-power loss can be used
to detect certain failures, such as a fiber cut. In today’s market, since most OXCs use electronic switching
fabric, optical-electrical-optical (OEO) conversion is used before each OXC port. Therefore, faults can be
detected on link-by-link basis. Even for all-optical switches, both the end nodes of the failed link can
detect the fiber cut.
2.1. Restoration Techniques
We describe three restoration techniques that can be built into GMPLS: (a) path restoration, (b)
sub-path restoration, and (c) link restoration.
In path restoration, when a fiber fails, the upstream end-node of the failed fiber sends an alarm
message to the source node of the disrupted optical-LSP, while the downstream end-node sends a
teardown message to the destination node of the optical-LSP (the end-node of the failed fiber that is
closer to the source (destination) node is called the upstream (downstream) end-node). After the source
node receives the alarm message, it tries to re-establish the optical-LSP by sending a setup message to the
destination node via an alternate path, as shown in Fig. 1.1.
In sub-path restoration, when a fiber fails, the upstream end-node does not send an alarm to the
source node of the disrupted optical-LSP; instead, it tries to patch the optical-LSP by sending a setup
message to the destination node. Meanwhile, the downstream end-node sends a teardown message to the
destination node of the optical-LSP (see Fig. 1.2). Note that our definition of the term “sub-path” is a little
different from other usage of this term in the recent literature [14, 15].
Finally, in link restoration, when a fiber fails, the upstream end-node does not send an alarm
message to the source node; the downstream end-node does not send a teardown message to the
destination; instead, the upstream end-node tries to reroute the optical-LSP around the failed fiber link by
sending a setup message to the downstream end-node (see Fig. 1.3).
Note that, in all three restoration techniques, if the restoration attempt fails, then the optical-LSP is
dropped.
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Figure 1. Three restoration schemes.
2.2. Implementation of the Restoration Techniques
We built a simulation platform based on ns-2 (http://www.isi.edu/nsnam/ns/). In our simulation
platform, an optical-LSP is setup following the requirements in Reference [5]: downstream-on-demand
label allocation and distribution, with an ingress-initiated ordered control. This platform also supports
source-routing computation (source node computes the end-to-end path) and explicit-routed-LSP setup
(label-distribution protocol or LDP pins down the LSP according to the path calculated by the source
node).

2.2.1. Contention Resolution
Source-routing computation normally is based on the resource (e.g., wavelength) availability
information collected by the routing protocol; however, link-state update takes time. If an LSP-setup
request follows too closely to a change, such as the setup or teardown of another optical-LSP, then the upto-date link-state information may not be available at the source node of the new request. Although
simply ignoring the ongoing requests may not be a bad choice during normal operation, it can cause
significant performance degradation in case of a fiber failure because lots of requests are generated nearly
simultaneously since a large number of connections could have been traversing a fiber before it failed.
Part of this problem can be solved relatively easily. When all the near-simultaneous requests come
to a single node, which is the typical post-failure scenario for sub-path and link restoration, the common
“source” node (upstream end-node in case of sub-path and link restoration) can increase its routingcomputation accuracy by incorporating information on the pending LSPs. Explicit-path information on
the pending LSPs is available at the LDP module of the source node. In the simulation platform, the
routing protocol (where the computation is performed) will always query the LDP module for information
on the pending optical-LSPs before making any explicit-routing computation. This information is then
combined with the link-state information to do routing computation. By doing the above, the chance of
having contention is greatly reduced.
The other part of the problem is a little more difficult to solve. When the sources nodes are
different, which is the typical post-failure scenario for path restoration, instant coordination among the
source nodes is very difficult, if not impossible. Our solution is to give the source nodes additional
chances to retry when one restoration effort fails. We will examine the system’s performance
improvement under such retries.
2.2.2. Loop Prevention
The MPLS architecture [4, 16] does not assume a single LDP. There are two main LDP standards,
namely the constraint-based-routing label-distribution protocol (CR-LDP) and the resource reservation
protocol (RSVP). In either protocol, an optical-LSP must have an unique identification. To eliminate
possible confusion and to conform to existing Internet drafts [12, 17], we choose to use the original LSP
identification for the restoration purpose.
A loop in an LSP is defined as the LSP traversing a node more than once [18]. In sub-path and link
restoration techniques, since the restoration path is identified as part of the original LSP, we have to
ensure that these two parts do not overlap with each other at any node.
For data switching/forwarding purpose, an intermediate node in an LSP does not need to keep the
full path information. Neither does standard LDP require this support [16]. When an intermediate node
does restoration-path computation, there is a chance that the computed path will overlap with the
remaining segments of the original path. In our simulation platform, the loop-prevention mechanism of
LDP can detect and drop all the problematic restoration paths. Although the loops will not disturb the
correct behavior of our protocol, this choice can affect the performance of these two restoration schemes.
We are working on implementing traffic -engineering extensions to LDP so that each node along the
original path can “remember” the full path. Once this extension is done, we can expect that most loops
will be eliminated at the explicit-routing-computation stage.
3. Restoration Performance Results
3.1. Performance Metrics and Simulation Network
We study the following two performance metric s: availability and restoration time.
• Availability is defined as the ratio of the total uptime for an optical-LSP to the total duration of
the optical-LSP.

•

Restoration time is defined as the average repair time (from the instant a connection is
disrupted to the instant the connection is restored) for all successfully restored paths.

We simulated the NSFnet topology (Fig. 2) with 16 wavelengths on each fiber, where one
wavelength per fiber was used for control signaling, i.e., for sending GMPLS signaling messages. All
nodes are capable of performing wavelength conversion. (Although not reported here, the extension to
wavelength-continuous networks is straightforward.) The length of the fiber link between a pair of cities
is chosen to be equal to the corresponding driving distance.
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Figure 2. NSFnet topology used in our experiments.
In our simulation experiments reported here, the call inter-arrival time and the call-holding time are
assumed to be exponentially distributed, while the source and destination nodes for a connection are
uniformly distributed. Similarly, we assume that the inter-arrival time and the duration of the fiber faults
are also exponentially distributed. The failed fiber is chosen randomly using an uniform distribution. Note
that multiple fiber failures may occur in our experiments. In our experiments reported here, time is
normalized to the average call duration, which is assumed to be unity (and equal to 50 seconds); average
fault inter-arrival time is denoted by f normalized units; and the average duration of a fiber fault (or faultrepair time) is assumed to be 2 normalized units. The failure-detection time is assumed to be 1 ms. In our
link-restoration experiments, the downstream segment of a failed connection is retained for 0.5 s after a
failure is detected. If the request for the restoration path around the failed link comes to the downstream
end-node within 0.5 s, then the restoration path will be connected to the original downstream segment.
Otherwise, the downstream segment will be torn down by the downstream end-node of the failure.
We choose the parameters based on our projections about the future network with emerging
technologies. We believe the parameters chosen here are close to realistic values but on the aggressive
side (e.g., the failure arrival rate may be higher than that in a real network). If the failure rate is too low,
limited by our current computation capacity, we are unable to get good statistics on the protocols’
restoration behavior within a reasonable simulation time.
3.2. Performance Comparison of the Restoration Techniques
Figures 3.1 and 3.2 plot the performance metrics measured against the network load. In each figure,
three curves are shown for path restoration, sub-path restoration, and link restoration. The value of f is
chosen to be 10 normalized units. Note that, in this topology, a network load of 5 Erlangs corresponds to
an average link load of about 3.5%, while a network load of 100 Erlangs corresponds to an average link
load of about 70%. For the results reported below, we simulate about 60,000 calls for each simulation
scenario (given a restoration technique and load, both metrics are measured in one run), and it takes 9
hours on a Pentium IV computer (1.45 GHz CPU, 512 MBytes memory) running the Linux operating
system.
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Figure 3. Performance comparison for different restoration techniques (f=10).
In Fig. 3.1, the network availability for the path-restoration technique is found to decrease with
increasing network load (from about 99.95% at a load of 10 Erlangs to 99.65% at a load of 100 Erlangs).
The service unavailable time mainly comes from those un-restored connections, since the down time for
these connections are counted from when the disruption happens to the time when the request expires.
With increasing network load, the chance of having a collision increases; and in turn, the total unavailable
time also increases. The availability for sub-path and link restoration are around 99.8 and 99.6 percent,
respectively, at light load, and increasing the network load does not seem to have any significant impact
on these rates. For both of these techniques, the main reason for a restoration attempt to fail is the
violation of the “no loop” rule (Section 2.2.2). The chance of having a loop does not increase with an
increase of the network load. Link restoration has a lower availability than sub-path restoration because a
restoration path may also form a loop with the downstream segment of the original LSP in link
restoration, while in sub-path restoration, the downstream segment of the original path is torn down
immediately after the failure. All the availability values we have measured are above 99.5%. When the
load on the network is low, path restoration can achieve higher availability than both sub-path and link
restoration. As the network load increases, path restoration gradually loses its competitive advantage to
sub-path restoration due to intensified contentions.
Figure 3.2 shows the average restoration times. For path restoration, again, the curve goes down
with increasing network load (from about 76 ms at 10 Erlangs to about 68 ms at 100 Erlangs). This is
because the longer restoration paths have higher chance of being blocked. When contention intensifies,
the survivors tend to be short. As expected, the restoration time for both sub-path and link restoration
(both are around 55 ms) are shorter than that for path restoration. The simulation experiments show
insignificant difference in restoration time between sub-path and link restoration on this NSF topology.
The average hop distance for normal connections in this network is only about 2.2, so link restoration
does not show much speed advantage over sub-path restoration. However, it is expected that this
advantage can be greater in networks with larger node count and sparse connectivity.
3.3. Enhanced Path-Restoration Techniques
Performance of the path-restoration technique can be significantly improved by giving retrial
opportunities to path restoration (referred to as enhanced path restoration hereafter). Recall that pathrestoration failure is mainly caused by contention among restoration requests. By increasing the number
of retrials allowed, we plot the performance metrics in Figs. 4.1and 4.2. The no-retrial curves are repeated
from the Fig. 3. In this experiment, each retrial takes place 1 ms after the notification message, which is
used to notify the failure of the previous restoration effort, reaches the source node. This delay has little
impact on the restoration success rate (not shown) but an increase in this delay increases the restoration
time.
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Figure 4. Performance comparison for enhanced path restoration with different retrial opportunities (f=10).
With just one retrial opportunity, the availability is found to jump close to 100% for most cases
(Fig. 4.1). Even in the extreme case (network load equal to 100 Erlangs), the availability is still 99.97%.
Increasing the number of retrials to two will further increase the availability at 100-Erlang load to about
99.98%. Additional experiments show that increasing the number of retrials beyond 2 will not yield much
further improvement to the restoration success rate.
When the network load is low, say 5 Erlangs, the average restoration time for enhanced path
restoration is about the same as that for path restoration (Fig. 4.2). When the network load approaches 100
Erlangs, the restoration times for one and two retrial cases increase to about 90 ms and 100 ms,
respectively.
3.4. Effects of Fault Inter-Arrival Time
The failure frequency directly affects the network availability. Notice that the f=10 value used in
our experiments corresponds to a failure rate that is much more frequent than that in reality, so we are
interested in seeing how these performance metrics will change when the failure rate decreases.
Unfortunately, simulating real GMPLS signaling takes a lot of computation. Longer failure intervals
(relative to average call-holding time) mean more call setup and teardown between two failures.
Unable to simulate for more realistic f values, we choose to illustrate our results by trying f=20. Our
simulations show that the availability is directly affected by the f value since the average unavailable time
contributed by each fiber failure is largely unchanged. When the failures occur less frequently,
availability increases accordingly.
4. Conclusion
In this study, we employed simulation to study three restoration techniques (path, sub-path, and
link) using GMPLS signaling for fault management in an IP-over-WDM network. Then, we compared the
performance of the three restoration techniques and an enhancement. A good restoration-technique design
should deliver high availability for the entire network, as well as low restoration time for each disrupted
connection. Our simulation experiments show that all restoration techniques can deliver availability
higher than 99.5% and restoration time equal to a few tens of milliseconds under very frequent failures
(f=10) in a nation-wide IP-over-WDM optical mesh network. By decreasing the failure frequency to more
realistic values, we have observed significant increase in availability.
In general, our studies show that the enhanced path-restoration technique with an additional retrial
for path restoration after a failure can achieve very good network availability, for the price of a little
higher restoration time. For a non-mission-critical environment, the enhanced path-restoration technique
has good potential to provide a simple, yet robust, optical-LSP service. Both sub-path and link restoration

can provide restoration speed faster than path restoration; however, they have lower restoration success
rate. We expect that this can be improved by employing some traffic -engineering extensions to LDP. The
implementation of protection techniques using GMPLS signaling is also an important problem for future
research.
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