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Why Phishing Works
(Dhamija, Tygar CHI 2006)

• Why do users fall for phishing
attacks?

• 22 users viewed 20 websites
– Phishing & legitimate websites
– Asked to think aloud
– Is this a real or phishing website?

Why or why not? How confident are
you?

 Some good phishing sites fooled more than 90%
  23% use only content of the page to make a determination
     36% use content and URL
 Users ignore SSL, rely on the wrong indicators
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Emperors New Security Indicators
(IEEE Security & Privacy 2007)
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Will users check indicators
before entering passwords?

We asked Bank of America users to conduct
common online banking tasks….
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  Results: HTTPS indicators removed

27 (100%)
Personal

Account

18 (100%)
Security
primed

18 (100%)Role playing

WithheldSent passwordGroup

All 63 participants entered their password!





  Results: Sitekey removed
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  Results: Warning page inserted

14 (64%)8 (36%)
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5 (29%)12 (71%)
Security
primed
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7 Laws of Identity



7 Flaws of Identity



Challenge 1

Users don’t want to
“manage” their identity



Users don’t think…

“I want to be secure”

“I want to go to my bank securely”

“I want to login to my bank”



Users are task focused

“I want to pay my bills”



Attackers add urgency

“I have to update my account NOW, or my account will be closed ”



Challenge 2

Identity management can
increase cognitive burden



Means the elimination of multiple
usernames and passwords

To login … just type your OpenID URI



http://jane.livejournal.com/

http://openid.aol.com/jane/

http://jane.myopenid.com/

http://jane.pip.verisignlabs.com/

Users don’t understand URIs





 OpenID doubles user trust decisions



Challenge 3

Identity management can
maximize information disclosure



User-centric identity:

• “Technical identity systems must only reveal
information identifying a user with the user’s
consent.” - Kim Cameron

• “… the technical protocol lets the user control
the flow absolutely, by making them an
intermediary at run time.” - Eve Maler

• “The user is in the middle of a data transaction.
This does not mean the user has to approve
every transaction...” - Dick Hardt



Achieving Informed Consent is Hard

Video: an experiment in simplifying EULAs







More dialog boxes ≠ Consent

More trust decisions  ≠ Control



Challenge 4

Attacks are too easy with
existing software







Do toolbars prevent phishing attacks?
 (Wu, Miller & Garfinkel, 2006)

Neutral-information Toolbar (Netcraft, Spoofstick) 

System-decision Toolbar (Spoofguard, eBay)

SSL-verification Toolbar (Trustbar)

45% spoof rate

38% spoof rate

33% spoof rate



Security indicators are a symptom of flawed design



Challenge 5

We need better software



But users aren’t motivated to get it



Integration with OS or browsers

Problem:

• Change is hard

• Interfaces conflict

Benefits attackers!



Can standards help?



Challenge 6

Relying parties want to control
user relationship & experience



Compare digest authentication…



… to password forms.



RPs don’t want to send the user “away”



Challenge 7

Trust.



Some users are too trusting

• “People make fake websites to get passwords??”

• “Why would a phishing site display a phishing
warning?  It must be real.”

• “Sometimes I type in my password to see if I have
an account there.”



Other users don’t trust anyone



Implications for Design
• Give users something they want

– Security and identity management are secondary goals

•  Reduce cognitive burden
– Don’t replace one burden with others

– Don’t overwhelm users with more warnings, dialogs, and
indicators - leads to habituation

– Reduce trust decisions

• Help users to detect spoofing attacks
– Users misplace trust in logos and indicators

– Assume that uniform graphic designs will be copied!



Implications for Design (cont.)

• If you want trust, be trustworthy
– Need early reviews from security community
– Spoof your own designs in user testing
– Publish security and usability results



Questions?

Rachna Dhamija
Center for Research on Computation and Society

Harvard University
rachna@deas.harvard.edu
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