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Introduction

« As data guantities increase we will need to adopt alternative models in
our forensic processing environments.

« We believe that Distributed Processing will play a key part in this.
« We believe existing practice breaks down in a distributed system.

« We’re going to show our design for a framework that
provides data assurance in a distributed storage environment.
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“Forensic Soundness”

It's a key part of our discipline

It's quite hard to define

Existing standards and frameworks are a little vague

It's all down to accepted Best Practice

It's achieved by implementing ‘controls’
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‘Internal Controls’ on the Forensic Process

— By Property, eg. cryptographic hashes, sizes, name!

— By Location, eg. on specific media, network storage

— By Authority, eg. order and response form

— By Access Control, eg. write blocker, password

— By Separation of Process, eg. crime scene and lab work
— By Checklist, eg. have all the tasks been completed?

— By Audit, but this is after the process
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At the bedrock of Forensics

« The Forensic Image

— It's a snapshot at a point in time

— It is complete,
iIncluding Boot Sectors, Unallocated space, HPA, HPC areas

— Rather like the pieces of a Jigsaw, the parts form a whole.
— We can measure it with SHA-1 etc
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‘Traditional’ Architectures

Based around a ‘Forensic Image’
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A time of Great Change

* In ‘the Golden Age’ life was so simple (simson Garfinkel, 2010)

« 3V —Volume, Variety and Velocity (Gartner, 2007)

 We now have Desktops, notebooks, netbooks, Virtualisation,

Cloud storage, Cloud Processing, Smart Phones, Tablets, SatNav, USB Sticks,
Memory cards, Terabyte drives, games machines, Cameras, etc.

« We find it difficult to cope with the sheer volume of data

 We have a backlog
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‘Traditional’ Architectures

Based around a ‘Forensic Image’

This is limited to
SATA3 and 32 cores?

Forensic ImM

SATA3 = 600MB/s Stores Gigabit Network = 100MB/s

SSD Read = 500MB/s This can supply only 50 cores

If 1 Core can process 4 MB/s Network constrained

This could occupy 150 cores Workstation

Processor constrained
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Anticipated Developments

« Multi tera-byte crime scenes
« Multi-Agency Access
« Multi Device Analysis

 Complex processing,
Image and object recognition
Semantic meaning of text
usage profiling

« Google had the same type of Problem
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Google/Apache Hadoop

A processing Model - Map/Reduce
A File System - HDfs

1. Split the data as whole files
(SIPs/DEBSs) across the cluster

and

2. Don’t move the data
Run the program
where the data is stored
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Solutions and Opportunities

Distributed processing is one that interests me

- New Analysis Techniques Analyse and
Al ettty Lz e Greater Volumes of data Visualise email from
Require more processing power Enron PSTs
Middleware A complete solution that allows Acquisition
distributed processing Distribution
while satisfying the requirements Storage
of the legal profession of Processing
chain of evidence Redundancy

and validation Job Management

OS Layer Mix of Linux and
Windows
University of
South Wales
INFORMATIONSECURITY 11 Prifysgol
RESEARCHGROUP E— B
© University of South Wales

De Cymru




Distributed Architecture

Encrypted
and Secure




We lose "The Image”

« Distributed storage of acquired information packages
is in direct conflict with ‘the image’

« The image’s integrity comes, primarily, from it's wholesomeness
 We lose the integrity we have enjoyed for 20 years

 We need to re-establish Assurance
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Distributed Data needs to appear
as a single file system
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FUSE File System In Forensics

» Forensic discovery auditing of digital evidence containers,
Richard, Roussev & Marziale (2007)

« Selective and intelligent imaging using digital evidence bags. In:
Proceedings of the sixth annual digital forensics research workshop
(DFRWS), Lafayette, IN; Aug 2006. Turner P.

« Affuse (Simson Garfinkel)
*  MountEWF
« Xmount for VirtualBox or VMWare format disk images.
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FClusterfs — A wish list

« The ability to store extended directory/file meta data

« We want unaltered legacy software to run. New software requires no new
skillset. Sculptor, bulk extractor etc will still work

« Gives access to files on remote servers where they’re stored as whole files
« The ability to handle multi storage volumes from different media

« Has end to end encryption built-in

« Tracks movements and processing: Logging.

* |s Read Only to the user

« Highly tailorable access control at volume, directory and file levels
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Existing FUSE File-Systems

° MySQ LfS - substitutes an SQL database for the file-system
e CurlFTPfs —mounts an ftp/ssh/sftp/http/https server

* Loggedfs - Rrecords all file access activity

° eCrypth — Encrypts and decrypts data per file on the fly

e ROfS —aread only file system
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Distributed Data appearing as a single file system

Directory
FileA
FileB
FileC
FileD
FileE
FileF
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FClusterfs

| H OSt B Mount /VOL-ID1 /mnt/mountpoint
FClusterfs FClusterfs
Mount Mount -
[ Filel || File1
File2 File2 ftp://server-a ftp://server-b
File3 File3 ——
ftp Server ftp Server ftp://server-c ftp://server-d
Filel <— »| File2
~— File3
fclusterfs
--mysql_user=me

--mysql_password=mypassword

I _ _ --mysql_host=25.63.133.244
Remote Conne_ctlon Slower - Ethernet “mysal_ databasectelusterts
Local Connection — Faster — SATA --volume=74a8f0f627cc0dc6

--audituser='Investigator Name'

RAM Connection — even faster — BUS speed!  jhomeluser/Desktop/tsmount

University of
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FClusterfs — MySQL Tables

inodes

inode bigint(20) unsigned

fsfilename varchar(1024)

inuse int(11)

deleted tinyint(4)

mode int(11)

uid int(10) unsigned

gid int(10} unsigned

atime int(10} unsigned

mtime int(10) unsigned

ctime int(10} unsigned

size bigint(20)
University of
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Our Submission Information Package (SIP/DEB)

Header Section

<investigator>Nick Pringle</>
<case>A Villainous Crime</>
<date-time>12/May/2013 14:25:23</>

<description>This is a small 1GB memory stick taken from the desk of the suspect</><ScanStartedAt>Friday, November 29 2013. 13:42:52 GMT</>
<ThisFileScannedAt>Friday, November 29 2013. 13:42:52 GMT</>

<VolumeSerialNo>74a8f0f627ccOdc6</>
<VolumeLabel>My Label</>
<FileName>/mhash/lib/keygen_s2k.c</>
<NTFSDumpFileAttributes>

Dumping attribute $STANDARD_INFORMATION (0x10) from mft record 150 (0x96)

Resident:
Attribute flags:
0x00

Yes
0x0000

<FileAttributes> ARCHIVE (0x00000020)</>
Dumping attribute $FILE_NAME (0x30) from mft record 150 (0x96)

Resident:

Resident flags:
Parent directory:

File Creation Time:
File Altered Time:
MFT Changed Time:
Last Accessed Time:

Yes
0x01

136 (0x88)
Sat Jul 20 18:25:53 2013 UTC
Sat Jul 20 18:25:53 2013 UTC
Sat Jul 20 18:25:53 2013 UTC
Sat Jul 20 18:25:53 2013 UTC

Dumping attribute $DATA (0x80) from mft record 150 (0x96)

Resident:
Attribute flags:
Attribute instance:
Compression unit:
Actual Data size
Allocated size:

<<<Initialized size>>>:

<TotalRuns>1</><Fragments>1</>

<run>1</><cluster1>242416</><shal>A8724ACDB2135FE66EB7BES554CCF16091FBC2664</>
<run>1</><cluster2>242417</><shal>D7A6B1A3F17E33A1F15BF8B815EC4B13410EFED3</>

No
0x0000
2 (0x2)
0 (0x0)

6066 (0x17b2)</>
8192 (0x2000)

6066 (0x17b2)

<WholeFileSHA1>FCO0198EF2F7782EF9EA8568853E6E3A48B86256D</>

<NTFSInodeGeneralinfo>

Data Section

<data>

begin-base64 777 FC0198EF2F7782EF9EA8568853E6E3A48B86256D.cpt
Dlevh4eFxd761tZ1zaPShNPDvGKB1FZn8UJiMY3zLCOAWKY|5CIPQSQOEGdU
KzhQCN30G0Xh27ISyydHHWA7cCSeRS012Sv74NF16GixZ4f8ax7fMwtV73Ld
WOIK53EWHUGNnbHUW6WEOmMOwh9ch8QvJcPcPvW30ldQAAOHEBaB4513X0aAr95
Y(q37pBkMbIDIC+/fusueFt6volcPM9tD53GrO0G0T/6wAaPAGNEDWCcCZTztj
bRH+FELEM9rxZidX8/gIPd/UBXbgZ/IjSIsknlsZG+KMZhJg1AWxmniKj633
A0geD/Fny9gjli7f2RhCWrd78y2fXKt4YA/nM4osibDh109QsiGTjtrkdFM4
fydrHA6w98UdIwvROiH+roMKx0twdiDgy+zlvgvSohFOPKMn5Nqg7Y4KLw19k
p53JixBHilkoKefebVTybKNxNMh6c4QiNZucKQgRQWVVIY MgwqVbzqWiJQPM
5Mzhks7gDgZCx5s5QI1199w9fczGwurXn9yMjnNzGurFG32fo8ve/hoEAgsO6
slJ3/suViTtD+L97BrPgrsnkSv/gOr3aldEfstRgiAOA/N7ApAP6zDOe0TXD
HHZ30kRfopudHAy+k234k6HQRkvve0S2T53Jz6HrCSplAh2xgpMjRITISPF+
EpiHiyy3w8zX50AgNMdkm/Nwv+CwE Si8InAbaCkcOEbiusNfjtxsF/SnaDPq
CzX2ezaKu9ElvLcqYDJA2ycQFwAMXy3Vr4gXNdg456Ael 7nIbtfARZFrchg8
/bhN5itxLOda8/BjMIsA9zE9cXAPUM3W5bANNiu75AXkbrl6yQDpsO5KdfoY
</data>
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VolumelListing

ID bigint(20)
VolumelD varchar(45)
FSRootinode bigint(20)
keytext varchar(1024)

ScanDateTime |char(27)
IssuedDateTime | datetime

ExpiresDateTime | datetime

Device varchar(45)

serveraccessinfo

1D int(11)
Protocol varchar{45)
IP varchar{45)
User varchar{45)
Password varchar(45)

FClusterfs — MySQL Tables

inodes tree
inode bigint(20) unsigned inode bigint(20) unsigned
VolumelD varchar{45) VolumelD | char(45)
fsfilename varchar(1024) parent int{10) unsigned
inuse int(11) name varchar{255)
deleted tinyint(4)
mode int(11)
uid int(10) unsigned metadata
gid int(10} unsigned inode bigint(20)
atime int(10} unsigned
mtime int(10) unsigned metadata longtext
ctime int(10) unsigned VolumelD |varchar{45)
size bigint(20)
SHA1 varchar(40)
originallocation varchar(1024)
firststorageprotocol varchar(10)
firststorageserver varchar{45)
firststoragefilename varchar(1024)
firststorageinplace tinyint{4)
firststoragearrivaldatetime datetime
fi ~ragew  ~ked Simyir
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FCluster Architecture
Roles and Zones

°
Acquisition
°

Acquisition Authority
Imager

°
Ingestion
°

FClusterfs metadata storage
Metadata Import/Load Balancer

)
Distribution
)

Replicator
Data Storage Server

°
Processing
°

Processing Server
Results Meta Data table

Acquisition
Autharity Assurance
o Aguire
o
A Aquisitio
Evidence
Device

Adirectary | |Amuttiude

Ingestion

o Distribution
Distribetian| and Storage
ssurance

Processing
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Assurance Zones — Acquisition - Overview

1. The cluster issues an
“authority to image”. This includes a “one
time use” key to be used to encrypt the
evidence.

2. The imaging device creates the image,
SIP/DEB of the file directory and SIP/DEBs
of the file data which are encrypted using the
one time use key.

3. SIP/DEBs are pushed/pulled to the cluster

Acquisition
Authority Assurance
To Aquire |
O
. .
4 Aquisition N
Evidence — \
Device
e \
/ e
p; v I k| N ;;'
Asingle A directory A multitude || |7
Image File metadata DEB of DEBs ‘
|ngeStI0n S’; FileSystem 4 — w
Assurance | = Ingeston :
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Deviced03

Deviced06
1 Device006

DeviceD06

INFORMATIONSECURITY
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014-04-17 16:48:00

014-05-31 00:00:00

| %E =5 R6KW34Gmul=6POEKNCIS8_gk*FIC

University of
South Wales
Prifysgol

De Cymru




Assurance Zones — Acquisition — Detalil 2 of 6

™ Acquisition Authority
Expiry Date
DQUQ [May

Connect to MySQL
Connected

Generate |
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014-04-17 14:44:00
2014-04-17 16:48:00
014-04-17 16:48:00
2014-04-17 16:48:00
014-04-17 16:48:00
2014-04-17 16:48:00

2014-04-17 16:48:00

2014-04-21 20:41:00
014-04-21 20:41:00
2014-04-21 20:41:00

ExpiresDateTime
2014-04-30 00:00:00
2014-05-31 00:00:00
2014-05-31 00:00:00
2014-05-31 00:00:00
2014-05-31 00:00:00
2014-05-31 00:00:00
014-05-31 00:00:00
2014-05-31 00:00:00

2014-05-31 00:00:00
2014-05-31 00:00:00
2014-05-31 00:00:00
2014-05-31 00:00:00
2014-05-31 00:00:00

2014-04-18 19:19:43 +00:00
2014-04-18 21:25:28 +00:00{ 1c0376672b6c06d

VolumelD

74a8f0f627cc0dce

2014-04-18 20:20:56 +00:00 ;| 6449bf4al76afd35

tinode keytext

qBf&fCd7HN+590tg13rBkq+t=%I2Kk9tv7
%00I-U2CU4c)7IUSV(Cind +0QQSx8MVFWFE

H)7(gGMUxygF9xzsgv$! ~e2 TulREg%f#kXs
XE(VWEO20XLH=j0P2Afd5qQQeH*V(d)Dmg
VellOe~fpAPI!aOzLYEmgMK

StTToS#(q3VELyS%maXRqdpd41b)S#+fG
Iv#60~N447U+#ymTLO1DuS GSz=%=

34Gmul=6POEKNCrs8_gk™PIC
452929IPUo02p2IVhhe ;T-VYVAE+pNIBS*
Rd5 +VNJrXHztcR6wW*254DYI YUjQNH ! KTONG
dw)s=jmro!26j" 6iL5z3fkPkNtzcfrsn ~Mop
Tp8WUYTCOmM2h2%5Rxid5 ~wFOgT)CW=5V
b6q~P+AgUT"920_lwnRyT4aMuUq%%Csd
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Assurance Zones — Acquisition — Detall 4 of 6

@& @ ntfsfclone: parameters

Parameter Files About

@ice Name |/dev/sdil

7 Active
DEB storage root | /mnt/sdc T7evidence Select I Server IP No

select | [192.168.140.1

Database.Table
13.1.13/Preamblé: Edit |test

Image Output Device |,’dewnull

Text Preamble File Name [j_ntfs)

Cryptegraphy keytext fil

iroot/scripts/keys.csv Select I Rea

User Name

Cryptograghy Key Selection. Line # | 0004 'l |n|ck

Unallocated Space

00032 Password
0003

ce? I-
Connect
0005 B

Connected

Evidence Bag Selection - Regular Expression
| TXTS|.DOCS|.C5|.JPGS|.5CRS

Output Verbosity I 0 3‘

Jusrflocal/bin/ntfsfclone s fetc/cluster/ClusterNTFSFCLONE.conf

INFORMATIONSECURITY
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Please wait. Reading the whole directory Structure
NTFS volume wversion: 3.1
Serial No is [6786b2132b5822fb]
Volume Name is []
Input Volume Cluster size : 4096 bytes
Current input volume size: 1072689152 bytes (1073 MB)
Current device size: 1072693248 bytes (1073 MB)
header mkdir /mnt/sdcl/evidence
header mkdir fmnt/sdcl/evidence/6786b2132b5822fb
Saving volume metadata. mv /mnt/sdcl/evidencefvolume.meta /mnt/sdcl/evidence/6786b2132b5822fb/6786b2132b5822fb-filesystem.meta
NTFS Size 1072689152, 261887 Clusters of 4096 bytes
RegexWantedExtensions are .TXT$|.DOC$|.C$|.JPG$|.SCRS
Scanning volume ...
9 candidate evidence items from 124 in total.
Copying high value targets
Of ile -

e=Pr¥T0e0s etc], 8192 bytes long. 2 whole clusters and 0 bytes.Encrypting, uuenceding and packing into meta. Saved
. Flle Name [/Videos etc/Version PC-3000 and DE.txt], 9153 bytes long. 2 whole clusters and 961 bytes.Encrypting. uuenceding and packing into m
9, File Name [/Picture 003.jpgl. 3679659 bytes long. 898 whole clusters and 1451 bytes.Encrypting. uuencoding and packing into meta. Saved
9, File Name [/Picture 002.jpgl, 3646873 bytes long. 890 whole clusters and 1433 bytes.Encrypting, uuenceding and packing into meta. Saved
9, File Name [/Deepspar Data Recovery Course.doc], 160768 bytes long. 39 whole clusters and 1024 bytes.Encrypting. uuenceding and packing into meta. Saved
9, File Name [/Ace Contract.doc]l, 105984 bytes long. 25 whole clusters and 3584 bytes.Encrypting, uuencoding and packing into meta. Saved
9 Flle Name [[185552-500-375.jpgl, 44234 bytes long. 10 whole clusters and 3274 bytes.Encrypting, uuencoding and packing into meta. Saved
43611 bytes long. 10 whole clusters and 2651 bytes.Encrypting, uuenceding and packing inte meta. Saved
10 whole clusters and 769 bytes.Encrypting. uuencoding and packing i

115 File Name [/SMFTMirr], not selected as evidence®
115, File Name [/$LogFilel, not selected as evidence.
115, File Name [/$Veolume], not selected as evidence.
115, File Name [/SAttrDef], not selected as evidence.
115, File Name [/.], not selected as evidence.

115, File Name [/$Bitmap], not selected as evidence.
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Assurance Zones — Acquisition — Detall 6 of 6

root@ubuntu: /mnt/sdcl/evidence# tree 23ba7f8e25efafs2
23ba7f8e25efof52

23ba7f8e25ef0f52-001D9EES5046AFC205CF15B81E2537BB392CTEBG6 . meta
23ba7f8e25ef0f52-00464C159732F0386C73EB6D26E16EOTASEFBBCA . meta
23ba7f8e25ef0f52-00ETDABF157ABD94A266A115B96D621FE14BAG6A . meta

23ba7fB8e25ef0f52-01260BAD52ESEBETET8ABC1E1714FBD5A515C46D . meta
23ba7fBe25ef0f52-016EE6BEE65E543D08296E2DFEOBCDAADYS9BBTBE . meta
23ba7fB8e25ef0f52-017E148DE26F4A0580399788A4F064E4D6B13713 . meta

23ba7fBe25ef0f52-026D05CD2DCT7976D1EABBAAF1TEO69DFF92356A. meta
23ba7f8e25ef0f52-02F99EABS61BF330405770404ED21BBFO5D512C7 . meta

23ba7fB8e25ef0f52-033267D0363B50754425E0153DB8312B2C2E5999 . meta
23ba7f8e25ef0f52-03ETF306D937DFD991A059337683A11321456066.meta

23ba7f8e25ef0f52-04CTF95EF38A66858ABS6E386D4E1FTBE025548B . meta
23ba7f8e25ef0f52-04C9ESEE4125175E412CBD4849CTFD6A44ASBBOA . meta
23ba7fB8e25ef0f52-04D0A247443DDAEDBB6F970FC36BCTB430B226EC. meta
23ba7f8e25ef0f52-04DD028B2DFFBF04034811615C1DA3AB7DCF2BDE . meta

23ba7f8e25ef0f52-05BFFC3543078E15208DCA467792223FA6442B41 . meta

23ba7fB8e25ef0f52-0600BBA2ZEDSCF7D3326938F87B29702D575640A3.meta

23ba7f8e25ef0f52-060ED32C4092FA3BCO67C51CT3CCBO9DCAAIFI22 . meta
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Assurance Zones — Metadata Import — Detail 1 of 6

LoadBalancer

DEB Directory

DEBs [~ Removed Completed Run

Processing Nodes Connected

Source Directory Changed

Reset Node List

IJ'mntfsd[lfewden(efﬁ?86b2132b5822fb

-+ oE8M

+-[E MyMount.

evidence
1c0376672b6c06d3

=

/\

| 1die

| Active

|Ip

| Ladwiigk

Read FSVolume

Mount Evidence Dev

Active
Active
Active
Active

192.168.140.3
192.168.140.96
192.168.140.18
192.168.140.74

53
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Assurance Zones — Metadata Import — Detail 2 of 6

i

c1/evidence/6786b2132b5822fb =
(allES He Select a Volume Meta File to Import

[/mnt/sdc1/evidence/6786b2132b58220 /_w =

+- (g3 sdal I bme z
sdcl ¥ 6786b2132b5822fb-filesystem.meta

+-[E5 backup

+-[E5 bagtest

+-|[&9 1c0376672b6c06d3
23ba7f8e25efof52
6449bfdal76afd3s

| Image Meta Files (*-filesystem.meta)

Status
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Assurance Zones — Metadata Import — Detail 3 of 6

@ Applications Places &

$ fp 4) 307PM R NickPringle {%

LoadBalancer

DEB Directory DEBs [ Removed Completed Pause Rescanning the Source Directory

Processing Nodes Connected Reset Node List

ﬂ + ":‘ =] @ 6786b2132b5822fb-18E74D79B629465F504! D01E93D83C5CA30C54.meta, Allocating to 192.168.140.3
6786b2132b5822fb-1F92407B6B6E433F265FFASCBFFB435548050DDF. meta, Allocating to 192.168.140.74
+-[E9 MyMount ;l 6786b2132b5822fb-306B6ABL944337F17fE781CBTSA3A9543F003648. meta, Allocating to 192.168.140.96
i 6786b2132b5822fb-31D6AF865F2F456E4FSEAIE24A62BAEBCB6F5364.meta, Allocating to 192.168.140.96
6786b2132b5822b-391536A47F3F04COQBFAGSEEGADZELD3BIB1C494. meta, Allocating to 192.168.140.3
6786b2132b5822fb-5678BCIFT6924FD5AR86D18A3DB3F1BCC5CICICC.meta, Allocating to 192.168.140.74
6786b2132b5822fb-61840F6BIF43271E8 856CBB4478F15CBC6416.meta, Allocating to 192.168.140.96

[ imntysdc1 jevidence/s 786b2132b5822f0

—

1|l 6786b2132b5822fb-18E74D79B629465F5048CAD01EI3D83C5CA30C54. meta, Allocating to 192.168.140.3
6786b2132b5822fb-1F92407B6B6E4A33F26D5FFASCBFFE8435548050DF. meta, Allecating to 192.168.140.74
6786b2132b5822fb-306B6AB1944337F178E781CB75A3A9543F003648.meta, Allocating to 192.168.140.96
6786b2132b5822fb-31D6AFB65F2F456E478EALE24AB2B4EBCBAF5364.meta, Allocating to 192.168.140.96
6786b2132b5822fb-391536A47F3F04C0CEFAGSEEBADZELID3BIB1C494. meta, Allocating to 192.168.140.3
6786b2132b5822fb-5678BCOF76924FD5A286D18A3D83F1BCC5C9C3CC.meta, Allocating to 192.168.140.74
6786b2132b5822fb-61840F6B9F43271E804F856CEBB4478F15CBCE416.meta, Allocating to 192.168.140.96
6786b2132b5822fb-B2036D2588F1D2B398234460F8894069BA8FIE93.meta, Allocating to 192.168.140.96
6786b2132b5822fb-DBCT45CD54628F8CE1C3CBE05A353569FF77C448.meta, Allocating to 192.168.140.3

ml L
Read FSVolume ||
Mount Evidence Dev ||

= = [MySQLFtpfs Launch] B LoadBalancer
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Assurance Zones — Metadata Import — Detalil 4 of 6

@Appli ations Places o % g 4)) 307PM R NickPringle U
LoadBalancer

DEB Directory

DEBs [~ Remaved Completed Pause
Processing Nodes

|fmntfsdclfswdsn(sﬂﬁ786b2132b5822fb

Reset Node List \

j ¢ o = 6b2132b5822fb-18E74D79B629465F5048CAD01E93D83C5CA30C54. meta, Allocated to 192.168.140.3 but not yet arrived.
6786b2132b5822fb-1F92407B6B6E433F26D5FFASCBFF843554805DDF. meta, Allocated to 192.168.140.74 but not yet arrived.
‘-EM‘]MOUHt 6786b2132b5822fb-306B6AB1944337F178E781CB75A3A9543F003648.meta, Allocated to 192.168.140.96 but not yet arrived
T E ntfs 6786b2132b5822fb-31D6AF865F2F456E478EALE24A62B4EBCB6F5364. meta, Allocated to 192.168.140.96 but not yet arrived.
+-|E8 sdal
- sdcl

6786b2132b5822fb-391536A4 7F3F04C0CEFAGSEEBA02E1D3B9B1C494. meta, Allocated to 192.168.140.3 but not yet arrived.
6786b2132b5822fb-5678BCIF76924FD5A286D18A3D83F1BCC5CIC3CC.meta, Allocated to 192.168.140.74 but not yet arrived

+-[E3 backup 6786b2132b5822fb-61840F6BIF43271ER04FB56CBB4478F15CBC6416.meta, Allocated to 192.168.140.96 but not yet arrived.

+- |3 bagtest

86b2132b5822fb-B2036D2588F1D2B398234460F ABFIE93.meta, Allocated to 192.168.140.96 but not yet arrived.
I nnected Hesel Node LISTCI
=-|gg evidence
+-[E91c0376672b6c06d3
3ba7f8e25ef0f52
449bf4a176afd3s

6786b2132b5822fb-18E74D79B629465F5048CAD01E93D83C5CA30C54. meta, Allocated to 192.168.140.3 but not yet arrived.
6786b2132b5822fb-1F92407B6B6E433F26D5FFASCBFF843554805DDF. meta, Allocated to 192.168.140.74 but not yet arrived.
6786b2132b5822fb-306B6AB1944337F178E781CB75A3A9543F003648.meta, Allocated to 192.168.140.96 but not yet arrived.
6786b2132b5822fb-31D6AF865F2F456E4TBEALE24A62B4EBCB6F5364.meta, Allocated to 192.168.140.96 but not yet arrived.
6786b2132b5822fb-391536A4 TF3F04COCEFABSEEBADZELID3BIB1C494.meta, Allocated to 192.168.140.3 but not yet arrived.

6786b2132b5822fb-5678BCIF76924FD5A286D18A3D83F1BCC5CIC3CC.meta, Allocated to 192.168.140.74 but not yet arrived.
6786b2132b5822fb-61840F6BIF43271E804F856CBB4478F15CBC6416.meta, Allocated to 192.168.140.96 but not yet arrived.
6786b2132b5822fb-B2036D2588F1D2B398234460F8894069BABFIETD3.meta, Allocated to 192.168.140.96 but not yet arrived.
6786b2132b5822fb-DBCT745CD54628F8CB1C3CBE05A353569FF77C448.meta, Allocated to 192.168.140.3 but not yet arrived.

kg

Read FSVolume

Mount Evidence Dev

= = [MySQLFtpfs Launch] m LoadBalancer
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Assurance Zones — Metadata Import — Detail 5 of 6

@Applicati:)ns Places o % g 4)) 3:08PM R NickPringle U
L LoadBalancer

DEB Directory DEBs [~ Remaved Completed Pause Rescanning the Source Directory

Processing Nodes Connected Reset Node List /\
|fmntfsdclfswdsn(sﬂﬁ786b2132b5822fb

j + \\ [ 6786b2132b5822fb-18E74D79B629465F504! DO01E93D83C5CA30C54 meta, Complete. Stored on 192.168.140.3

678602132b5822fb-1F9240786B6E433F26 JAFFASCBFF843554805DDF. meta, Complete. Stored on 192.168.140.74
+-[§MyMount ;l 6786b2132b5822fb-306B6AB1944337F17#E781CB75A3A9543F003648.meta, Complete. Stored on 192.168.140.96
+-Entfs 678602132b5822fb-31D6AF865F2F456E4f BEALE24A62B4EBCBEF5364. meta, Complete. Stored on 192.168.140.96
+-[5 sdal 6786b2132b5822fb-391536A47F3F04COCBFAGSEE6A02E1D3B9B1C494.meta, Complete. Stored on 192.168.140.3
rE3sdel 678602132b5822fb-5678BCIF76924FD5AY86D18A3DE3F1BCCSCICICC.meta, Complete. Stored on 192.168.140.74
+-[Ea backup 6786b2132b5822fb-61840F6B9F43271E8

B856CBB4478F15CBC6416.meta, Complete. Stored on 192.168.140.96

+- |3 bagtest 6786b2132b5822b-B2036D2588F1D2B3982 N 460F8894069BABFIEI3.meta, Complete. Stored on 192.168.140.96

2-[Z evidence 6786b2132b5822fb-DBC745CD54628F8CB1C3 5A353569FF77C448.meta, Complete. Stored on 192.168.140.3
= — ———

1c0376672b6c06d3

ba7f8e25ef0f52 E
49bf4a176afd3s

6786b2132b5822fb-18E74D79B629465F5048CAD0D1E93D83C5CA30C54. meta, Complete. Stored on 192.168.140.3
6786b2132b5822fb-1F92407B6B6E433F26D5FFASCBFF8435548050DF. meta, Complete. Stored on 192.168.140.74
6786b2132b5822fb-306B6AB1944337F178E781CB75A3A9543F003648.meta, Complete. Stored on 192.168.140.96
6786b2132b5822fb-31D6AFB65F2F456E478EALIE24AG2B4EBCB6F5364.meta, Complete. Stored on 192.168.140.96
6786b2132b5822fb-391536A47F3F04COCEFABSEEGAD2E1ID3BIB1C494. meta, Complete. Stored on 192.168.140.3

6786b2132b5822fb-5678BCIF76924FD5A286D18A3D83F1BCCSCIC3CC.meta, Complete. Stored on 192.168.140.74
6786b2132b5822fb-61840F6B9F43271E804F856CBB4478F15CBC6416.meta, Complete. Stored on 192.168.140.96
6786b2132b5822fb-B2036D2588F1D2B398234460F8894069BABFIEY93.meta, Complete. Stored on 192.168.140.96
6786b2132b5822fb-DBCT745CD54628F8C81C3CB605A353569FF77C448. meta, Complete. Stored on 192.168.140.3

|
o
N
1=
I
]
o
o
®
IS
[N
z

L=

w
Read FSVolume |I
Mount Evidence Dev ||
= = [MySQLFtpfs Launch] m LoadBalancer
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Assurance Zones — Metadata Import — Detail 6 of 6

| | secondstoragelastvalidated thirdstorageprotocol thirdstorageserver thirdstoragefilename thirdstorageinplace  thirdstoragearrivaldatetime thirdstorageunpacked?r??_

unknown unknown unknown

unknown unknown unknown

unknown unknown unknown

unknown unknown unknown

unknown unknown unknown

ftp 192.168.140.3 6d13a60005e973e5-55817B0CB6794938961C0CEF1D75794684B984E 014-04-28 15:01:36

ftp 192.168.140.13 | unknown

ftp 192.168.140.96 |unknown

unknown unknown unknown

unknown unknown unknown

unknown unknown unknown

ftp 192.168.140.13 :unknown

unknown unknown unknown

unknown unknown unknown

unknown unknown unknown

ftp 192.168.140.74 | unknown

unknown unknown unknown

unknown unknown unknown

unknown unknown unknown

unknown unknown unknown

unknown unknown _junknown _ _ B
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Assurance Zones — Distribution - Overview

1. Each SIP/DEB isread and only ifitis
expected, ie found in the inodes table, it is

copied to the location as recorded in the inode gd‘ .
ole =N
2. The SIP is unpacked, decrypted and header ‘ i ot N
data added to the meta-data table osson | .{Upg
3. The inodes table is updated with the storage ™~ Q =
data status (7N Y
4. In due course, the SIP/DEB will be replicated “gg‘; \§ pm;;::;mg j/

to 2 other locations and the inodes table
updated accordingly.
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Assurance Zones — Distribution — Detalil 1 of 2

VolumelListing x

inodesx | tree x

serveraccessinfo %

audit® | nodestate % | SQL File 3*x | Query 12 %

Filter: )  Edit: ﬁ Eh EL Export: E,‘ Autosize: I&  Fetchrows: =0 = B2
inode VolumelD fsfilename inuse deleted mode uid gid atime mtime ctime size SHAL =
3459 F4astiteZ 7ccOdch  §/mhash/bjCVS/Repository ] ] 33204 65534 65539 13742738001 1374274800 13732748001 10 |
3460 74a8f0f627cc0dc6 | /mhashylib/CVS/Root 0 0 33204 65534 65534 1374274800 ;1374274800;1374274800;47
3461 74a8f0f627cc0dc6 | /mhash/lib/CVS/x 0 0 33204 65534 65534 1374274800 (1374274800 1374274800:0
3462 74a8f0f627cc0dcé  /mhash/lib/gosthash.c 0 0 33204 65534 65534 1374274800 1374274800 1374274800 22776 95F5E9809083A64
3463 ‘o 0 {33204 165534  [65534 1374274800 1374274800 1374274800 | 54223 153391925 1DEAAF:

{74a8f0f627cc0dc6 | /mhash/libjhaval.c

originallocation

firststorageinplace

firststorageprotocol | firststorageserver firststoragefilename firststoragea |~

b MloE  /192.168.140.3/mnt/sdc1 fevidence/74a8f0f627cc0dc6/95 ftp 192.168.140.18 74a8f0f627cc0dc6-95F5E9809083A66BE0063EAEOC194905969DTE9E 2014-04-18

57 /192.168.140.3/mnt/sdc]1/evidence/74a8f0f627cc0dc6/53 ftp

unknown unknown unknown 0
unknown unknown unknown 0
unknown unknown unknown 0

1

[

7438f0f627cc0dc6-533919251DEAAF2DIEICCEI2CA0EFTI15A3ATEST 2014-04-18

§192.168.140.3

op oo g 340 Smntjcded jovidencoTaoafofesTcondcasns Lin

tvalidated secondstorageprotocol secondstorageserver secondstoragefilename

20lanads

102,162,140 74

Zazafofeogecodee asloca338] BsaAEA] 77 aEERCeIRERE Ao 1]

secondstorageinplace secondstoragearrivaidatetime secondstorageunpacked s

unknown unknown unknown

unknown unknown unknown

unknown unknown unknown

ftp 192.168.140.74 74a8f0f627cc0dc6-95F5E9809083A66BEOO63EAEOCI94905969D7E9E 1 2014-04-18 19:29:33 1 i
;ﬁp 192.168.140.3 74a8f0f627cc0dc6-533919251DEAAF2DIEICCE92CA0EFTI15A3ATEST 2014-04-18 19:29:33 1

ad thirdstorageprotocol

thirdsterageserver

thirdsteragefilename

unkKnown

unkEnown

unKnown

unknown

unknown

unknown

unknown

unknown
192.168.140.18
1192.168.140.3

unknown
74a8f0f627cc0dc6-95F5E9809083A66BE0D63EAE0CL94905969D7EIE
438f0f627cc0dc6-533919251DEAAF2DIESCCE92C40EF7I15A3ATEST
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Assurance Zones — Distribution — Detall 2 of 2

# inode metadata VolumelD resultl result2 -

= TMTVESTIgator =TICK FTITgre=;=
<case>A Villainous Crime</> |

34 2698 <date-time>12/May/2013 14:25:23</> 23ba7fg8e25ef0f52 MM fHuLL |
<description=>This is a small LGB memory stick taken from the desk of the suspect</>
<ThisFileScannedAt>Frida...

<investigator=Nick Pringle</>
<case>A Villainous Crime</>
35 2699 <date-time>12/May/2013 14:25:23</> 23ba7f8e25ef0f52 i)
<description=This is a small 1GB memory stick taken from the desk of the suspect</>
<ThisFileScannedAt>Frida...

<investigator=Nick Pringle</>
<case>A Villainous Crime</>
36 2700 <date-time>12/May/2013 14:25:23</> 23ba7f8e25ef0f52 (M L]
<description>This is a small 1GB memory stick taken from the desk of the suspect</>
<ThisFileScannedAt>Frida...

37 2701 none yet
38 2702 none yet
39 2703 none yet
40 2704 none yet
41 2705 none yet
42 2706 none yet

<investigator=Nick Pringle</>
<case>A Villainous Crime</>
43 2707 <date-time>12/May/2013 14:25:23</> 23ba7f8e25ef0f52 i)
<description=This is a small 1GB memory stick taken from the desk of the suspect</>
<ThisFileScannedAt>Frida...

<investigator=Nick Pringle</>
<case>A Villainous Crime</>

44 2708 <date-time>12/May/2013 14:25:23</> 23ba7fBe25ef0f52 {mm
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Assurance Zones — Processing - Overview

1. Using the processing table, a standard
set of tasks is run on the data stored
locally on the host

2. Results are usually recorded as XML
formatted data in the results table
within the same database referenced
by inode number.

[ Legacy non-

| Processing

Local Data

4
| Local
< Processing

A

distributed

Processing
Assurance

Adhoc
Processing

@ Visualisation and Reporting
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Assurance Zones — Processing — Detail 1 of 1

Filter:l | 4% Edit: ﬁ B B [Export: E‘ Autosize: T&  Fetchrows: =0 @

# inode metadata VolumelD resultl result2 ~
<investigator=>Nick Pringle</> +
<case>A Villainous Crime=/> Tag |value

1 2665 <date-time=>12/May/2013 14:25:23</> 23ba7faez25ef0f52
<description>This is a small 1GB memory stick taken from the desk of the suspect</> Manufacturer |FUJIFILM
<ThisFileScannedAt=>Frida... Model |FinePix S5700 &

2 2666 none yet

5 2667 none yet p— . .

4 2668 none yet TEIg IVEI'UE'

5 2669 none yet

. none yet ?3ba7fge25ef0f52 | + HULL
<investigator=Nick Pringle</> Manufa ctu rer IFUJIFILM
<case>A Villainous Crime</> i . .

7 2671 =date-time=>12/May/2013 14:25:23< | I 14
<description=This is a small 1GB men] H Mﬂd El FInEPIx‘ ESFDD =
<ThisFileScannedAt>Frida... i

<investigator=Nick Pringle</>
<case>A Villainous Crime</>
<date-time>12/May/2013 14:25:23<)
<description>This is a small 1GB memr
<ThisFileScannedAt>Frida...

none yet

23ba7f8e25ef0f52

10 2674

<investigator=>Nick Pringle</>
<case>A Villainous Crime</>
<date-time=>12/May/2013 14:25:23<
<description>This is a small 1GB me
<ThisFileScannedAt=Frida...

INFORMATIONSECURITY
RESEARCHGROUP
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<investigator>Nick Pringle</>

.I_

|val
+
Manufacturer
Model

{HULL

Tag

|FinePix 55700 ¢

ue
HULL

[FUJIFILM

<case>A Villainous Crime</>

?3ba7f8e25ef0f52

University of
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Audit

# 1D DateTime Investigator Action inode
749 2894 2014-04-18 19:27:30.713169324 +01:00 ; unpackfiles script | DEB unpack { 1234
750 2895 2014-04-18 19:27:30.779951455 +01:00 i movefiles script | DEB move |2692
751 {2896 2014-04-18 19:27:30.896467988 +01:00 i movefiles script | DEB move 2693
752 2897 2014-04-18 19:27:31.023123067 +01:00 i movefiles script | DEB move | 2696
753 {2898 2014-04-18 19:27:31.155038482 +01:00 i movefiles script | DEB move 2697
754 12899 2014-04-18 19:27:31.297371802 +01:00 ; unpackfiles script | DEB unpack | 1241
755 12900 2014-04-18 19:27:31.338570715 +01:00 ; movefiles script | DEB move {2698
756 12901 2014-04-18 19:27:31.477117381 +01:00 { movefiles script | DEB move |2699
757 12902 2014-04-18 19:27:28.790614283 +01:00 { unpackfiles script | DEB unpack | 1589
758 12903 2014-04-18 19:27:31.606249551 +01:00 i movefiles script | DEB move (2700
759 {2904 2014-04-18 19:27:31.69020539% +01:00 ; unpackfiles script | DEB unpack ; 1245
760 2905 2014-04-18 19:27:31.725864080 +01:00 i movefiles script | DEB move (2707
761 2906 2014-04-18 19:27:31.854338524 +01:00 ; movefiles script | DEB move (2708
762 12907 2014-04-18 19:27:29.221416118 +01:00 { unpackfiles scriot | DEB unpack i 1591
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Mounting the file system

Connect to a database [

—MyS \ ToTTTe T rMySQL———————————— Mount Point
TUET DETE 1 \ |fhomefnick.fDesktopffsmount j » @E@ SEE TEEAI 3 |fhom o
/Iii;t::m \iﬁ’jnick - o225 140 5 = The mounted FClusterfs file system
: = Database S .
[mysqffs [mysafs 4 isindistinguishable from a ‘normal’
I:;imame 3 Choose a mount point Iusemame . file system
root =
Password Password 5
|adamson | adamson

Connected

Connect |

fontconfig /
Filesystem ID

TR CRLCache
Updater

+-|E5 Background

Connect

ilesystem ID i + Flash Player
1C0376672b6c06d3 2 Select a file system
23ba7f8e25ef0f52 K H 23ba7f8e25ef0f52
6449bf4al76afd35 fro m mu ltl p I e aval l ab l e 6449bf4al76afd35
6786b2132b5822fb + 1 -gvis = 6786b2132b5822fb

74a8f0f627cc0dc6 Jocal 74a8f0f627cc0dce

.mission-control
.mozilla Audit Username
Music | name

Audit Username

; MyMount
m’ z ysal | &I |
S —
4 MO u nt |:Ie_epsv —ftp_nomulticonn —volume=1c0376672b6c06d3 —audituser="name' /home/nick/Desktop/fsmount
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Latency and Multi-threading and
Parallel Processing

Task setup Processing  Task closure

Linear Processing\%ij-]

Multi-Threading/ [

paralll =

Distributed Processing ::§
E

 (E— 48
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Why Is this the right approach?

« This could be achieved within an application program
but each package would to implement it and gain
approval.

« Working at file system level the efficacy is global
* [nteraction with FClusterfs is unavoidable

* Fclusterfs controls data access and maintains
Assurance

. . ,—-—- 2 ru
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In Summary

 Distributed processing is a prime candidate to reduce
the backlog but there are problems

« We lose ‘the image’; one of the foundations that has
evolved in digital forensics over the last 20 years

 We can replace it by learning from, not adopting,
Hadoop

© University of South Wales
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