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Identity and Access Management proposes a web service that assists in
controlling the entire work through secured ways. This research study
has been started to highlight the importance of IAM by discussing its
roles, characteristics, advantages and disadvantages. It is a framework
comprising processes, policies, and the latest technologies, allowing the
organization to monitor digital identities and control exclusive access to
follow information based on user data. The IAM component proposes
an approach of centralized user management, account management
console, authentication approaches, and so on. In this research work,
roles and key components of IAM have been discussed with all types of
possible challenges. Furthermore, this research will help readers and future
researchers easily identify the importance of IAM in maintaining security
systems within organizations.
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1. INTRODUCTION

1.1. Research Background

User identity management is a common component
that provides security and easy auditable access to some
limited assets. The term “Identity Access Management”
ensures the job identities and nature of the right people
c easily accessed through relevant tools. The framework
includes different processes, policies, and technologies to
monitor user access and manage digital identities. Identity
management is needed to improve data security, control
user data access, and maintain distance from illegal access.
It helps any organization to identify illegal access, mitigate
data breaches, and propose sensitive information about the
corporate world. The components of TAM can be classified
into the following four important categories: ‘authoriza-
tion’, ‘authentication’, ‘central user repository’, and ‘user
management’ [1].

This research paper has been conducted to highlight
IAM’s significance, advantages, and disadvantages. It
has been noticed that “Google”, “Facebook”, “GitHub”,
and other well-known web-based organizations provide
free confirmation opportunities that can be easily coor-
dinated through online applications. ‘KeyCloak’ is an

open-source IAM that focuses on current administrations
and applications designed to provide a keyguard for appli-
cation protections and administrations [1]. ‘Azure ATP
(Advanced Threat Protection)’ is a completely cloud-based
solution that helps investigate and detect any type of secu-
rity incidents across the entire network system. It assists
in securing any organization from compromised identities
and insider threats. It has the ability to identify the threat
patterns along with its resources within the cloud and
on-premises.

Nowadays, as passwords are one of the important pre-
dominant mechanisms used for authentication processes,
it becomes impossible to remember those passwords if the
users have more than one account. It frequently forces
the users to choose weaker passwords which damages the
user’s own revealing passwords. It has been noticed that
it becomes easy for attackers to grant access to those
accounts and hack users’ credentials. ‘SailPoint’ cloud
platform for maintaining identity security helps users
to realize the accesses and identities of all the secure
information [2]. This identity management solution helps
organizations easily manage digital identities, employee
permissions, data access, information security, and com-
pliance. Similarly, it has also been noticed that ‘CyberArk’
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proposes the most extensible and complete platform of
identity security that helps to protect critical assets and
identities in the vicinity of zero trust. It is a complete
‘security-focused TAM’. On the other hand, ‘Okta’ is such
an TAM platform that can be used easily and neutrally
with all relevant existing solutions, which selects the best
technologies. Identity authentication, as well as access con-
trol of different participating nodes, propose cross-chain
transactions to practice different accesses [3].

In this research work, IAM proposes opportunities to
access all types of cloud-resourced project-level access eas-
ily. It allows maintaining IAM standards to access the
data that need to complete the job. Achieving identity
authentication and access control in support of transaction
circulation uses various types of changes which maintain
low chain intrusion [2]. Moreover, with the assistance of
the IAM scheme, it becomes easy to realize conversion
based on cross-chain identity in the middle of recorded
illegal transactions and different chains. IAM risks are
always inherent in the cloud environment, where different
types of potential risks are easily resolved through the help
of cloud service providers. Therefore, it is also necessary
to manage all the IAM risks, which are the outcomes of
any cyber criminals, negligence in vendor management,
industrial espionage, or maltreatment by any privileged
users [5].

This research paper is organized into different chapters;
chapter 1, within the introduction section, explains the
background of the research work based on the proposed
topic. In chapter 2, it has critically discussed the points
of view of different authors’ perspectives on IAM. It has
explained the in-depth information, which helps the read-
ers of this paper to acquire all the relevant information
based on research objectives and questions. Chapter 3 has
explained the research methodology, which is followed by
the researcher while conducting the research. Chapter 4
is designed to explain the outcomes of this research work
and comparisons between all the article papers. Chapter 6
provides the conclusion of this entire research work [6].

1.2. Problem Statement

This research work has been conducted depending on
the significance of IAM. It is mainly an important cyber-
security activity that helps to organize different access
management. With its assistance of it, it automatically
boosts the entire monitoring processes and security con-
trols. This research work will help to understand the
importance of identity management systems that are
actively used to propose safeguarding security-based inci-
dents. As in the recent era, cybercrime incidents are
increasing day by day, and it will be necessary to realize the
importance of identity management systems [7]. Moreover,
it can be said that the current research is needed to solve
the possible issues behind the identity management system.

1.3.  Research Aim & Objectives

1.3.1. Aim

This research work will be carried on with the aim of
completing the research work by focusing on the impor-
tance of “Identity Access Management” (IAM) along with
all its pros and cons.
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1.3.2. Objectives

e To highlight the role of “Identity Access Manage-
ment” (IAM).

e To identify the key components and process of
IAM that deeply impact on acquiring so many
experiences on organizational productivities.

e To point out the possible challenges of IAM that
can interfere with its credibility.

e To find out and analyze the solutions to mitigate all
possible challenges of IAM.

1.3.3. Research questions

1. What is the role of the TAM identity and access
management?

2. How do the key components and process of IAM
develop a considerable impact on the experience of
the user along with organizational productivity?

3. What are the challenges of IAM that can interfere
with its credibility in terms of implementation in
large firms?

4. Critically analyze the solutions present to miti-
gate the challenges of IAM and strategies required
to adhere to when choosing the IAM system for
the firm.

1.4.  Research Significance

The significance of this research is to outline a frame-
work that has been designed to assign digital identities. It
consists of different types of processes and policies, along
with the latest technologies. This section highlights the
important roles of IAM, its key components, and possible
challenges which adhere to its values of it. Security main-
tenance is always a pivotal part of any type of application
[8]. Behalf of increasing awareness about identity manage-
ment, it is required to carry on the entire research study to
highlight the importance of identity access management to
the readers of this paper and future researchers.

2. LITERATURE REVIEW

2.1. Role of the IAM Identity and Access Management

As in the latest technological era, the revolution of
computerized devices is increasingly attractive constantly;
due to that reason, most attacks also try to take various
types of tactics to access users’ devices [10], stated that,
for handling the latest cyber-attacks, traditional security
controls process cannot provide better outcomes, and with
this, failed to handle threats also.

The Fig. | provided information about the IAM con-
figuration phase, as well as the IAM operation phase.
“Identity Access Management” (IAM) can support han-
dling permissions, which manage how AWS resources can
access users. IAM 1is also known as “role-based access
controls” (RBAC), through which cloud customers can
easily assign individual function, which is related to a set of
permission to access other functions, data stores, as well as
open Internet. Roles of strict IAM can be constructed for
those functions which are limited to communicating with
those important requirements to handle their activities.
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Fig. 1. IAM phases. Source: [10].

In this research paper, the author proposed “WILLIAM”
as a workflow-aware access management model, as well
as a reference monitor, which satisfies the functional
requirements of the “serverless computing paradigm”[11].
William has the capability to encode a serverless appli-
cation’s protection state as a permission graph, which
defines permissible transitions. It has the capability to
avert unauthorized requests’ processing costs, as well as
minimize applications’ attack surface also. By adopting
IAM, business organizations can ensure high-quality secu-
rity systems production processes and, with this, improve
regulatory compliance also. IAM has the capability to
increase the flexibility of traditional usernames, as well as
password solutions [12].

Based on the previous author’s statement [13] stated
that, in information security systems, IAM plays a signif-
icant role. To handle the latest IT environment, and with
this handle database platform, it is important for the users
to identify network access properly. Through this research
paper, the author tried to provide how IAM can connect
with innovative Artificial Intelligence (AI) technologies to
ensure high standard identity management, as well as user
authentication [14].

Through the above Fig. 2, the author defined the Al
approach to IAM. As in the current age, due to innu-
merable effectiveness, the popularity of AI and ML is
constantly increasing; due to that reason, there is no doubt
it can develop the efficiency of IAM. Modern technologies
have the capability to speed up the latest IAM compli-
ance. Al has the capability to detect abnormalities, as well
as possible threats. It equips customers with the proper
information required to take proper decisions, both tech-
nical, as well as non-technical [15]. Due to technological
advantages, hackers are becoming proficient as well as
daring constantly, and due to that reason, for infiltrating
user’s networks, often it can be difficult for organizational
managers to handle issues properly. Through this research
paper, the author clearly defines the beautiful relationship
between Al and IAM. Through the research findings, it
has been noted that the implementation of Al is a totally
new approach, and there are no proper organizations that
take any approach to implement Al in IAM. Those two
are the most innovative combination for developing a suit-
able monitoring system through which IAM can visualize
connectivity and decrease cyber breach risks. With the
combination of innovative technologies, IAM can ensure

Singh et al.

Human
Implications

/il Business

Implications

@

N
Predictive |
Methods atd

Recognition .||I||.|.
Methods

Social
Applications

Fig. 2. IAM model for artificial intelligence. Source: [14].

Industrial
Applications

that the right people can access the organizational network
and, with this, manage employee applications also.

2.2. Key Components of the Process of IAM

IAM professionals should have a proper vision for the
IAM circumstances which satisfy the requirements of the
corporate. Every IAM project should develop towards
the required target state. The components of IAM can
be categorized into four different categories, concluding
authentication, user management, central user, and with
this authorization. In the present age, most business orga-
nizations increase their focus on the adaptation of cloud
infrastructure platforms in equal capability.

In hybrid IT architecture, IAM is a crucial compo-
nent. Hybrid IAM has the capability to develop a basic
credential, which can be allowed for access in cloud
environments [16], defines components of hybrid IAM
architecture, concluding on-premise corporate directory,
on-premise federation service, Identity Sync services, and
with this cloud IAM service. Directory services, which
allow authentication to access organizational resources,
conclude Active Directory. Directory objects highlight the
user account as well as the service account. For that, iden-
tity service implements basic access management abilities
concluding authentication, as well as authorization for the
organizational applications. Fig. 3 shows how it supports
identity standards, such as SAML as well as OpenID Con-
nect, to allow access to both internal, as well as external
resources. Identity Sync Service is basically implemented
in cloud direction-based organizations to reduce risk, as
well as complexity. In the public cloud, platform ser-
vice implements fundamental IAM abilities, concluding
authentication, federation, as well as access management,
and with this can be exploited access assumption sources
aswell [17], [18].

Based on the previous author’s opinion, the other author
[19] defines IAM systems as required to be realized prop-
erly, that can be utilized for on-premises services, as well
as cloud services correctly, as well as securely. IAM has
the capability to provide massive security features for
providing user access within the organization. “Security
Assertation Markup Language”, commonly known as
SAML, is utilized in this research paper. It is basically
a standard protocol structured by the “Security Ser-
vices Technical Committee” [19]. An IAM SAML allows
identity providers to ensure user authentication through
interchanging user information, concluding login data,
authentication state, identifiers, as well as different relevant
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attributes between the service provider and, with this, the
identity.

2.3. Analysis of IAM Challenges Developed During the
Implementation Process

A firm or organization can easily face different chal-
lenges at the time outlining, implementing, as well as
controlling IAM solutions. It has been noticed that the
latest cloud-dependent IAM solutions propose simplified
and uniform identity management practices, which easily
become popular as the day advances, for optimizing the
existing solutions of identity and access management. As
per the opinions of the authors [20], the way of the latest
businesses is completely revolutionized through storing,
processing, as well as managing the relevant data. For all
sizes of businesses, cloud security nowadays has become a
great concern. The user’s identity is verified through identi-
fication processes that easily access any cloud resources as
well as control the user’s actions to perform better. Imple-
mentation of effective authentication along with access
controls is important for keeping away from any illegal
access to all the cloud resources [20].

Fig. 4 shows there are so many challenges that are asso-
ciated with the implementation of the IAM system, and
those are ‘lack of sufficient planning’, ‘lack of management
support’, ‘poor user role management’, ‘misapplication of the
roles and responsibilities of access management’, ‘lack of
attention in the near future’, ‘lack of relevant points of views’,
and ‘poor privileged access management (PAM)’. The pro-
posed system provides a dynamic field that always remains
progressive for helping combat cybercrime for continuing
the development of the latest methods. IAM should be
implemented in the company of effective authentication
mechanisms like MFA and RBAC to ensure the right
of only authorized users to access cloud-based resources.
Besides this, it has been required to regularly review the
user’s data [21].

Implementation of IAM represents its own challenges,
together with many SMBs (small and medium-sized busi-
nesses) [21]. Whatever the size of an organization, it has
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Fig. 4. IAM components. Source: [18].

come to know that board members, as well as busi-
ness leaders, propose success on behalf of following the
TAM initiative. Nowadays, almost all activities have slowly
adopted the latest technologies, which creates an inter-
national shortage among all tech professionals. Finding
trustworthy employees with sufficient knowledge creates
difficulties in a global shortage system. All the important
data should be encrypted in both situations that are in
transit forms and even in rest positions. Both SSL (Secure
Socket Layer) and TLS (Transport Layer Security) are
utilized for data encryption [22].

It has also been noticed that the lack of proper planning
guides to the mismanagement of different resources which
are required to manage and implement IAM. It has been
noticed that IAM needs an extensive roadmap that needs
to be extended over the past few years, and this roadmap
is completely supported by all the relevant stakeholders.
The path of implementation of IAM should be designed
by prioritizing the possible risks. As it is completely based
on the latest technologies, it has been noticed that risks
or challenges will change as time goes on, but at the same
time, unexpected changes will arise. IAM implementation
is difficult and completely resource-based. Despite all of
this, it can be said that the implementation of IAM is
a relevant opportunity to focus on access controls and
proposed risk assessments in regard to IAM activities [23].
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2.4. Mitigation Strategies of IAM challenges

Based on the previous author’s opinion about the IAM’s
implementation challenges, it has been noted that there
are different basic issues that should be mitigated prop-
erly. Among various issues, the most common risk is
authentication issues [24] defines that, for ensuring authen-
tication, it is important to implement authenticate method.
Authentication factors can be categorized into three dif-
ferent groups, such as “personal identification numbers”,
biometrics, or authentication key. Additionally, the multi-
layer security system is also an essential process that
can support ensuring authentication. Through multiple
authentication mechanisms within the IAM process, it can
be easy to mitigate challenges as well as increase efficiency
levels also.

2.5. Research Gap

This research is conducted by focusing on the impor-
tance of Identity Access Management. Besides this, its key
components, roles etc., have been discussed here, but no
detailed information about its risk mitigation strategies has
been mentioned here. As this identity and access manage-
ment system help to provide organizational security, it is
necessary to follow uniqueness at the time of implementing
IAM. There are robust solutions that help to mitigate
all the possible threats, but in this research study, those
are not discussed in-depth, and it creates gaps in this
research work.

3. RESEARCH METHODOLOGY

3.1. Research Overview

The researcher put stress on evaluating the “role of
“Identity Access Management” (IAM)”, and in the pro-
cess, the concern has been laid on assessing the set research
question and aim. Even the researcher put concerned
with evaluating the considered scholarly articles through
the lens of positivist research philosophy. The considered
research work will be formed by considering the secondary
research method as it will support considering the qualita-
tive research method generated from the literary analysis
while emphasizing the content. The consideration of the
deductive research approach supports the existing theories.
Further, the researcher has managed the ethical issues for
managing the research result [20].

3.2. Research Methods

Identity and access management security are regarded
as the prime element of the entire IIT security system that
manages digital identities along with user access in the
firm. In order to evaluate the role of IAM, the concern has
been laid on making effective utilization of the “secondary
research method”. Further, the qualitative data reflected
the research’s significance in terms of justifying the objec-
tors of the research [23]. The researcher to recognized key
components and processes of IAM and acquired the key
facts through a secondary data collection method. The
consideration of the secondary data supported the acquisi-
tion of literary sources and supported the accumulation of
sufficient data that can help in meeting the set research aim
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and objectives. Further, the consideration of the secondary
research method supported to conduct of the research
works fast and in a cost-effective way by using the data
of past researchers who have used vital data for reflecting
IAM implementation.

3.3. Research Philosophy

The considered research work has made effective uti-
lization of the “Interpretivism research philosophy”, which
supported the researcher to put more stress on factual
data. This philosophy helped the researcher to form the
belief by which the required data will be accumulated,
evaluated and utilized [25]. In the process, this research
philosophy enabled the researcher to conduct the research
work in a subjective way while stating that data evaluates
the rationalization of the research in an effective way and
the main meaning is acquired at the end of the research
method. When conducting the secondary research method
for evaluating challenges of IAM that can interfere with its
credibility in terms of implementation in large firms, the
interpretivism research philosophy enabled to conduct of
the research in depth while providing higher range validity
as it involved authentic data.

3.4. Research Approach

The research formed on evaluating the role of “IAM
identity and access management” make effective use of the
“Deductive research approach”. This particular deductive
research approach enabled us to put stress on utilizing the
existing theories. This supported critically emphasizing the
key contents of the present information white acquired
the reliable evaluation from it to justify the cumulated
content [22]. Apart from this, the researcher put stress
on reflecting the key facts as well as ideas reflected in
the literary contents to give an effective evaluation and
stating the relevancy of the objectives set. Further, the
researcher reflects on the efficiency of the objectives set by
considering the qualitative research method and making a
considerable contribution to future research development.
This deductive research approach supported more logical
inferences involved in the literary data that highlight the
relevance of the research.

3.5. Research Design

The considered research work has made effective utiliza-
tion of the “Descriptive research design” to systematically
accumulate the data for evaluating the IAM identity and
access management role in the organization in a critical
way. This research design does not enable the researcher
to manipulate the data but evaluates it in its actual ver-
sion to extract the desired outcome [21]. This enabled the
researcher to evaluate the key components of the IAM
in an effective way and the way it reduces the threat of
identity-related access in the firm. The consideration of
the descriptive research design enabled to form of the
strategy by which varied components of the paper have
been integrated and assuring that the research problem can
be addressed effectively.
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3.6. Research Data Collection

The “Secondary data collection method” has been used
in this research paper, and this supported to make effec-
tive utilization of the existing data acquired from the
scholarly articles. Even in the process of collecting the
data, the concern has been laid on making utilization of
the “government and non-government records”, “maga-
zines”, “newspapers, libraries”, and “internet” [23]. Even
the record of different organizations using “systematic
review of identity Access Management (IAM)” can be
considered to evaluate the critical use of the IAM and
the issues that it laid in the process of implementation in
the large organization. The accumulated literary sources
reflected the new aspect of the considered research topic.
In the process of data collection, the stress has been laid on
making utilization of the literary sources.

3.7. Research Data Analysis

In the research work, the concern has been laid on mak-
ing utilization of the “qualitative data analysis” method.
This supported to make use of only descriptive data,
and no statistical data have been utilized in the process
of undertaking the overall research work. This enabled
systematizing the descriptive data collection via schol-
arly articles and then evaluating it. It helped to stress
accumulating effective data and then facilitating the key
elements for implementing the IAM [24]. In the process,
the acquired data has been interpreted in an effective way
to ensure that the data analysis process can be executed
in an authentic way. This supported undertaking a criti-
cal analysis of the accumulated paper from the scholarly
articles to reflect the overall scenario associated with the
considered research topic.

3.8. Data Validity and Reliability

The researcher has evaluated the necessity of IAM and
the way it involved the policies, methods and techniques
that support reducing identity-associated access in the
firm. In order to achieve this, the research has put con-
cern on considering the reliability to form consistency and
the aspect of the research result that supported reflect
the relevancy of the research effectively [26]. Further, the
researcher has reflected on managing consistent outcomes
though out the research and the work or evening the
rationale of counting secondary research methods.

The validity of the research work has been considered
to reflect the accuracy development in the result of the
research and recognize the genuineness of the research
output gathered via literary sources. Even in the process,
the concern has been laid on making use of literary sources
published in the last three years to ensure that only current
data can be used to meet the set aim and objectives.

4. RESULT & COMPARISON

The six distinct papers are related to one another
in a variety of ways. All of the papers arrive at
the same conclusion, which is that workflow integra-
tion, blockchain technology, distributed ledger technology
(DLT), enhanced authentication methods, and artificial
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intelligence (AI) all have the potential to enhance iden-
tity and access management (IAM). Every single study
acknowledges that concerns regarding safety and confi-
dentiality are the main barriers to the implementation of
these technologies in IAM [24]. However, there are a few
significant differences that may be found between the six
publications as show in Table I.

4.1. Result of the Papers

The six papers offer a range of viewpoints on the
possibility of enhancing IAM through the use of Al,
sophisticated authentication techniques, blockchain tech-
nology, distributed ledger technology, and workflow
integration. These are some of the subjects that the papers
cover.

e A variety of chances for IAM improvement are
presented by the application of Al, some of which
are highlighted below:

(O This method can be used to automate a
number of processes, such as password man-
agement and user provisioning.

O Supplying information on user behavior that
can be used to spot potential dangers in the
immediate area.

O Spotting unusual user activity patterns and
using that information to help prevent
assaults.

One way to improve IAM’s current security is
to use more complex authentication processes.
These steps increase the difficulty of unauthorized
users accessing systems and data, which ultimately
enhances the security of IAM.

By providing a tamper-proof and decentral-
ized method of storing identifying information,
blockchain technology can help identity and access
management (IAM) increase its security and
privacy. Identity and access management (IAM)
can become more secure as a result of this.
Identity and access management (IAM) could
become more effective with the use of distributed
ledger technologies. This is achieved by offering
a shared, unchangeable ledger of access control-
related data.

The process of providing and rescinding access
to systems and data can be automated with the
use of workflow integration, which can increase
TAM’s effectiveness. As a result, IJAM could be
more efficient.

4.2. Comparison of Results

The six papers give a thorough explanation of how
blockchain technology, distributed ledger technology,
workflow integration, more robust authentication meth-
ods, and artificial intelligence may improve IAM. But
each of the six papers focuses on a different subject.
Paper 1 examines the perspectives of IT professionals,
whereas Paper 2 examines the technical challenges of
enhanced authentication systems. In contrast, Paper 3
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TABLE I: COMPARISON OF DIFFERENT LITERATURE IN AIM

Sl. No. Title of the Citation Critical Discussion Result
paper
1 “The [4] The author of this paper looks into the In the first paper in this series, the researcher
Interaction relationships between identity access management examines the perspectives held by IT specialists.
Between (IAM) and artificial intelligence (AI). To gather The researchers who were in charge of drafting
Artificial their opnions on Al and IAM in light of the Paper 1 noticed that IT staff members generally
Intelligence and study’s findings, the authors polled 100 had a positive outlook on the application of Al to
Identity and individuals who work in the information enhance IAM. But in addition to that, they also
Access technology sector. The poll’s findings indicate that emphasized worries about the effects Al will have
Management: the majority of IT professionals are upbeat about on people’s safety and privacy.
An Empirical the prospect of Al assisting IAM. But they also
Study” expressed their worry about how AI may harm
people’s safety and privacy in the future.
2 “Advanced [9] The author of this paper examines the usage of  In the second paper, the researcher examines the
Authentication sophisticated authentication techniques to meet technical details of various advanced
Mechanisms for identity and access management (IAM) needsin  authentication techniques in greater detail. The
Identity and cloud computing. According to the authors, authors of Paper 2 propose that cloud computing
Access utilizing novel authentication techniques can can be used to create a greater level of security for
Management in enhance IAM security in cloud computing. They IAM and that this level of security can be
Cloud assert that further research on this subject will be contributed by improved authentication
Computing” needed in the future. The authors also stress the mechanisms. However, they do mention that
importance of conducting additional research that installing more sophisticated authentication
is more in-depth within this sector. They do, techniques might be difficult and expensive.
however, concede that the implementation of
more complex verification methods might be
challenging and costly.
3 “Achieving [23] A decentralized and dynamic single sign-on (SSO) An overview of a centralized, static single sign-on
Decentralized identity access management solution for many and identity access management system is
and Dynamic cloud-hosted applications has been shown in this  provided in Paper 3, and it may be applied to a
SSO-Identity study. This work’s goal is to achieve that. The number of cloud-based applications. The system
Access system includes the use of blockchain technology includes the use of blockchain technology to
Management to achieve decentralization and dynamic achieve decentralization and dynamic behaviour,
System for behaviour, respectively. The strategy, according to respectively. The strategy, according to the
Multi- the authors, has the potential to increase both the  authors, has the potential to increase both the
Application security and effectiveness of IAM in cloud security and effectiveness of IAM in cloud
Outsourced in computing, and they advise using it. computing, and they advise using it.
Cloud”
4 “Blockchain- [24] This article offers a thorough analysis of In Paper 4, which is available here, the BIMs used
Based Identity blockchain-based identity management systems, in health-related [oT are examined in-depth.
Management or BIMs, for usage in contexts relating to the Twenty different BIMs that are either now in use
Systems in Internet of Things in the healthcare industry. or being developed were uncovered by the authors.
Health IoT: A Twenty different BIMs that are either now in use ~ The authors contend that BIMs should be taken
Systematic or being developed were uncovered by the authors. into consideration since they have the potential to
Review” The authors contend that BIMs should be taken  enhance the security and privacy of IoT-related
into consideration since they have the potential to health data. They further assert that this potential
enhance the security and privacy of IoT-related  might be leveraged to raise the standard of BIMs.
health data. They further assert that this potential
might be leveraged to raise the standard of BIMs.
5 “Identity and [25] In the preceding part, the researcher discussed ~ The fifth paper provides an introduction to IAM
Access distributed ledger technology (DLT), which is by utilizing DLT. The authors talk about the
Management used in this work to give study of identity and  various ways distributed ledger technology (DLT)
using distributed access management (IAM). The authors talk applications could be used to improve IAM.
ledger about the various ways distributed ledger According to the authors, distributed ledger
technology: A technology (DLT) applications could be used to technology (DLT) has the potential to spark a
Survey.” improve IAM. According to the authors, period of radical change in IAM.
distributed ledger technology (DLT) has the
potential to spark a period of radical change in
IAM.
6 “Workflow [26] The difficulties that arise when employing In paper six, which is available here, the difficulties
integration serverless computing for identity and access that arise with IAM in serverless computing are
alleviates management (IAM) are the main subject of this analyzed. According to the authors, integrating
identity and study. According to the authors, integrating workflows is one way to assist in mitigating the
access workflows is one way to assist in mitigating the effects of these difficulties, and this should be
management in effects of these difficulties, and this should be taken into consideration as a viable solution.
serverless

computing.”

taken into consideration as a viable solution.
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proposes a decentralized and dynamic SSO IAM frame-
work for cloud multi-application outsourcing. Despite
this, Paper 4 provides a comprehensive review of BIMs and
their relationship to the Internet of Medical Things. The
findings from both of the aforementioned investigations
are included in this volume’s presentation. In Paper 5,
IAM is presented by utilizing DLT, and after that, the
difficulties associated with merging IAM with serverless
computing are investigated. The six papers present an
in-depth analysis of how IAM could be improved with
the implementation of blockchain technology, distributed
ledger technology, workflow integration, more depend-
able authentication approaches, and artificial intelligence.
However, it is essential to keep in mind that these tech-
nologies are still in their infancy and that a large number
of obstacles need to be conquered before a sizeable per-
centage of the population will be able to make use of
them. However, it is essential to keep in mind that research
on these technologies is still in its infant stage. This is
something that must not be forgotten.

Rather than focusing on improving IAM with just one
of these technologies, the best strategy would be to improve
it simultaneously with all of them. Businesses may make
use of a wide range of different technologies to build
identity and access management (IAM) systems that are
safer, more efficient, and easier to use. In the end, the type
of paper that is appropriate for you will be determined by
the specific criteria that you have. Paper 1 is an excellent
option to go with if you are interested in the beliefs held by
those who operate in the field of information technology
because it offers a variety of points of view. Paper 2 should
be studied in its entirety if you wish to acquire a deeper
comprehension of the more complicated aspects of modern
authentication systems.

5. CONCLUSION

IAM plays an important role in the case of accessing
important data. As the cybersecurity industry becomes
aware of maintaining login credentials, it becomes impor-
tant to accomplish IAM solutions depending on access
privileges and user credentials. After conducting this
research work, it can be concluded that IAM systems
utilize different protocols and standards for securing per-
sonally identifiable information. With the assistance of this
system, it becomes easy to follow the track of users’ activi-
ties as well as prior authorizations, which can easily change
the employees’ performances. It has the ability to integrate
the authentication of organizational infrastructure in the
company of identity governance that follows different data
security policies by following or informing any top-level
decisions [27]. At the time of collecting relevant informa-
tion from various research papers, it has come to know
that the right and rule of compliance management software
helps to automate as well as follow the track of different
components of the IAM activities [28].

All the updated services and applications always prefer
both storage and cloud services together with any kind of
traditional systems and on-premise servers. Most organi-
zations always target to sort out cyber-attacks and external
threats so that all the employees can easily maintain the

IAM Identity Access Management—Importance in Maintaining Security Systems within Organizations

regular workflow. As the day advanced, it really has
become so challenging to find out all the internal threats
and cyber-attack incidents in the organization. It has been
noticed that all the latest applications and required ser-
vices propose cloud services over the traditional systems
and servers, which easily manage security areas through
using different tools, which creates difficulties in managing
the entire identity management processes. Identity-based
activities are basically used to accumulate all the relevant
data, such as public keys. Data-centric characters always
propose outcomes by following the latest security needs for
secured communication. The data source authentication
always makes sure about the data packets that have been
followed during the identity access management processes.

So after completing the entire research work, it can
be concluded that data-centric authentication always pro-
poses a common security service that is needed by
proposing different types of security solutions [29]. The
key importance behind the IAM system is to automate
recording, capturing, and controlling access permissions
and user identities to improve data security. Not only that,
but it also helps to provide solutions that can easily identify
possible issues and find ways to mitigate them. Future
research on this proposed topic will open a new door to
be updated with the attitude of the latest technologies
as well as keep away from any data breaches or cyber-
attacks. With the assistance of IAM, people can easily
avoid sharing any long-term credentials as well as propose
protection against any kind of illegal access. Maintaining
user authentication is an important component of best
practices of access management which helps to keep away
any kind of unauthorized access and secure the data from
data breaches [30]. Future research on this topic will help
to be more conscious about the responsibilities of identity
and access management.
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