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Introduction and Motivation 
• Focused on security risk management (SRM). 

• Mechanisms put in place to counter or prevent information security 
related events. 

• SRM is not a stand-alone activity. 
• Purpose 

• Explore a SRM program at a healthcare institution. 
• Research Question 

• What is the perceived effectiveness of an existing security risk 
management program at a large healthcare institution? 

• Used unstructured interviews and an existing survey. 
• At the time this research was carried out, not much was 

done in the area of SRM effectiveness at a healthcare 
institution.  



Previous Research 
• Information security in healthcare 

• Quite a bit of work in what I would like to call generic healthcare IT 
security. 
• Areas include HIPAA, Health Information Technology for Economic and 

Clinical Health (HITECH) Act etc. 
• Continued development of enterprise-wide IT systems in healthcare is a 

doubled-edged sword (Rindfleisch, 1997). 
• Technical aspects. Kardas and Tunali, 2006). 
• Media sanitization (McCalister et al. 2010) 
• Human element (Gaunt, 1998) 

• Critical Success Factors (CSFs) 
• “Things” that must go well to ensure success for a manager or an 

organization. 
• None CSFs used for the perceived effectiveness of a SRM 

program. 
 



Nine CSFs 
• Executive management support (EMS) 
• Organizational maturity (OM)  
• Open communication (OC) 
• Risk management stakeholders (RMS)  
• Team member empowerment (TME) 
• Holistic view for an organization (HVO) 
• Security maintenance (SM)  
• Corporate security strategy (CSS) 
• Human resource development (HRD) 



Research Method 
• Unstructured interviews and electronic survey 

• Large healthcare institution (Agency) 
• Site was selected on the basis of its ability to represent most of 

what healthcare entails: patient care, use of IT, and an existing 
SRM program). 

• Focus on full time employees who were either medical 
professionals (Ph.Ds, MDs, NPs, or RNs) or staff (mostly 
administrative). 



Statistical Method 
• Used Generalized Least Squares Regression (GLS). 

• Dependent variable: perceived effectiveness of the SRM program. 
• Independent variables: each of the none CSFs 
• A dummy variable was used for medical professionals (MPs) and 

staff 
• Two models: 

 



Quantitative Results 







Unstructured Interviews 
• 8 employees in all were interviewed. 

• Agency focused heavily on how device manufacturers need to manage security 
risks pertaining to healthcare systems. 

•  Ubiquitous healthcare entails a paradigm shift. 
• TME -  not surprised. ““[v]ital records management is an essential tool in 

our arsenal. We have a records manager who plays a crucial role in the 
identification, inventory, protection, storage, and accessibility of vital 
records that support essential functions.” 
• “[w]e are planning to establish a Cyber Security Working Group to share best 

practices and better prepare and plan for performance of essential functions during 
potential disruptions.” 

• “60% of the training sessions, [the] focus is on phishing and internal threats faced. 
We provide them with hypothetical scenario and try to educate them accordingly.” 

• “[a]s an ICU unit chief, I need to make split-second decisions for numerous patients, 
which impacts them and their families. I do not have time to worry about IT security. 
There are people here who deal with that.” 

• “[i]n the ER the last thing on my mind is IT security. My attending will judge my 
medical skills. Paperwork outside of that is not on my mind.” 

• “[o]ur doctors have enough paperwork work to deal with. For them it is better to 
delegate nonmedical related decisions such as IT security.” 



Limitations, Implications, Future Research 
• Lack of external validity. 
• Small sample size of the interviewees. 

• Interviewees, MPs (attending physicians and residents) (PGY2 or 
PGY3 Internal Medicine, or PGY2, PGY3, or PGY4 Combined 
Med-Peds), PGY1 residents (Internal Medicine, Combined Med-
Peds, or Transitional Year) understandably lead a very busy work 
schedule. 

• Study raises issues at the Agency. 
• Questions? 


