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Payload Attribution

 The problem:
 Identify the sources and/or the destinations of a

bit-string in a network

 We may only have an arbitrary portion of payload

 Our contribution:
 Payload attribution system

 Currently in alpha-test

 Not a foolproof system

 Very useful in most cases





Packet-loggers:
• Need ~1TB/day
• IS is not going to like this

Hash-packets:
• Storage is better
• Need packets for attribution!

• But we only have
emails/excerpts!

Have Problem. Will Solve.



 The Problem: Identify the
sources/ destinations of a bit-
string in a network

 Our Solution: Create digests of
payload s.t we can:
 Attribute excerpts of payload

 Reduce storage requirements



Bloom Filters
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 Bloom Filter:
 Randomized data structure for representing a set

in order to support membership queries.
 Insert(x):

 Flip bits H1(x)… Hk(x) to ‘1’

 IsMember(y):
 If H1(Y) … Hk(Y) all ‘1’ “yes” otherwise “no”

 Can tradeoff memory (m), compute power (k),
and accuracy (FP)
 m – length of bit vector (range of H(.))

 k – number of hashes per element

 n – number of elements in the set



Packet Digests & Bloom Filters

 Snoeren et. al. used it successfully in SPIE for single
packet traceback (“Hash-Based IP Traceback”)

 Space Efficient:
 16-bits per packet (m/n=16) and 8 hashes (k=8)

false positive (FP) = 5.74 x 10-4

 No false negatives!

 However, we don’t have packets.
 We only have some excerpt of payload
 Don’t know where the excerpt was aligned in the packet

 Extend Bloom Filters to support excerpt/substring
matching



Block-based Bloom Filter

p0 p1 p2 … … p(n/s)P =

create s-byte 
blocks of payload

P = (p0|0) (p1|s) (p2|2s) … … (p(n/s)|n/s)

append blocks’
Offset (in payload)

Insert each block into a Bloom Filter

P =
s



BBF = (p0|0) (p1|s) (p2|2s) (p2|3s) … (p(n/s)|n/s)

Q =
s

q0 q1 q2 … … q(l/s)Q =

create s-byte blocks
of query string

Try all possible offsets

(q0|0)

X

(q0|s)
q0=p1

(q1|2s)
q1=p2

(q2|3s)
q2=p3

“q0q1q2” was seen
in a payload at
offset ‘s’

H1(q0|0)=1
H2(q0|0)=1
H3(q0|0)=0



P1 = A B R A C A

P2 = C D A B R A

For query strings: “AD”, “CB”, “DR”, “AA” etc. BBF
falsely identifies them as seen in the payload!

BBF =
(A|0) (B|s) (R|2s) (A|3s) (C|4s) (A|5s)

(C|0) (D|s) (A|2s) (B|3s) (R|4s) (A|5s)

(A|0) (B|s) (R|2s) (A|3s) (C|4s) (A|5s)

(C|0) (D|s) (A|2s) (B|3s) (R|4s) (A|5s)

“Offset Collisions”

Because BBF cannot distinguish between P1 and P2



Hierarchical Bloom Filter
• An HBF is basically a set of BBF for geometrically
increasing sizes of blocks.

(p0|0) (p1|s) (p2|2s) … … (p(n/s)|n/s)level-0

P =

(p0p1|0) (p2p3|2s) (p(n/s-1)p(n/s)|(n/s-1))level-1

(p0p1p2p3|0)level-2
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Hierarchical Bloom Filter

(q0|0) (q1|s) (q2|2s) (q3|3s) … (q(n/s)|l/s)level-0

Q =

(q0q1|0) (q2q3|2s) (q(l/s-1)q(l/s)|(l/s-1))level-1

(q0q1q2q3|0)level-2

• Querying is similar to BBF.
• Matches at each level can be confirmed a level above.



Hierarchical Bloom Filter

 Now we have a data structure that:
 Allows us to do substring matching

 Avoids “offset collisions”

 Improves accuracy over standard Bloom Filter and BBF

 FPeHBF << FPeBBF << FP

HBF Performance Summary:
 Using a Bloom Filter with

 m/n=5, k=2, FP=0.1090

 Block size of 128-bytes

 Achieves about 100 fold savings in storage

 For a 512-byte query FPHBF = 2.00 x 10-5



Adapting an HBF for PAS

 So far an HBF can attest for the presence of a
bit-string in payloads

 We need to tie this bit-string to a source
and/or destination hosts

 Our Approach:
 Similar to tying an offset to a block/bit-string
 In addition to inserting (block||offset) also insert

(block||offset||hostid)
 Hostid could be (srcIP||dstIP)



A Payload Attribution System (PAS)

 System design of a payload attribution system
 Packet id or host identifier is (SourceIP||DestIP)
 Although host identifier can be obtained from firewalls and routers

(Netflow), a list of host ids is maintained by the system



How to run a query?



Trying to measure:
P  =  conditional probability of offset collision (i.e., probability that when two equal blocks at the same
position in two packets, the next blocks are also equal)

Turns out to be too pessimistic for practical use:

FP rate analysis must depend on the query string to be useful!

A Bayesian approach



FP Rate Analysis



FP Rate (BBF)
L    =     max length of a payload
u    =     number of blocks not in the query or at wrong offsets (offset collisions)
v    =     number of blocks at correct offsets but wrong packet (packet collisions)



FP Rate (HBF)
L    =     max length of a payload
u    =     number of blocks not in the query or at wrong offsets (offset collisions)
v    =     number of blocks at correct offsets but wrong packet (packet collisions)
u’   and v’  induced by the hierarchy,  and
u’’  =     offset collisions in the hierarchy

Note:  u+u’ ≥ 2u-1
u’’≈v

FP’≈√FP



Actual FP Rates



Tracking MyDoom

 Recorded all email traffic for a week
 Using HBF and raw traffic

 Was not aware of MyDoom during this collection

 When signatures became available we used them to
query the system
 To find hosts that are infected in our network

 How the hosts were infected

 Some statistics:
 679 hosts originated at least one copy of the virus

 52 of which were in our network

 These hosts sent out copies of the virus to 2011 hosts outside
our network boundary



MyDoom’s Weekly Progress…



MyDoom’s Daily Progress



HBF Cannot Account for Duplicates



False Positives
 Actual number of virus instances seen is 25328
 Number of incorrect attributions for various lengths

of the signature used to query the system



Attacks on PAS
 Streaming transformations:

 Encryption, compression

 Malicious Transformation:
 Create packets of length (blocksize – 1)

 Stuffing:
 Stuff every other block with application dependent escape characters
 For smaller blocks we can try to guess for larger blocks it is not possible!

 Resource Exhaustion:
 Flood the network with random bits of data

 Exploiting Collisions:
 Hash collisions

 Very unlikely for strong hash functions
 We use a random seed for every HBF so it makes it more difficult

 Packet collisions
 A possibility in Block-based Bloom Filters but not in HBFs



Conclusion & Future Work

 Summary:
 A data structure for digesting payloads

 Supports queries on excerpts

 Reduces storage requirements

 Provides some privacy guarantees

 Payload Attribution System:
 Capable of attributing excerpts of payload to source/destination

 In alpha-tests in our campus network

 Future work:
 Value-based blocking using Rabin fingerprints

 Enhancing storage of host ids

 Hardware implementations




