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1Abstract—In this paper, we address information security
risk analysis in SCADA systems and propose an improved
security risk assessment method in the case of attacks on the
SCADA information and communication infrastructure. The
assumption is that intrusion prevention/detection systems are
implemented as security mechanisms. The proposed method has
been demonstrated on an example of the SCADA system in a
hydropower plant. Cost-benefit analysis has been performed on
the basis of the Return on Security Investment.

Index Terms—Cyber-attack, information security, return on
security investment, risk assessment, SCADA.

I. INTRODUCTION

Evolution of the Supervisory Control and Data
Acquisition (SCADA) systems has in the previous decade
created a substantial problem pertaining to their security.
Reasons for their vulnerabilities to different forms of cyber-
attacks include the following: (1) implementation of open
communication standards, (2) connectivity of the control
systems with other networks, (3) limitations in the existing
security technologies, (4) remote access, and (5) availability
of technical information on control systems. Because the
security of SCADA systems is of high importance due to
their indispensable role in the industry, this is a current field
of research with the expectation of specific solutions for
security and information security risk management.

A secure ICT system should, in general, provide the
following, by order of priority: confidentiality, integrity and
availability. Industrial remote monitoring and control
systems have the same security requirements, however in a
reversed order. The pathway towards the fulfilment of the
security requirements dictates the adoption of a security
policy that clearly defines regulations, business process
protocols, staff roles, permissible activities, actions and
processes [1], [2]. Regulations define methods for protecting
the integrity of the information, determine the confidentiality
of information, data availability, as well as the access control
of resources and applications.

ICT systems in the electric power utilities are required to
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meet high standards in terms of reliability, availability and
transfer of correct and timely information for the purposes of
production planning, efficient utilization of the energy
potential, remote management in production, transmission
and distribution areas, reporting and successful business
management of the system in general. From the remote
management aspect, measuring, control and management of
the electric energy production in hydroelectric power plants,
SCADA has a central role. Fig. 1 shows a block diagram of
SCADA implementation based on stand-alone concepts.
Such concepts enable the highest reliability level of the
production cycle because in the instance of an outage of any
of the production-transfer units, generator-transformer, other
areas and all other production-transfer units remain in the
production cycle undeterred. The ICT structure of such units
is enjoined into one synergy at the level of SCADA systems.

Fig. 1. An example of SCADA system in a hydroelectric power plant.

Modern telecommunication systems supporting SCADA
rely on the Internet protocol (IP) and Ethernet technologies.
SCADA-specific protocols are being developed at the
application layer (including data models and presentation)
and use the IP protocol stack. SCADA systems are typically
integrated into a common IP-based network, together with
the other operational and corporate telecommunication
services. Networks thus designed have certain weaknesses
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and vulnerabilities that malicious users are familiar with.
It is particularly difficult to detect and prevent distributed

attacks where several attackers simultaneously attack a target
(i.e. a vital network server). This type of an attack is known
as distributed Denial of Service (DDoS) and can be launched
at any layer of the protocol stack. Research shows that such
attacks on industrial control systems are quite frequent and
may have severe consequences [3], [4].

Design of security system assumes a detailed risk analysis,
which should be periodically repeated (in parts or entirely)
during system exploitation and upgrade. The main objective
of this work is to propose a risk assessment method suitable
for industrial SCADA systems that will allow the
determination of the optimum level of security investment
and definition of different levels of acceptable risk.

II. INFORMATION SECURITY RISK MANAGEMENT

The sum of system vulnerabilities, threats to the system
and impacts makes up the risk. Risk is a function of the
probability that a particular source of threat will use a
potential vulnerability, resulting in detrimental and unwanted
impact on the business. In order to undertake risk analysis,
the following factors must be recognized, assessed and
defined: (1) asset; (2) vulnerability; (2) threat; (4) impact
and (5) controls.

There are no risk-free systems, and the costs of such a
solution would surpass the asset value to be protected or the
value of the losses caused by the risk. Therefore, the focus is
directed from avoiding to managing the risk, with pre-
defining the acceptable risk level. Risk management includes
several steps: (1) identification of the system and system
components; (2) identification of asset and its value; (3)
establishing of the security objectives; (4) risk analysis
through identification of vulnerabilities and threats; (5) risk
assessment; (6) making decisions on acceptable risk; (7)
selection and implementation of measures to decrease the
level of risk. Risk management is a continuing process and
all steps are cyclically repeated in order to improve the
security system and decrease the level of risk.

In discussing ICT security, risk pertaining to a particular
resource is assessed on the basis of the asset value, resource
vulnerabilities, threats that might abuse those vulnerabilities,
probability that the threat will be realized and impact caused
if the threat is realized [5]. Risk management includes
identification, selection and implementation of controls that
will decrease the assessed risk to the acceptable level.

The most important part of the risk management process
is risk assessment, which is also the area most susceptible to
errors. Literature lists different approaches, methods and
tools for the information security risk assessment.
Qualitative assessment proposes methods that interpret loss
as a subjective measure, i.e. risk level is assessed as low,
middle or high. Quantitative assessment is based on a
mathematical approach (numerical analysis, statistical
methods) that interprets risk in numerical values of
appropriate units. These can include economic values such
as the expected annual loss, investment return, etc. A
comparative analysis of the different approaches to risk
assessment can be found in [6].

Information Security Risk Analysis Method (ISRAM) [7]
is a quantitative method that allows effective participation of
managers and staff into the process. Structured in seven
steps, ISRAM provides a guideline for risk assessment that
considers the probability of occurrence as well as the
consequences of occurrence of security breaches. A risk
management framework using Bayesian networks has been
proposed in [8], with the objective to determine the network
compromise probability under different levels of attack.
Iheagwara [9] represents a model that introduces the
Cascading Threat Multiplier (CTM), multiplying factor that
will be included into expanded definition of Single Loss
Expectancy (SLE). CTM is somewhat subjective and is
introduced mainly for the purpose to think in broader terms
and look at the bigger picture when considering the risks
associated to the compromise of a given asset. In the method
proposed by Suh and Han [10] the significance of various
business functions of the business model and the necessity of
various IS assets are determined. Considering that the
available risk assessment methods and tools are expensive
and designed for large enterprises, a simplified risk
assessment algorithm that is tailored for the small and
medium enterprises has been proposed in [5].

Although quantitative approaches enable precise risk
assessment, methods which propose expressing ICT
resources value only by their book value are inadequate for
SCADA systems. Security risk assessment in such systems
assumes definition of risk metrics based on the probability of
attacks occurrence and their impact to the continuity and
performance of the industrial process [11], [12]. Loss
assessment pertaining to a realized risk is complex and there
is no reliable methodology to enable forecasting loss with
high precision. For better results, more parameters should be
included in the analysis. The main novelty of this work is the
proposal of an improved risk assessment method, which
calculates loss expectancy taking into account the impact of
attack strength to SCADA system’s performance and the set
of different conditions that may increase indirect losses.

III. THE PROPOSED SCADA RISK ASSESSMENT METHOD

The objective of investing in ICT security is increasing
the security of information assets from all types of threats.
Investments in ICT security can be financially represented,
which is not the case with their benefits in terms of
decreased potential losses. The questions that need to be
answered are: (1) when is a system secure enough and (2)
what is the price of such a protection, because a greater
investment in security does not necessarily ensure a higher
level of security.

An expected result of the information security risk
management process is a quantitative value assigned to each
risk that can be used for ranking all risks, complete with
defining of critical levels and priorities, measures to ensure
feasibility of investing in security and preparations for
unexpected costs.

Traditional risk assessment assumes calculation of the
SLE as a function of two variables: Asset Value (AV) and
Exposure Factor (EF). Variable EF denotes the ratio of lost
assets in a particular incident. On the basis of Annual Rate
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of Occurrence (ARO) the value of the Annual Loss
Expectancy (ALE) can be determined, as follows

.ALE SLE ARO AV EF ARO     (1)

The indicator of cost effectiveness of investing in ICT
security is Return on Security Investment (ROSI), calculated
as investment return ratio within the stipulated period and
represents the balance of ALE reduced by the ratio of
prevented attacks and capital invested in security
mechanisms (CS) [13], i.e.

 S S% / .ROSI ALE RiskMitigated C C   (2)

We further propose a modification of the traditional
method for risk assessment in calculating the efficiency of
the Intrusion Detection System (IDS) and Intrusion
Prevention System (IPS) for protection against a particular
class of attacks (e.g., DDoS) on the infrastructure of the
SCADA systems. SCADA systems use specific IDS/IPS
equipment due to dedicated application layer protocols [12],
[14]. To calculate ROSI, it is necessary to estimate the value
of the investment in security mechanisms, costs created by
occurred attacks and the ratio of prevented attacks.

Investing in a security system can incorporate a single
investment into the implementation of a security system (CI)
and annual maintenance that includes system updates and
technical support (CM). Because the initial investment is
substantial, an average costing over a number of years (Y)
needs to be factored, beginning with the first year of the
implementation of security, as follows

S I M / .
1
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(3)

Costs caused by attacks can be divided into: (1) direct,
that come as a consequence of the disruption of the
production process, and (2) indirect, that include system
recovery costs and numerous additional costs, i.e. penalties
for failing to meet obligations, irrecoverable loss in natural
resources, damage to the environment, etc. To determine the
costs created as a consequence of a realized attack, the basic
ALE formula is used whereby the sum of all maximum direct
losses (DL) during an attack is multiplied by the number of
potential attacks during a year. The formula is then modified
by the weighting factors that quantify indirect costs (W) and
weighting factor WA which role is to scale the proposed
maximum direct losses as a function of strength of attack. In
general, the assumption is that there are M types of direct
losses and N different conditions that can contribute to
indirect losses. This way we obtain the following expression
for the ALE

A ( ) .
11

i j
N M

ALE W W DL ARO
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(4)

Selection of weighting factors might be a delicate process,
which depends on a number of techno-economic conditions
and is, certainly, company-specific. The first prerequisite is

to carry out the analysis of historical data in order to obtain
statistical values. Second, the probability of the attack(s)
occurrence should be determined. Relying on those results,
the attacks' effects on the overall costs (direct and indirect)
should be predicted. Finally, in order to measure the attacks'
impact on the performance, it is desirable that a company
defines its key performance indicators (KPIs). KPIs are
defined according to company’s key performance objectives
(productivity, availability, reliability, security, network
outage impact reduction, integrity, downtime, etc.) that
should support fulfilment of business objectives [15].

Figure 2 illustrates the calculation defined by (4).

Fig. 2. The factors of Annual Loss Expectancy in SCADA system.

IV. CASE STUDY

We observe a run-off-river hydropower plant with the
total installed power of 270 MW. The assumption is that two
Network IDS/IPS are installed, the first towards the
corporate network, the second towards the process network,
and one Host IDS per each key server (Fig. 3).

Fig. 3. Architecture of SCADA network in hydroelectric power plant.

In this scenario, the direct loss is caused by the outage in
the electric energy production which can come as a
consequence of the outage of the production unit, if the
target of the attack was the controller of the aggregate block,
or as a consequence of failure in power regulation due to the
outage of the remote management system. The above costs
correspond with the duration of the attack (tA), time required
for system recovery, installed power of the plant (P) and unit
price of electric energy (cE). The recovery time is stipulated
to be proportionate to the WA weighting factor with the
recovery time after a maximum strength attack (tRmax).
Consequences of the attack can be classified into several
groups, i.e.: (1) control disabled without impact on the
management; (2) control and management from the remote
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control centre disabled without impact on the local
management and production; (3) control and management
from the remote and local control centres disabled without
production outage; (4) all control and management systems
outage with minor impact on the production process; (5) all
control and management systems outage with major impact
on the production process. An example for the indirect costs
would be the penalties paid for not delivering contracted
energy (WE) and losses created by the evacuation of excess
hydro-potential (WH), if the attack occurred during a period
of high inflow, i.e.

A E H A A Rmax E( ) .ALE W W W P t W t c ARO   (5)

An attack can occur at any time of day or year and it is
difficult to forecast potential effects. However, it is possible
to assess the impact on the costs if an outage in the remote
management system caused overflow of excess water. An
example pertaining to the defining of weighting factors is
provided in Table I. On the basis of thus defined probability
functions for weighting factors, expected annual loss can be
determined.

TABLE I. WEIGHTING FACTORS.

Impact Very
low Low Medium High Very

high

WA
Probability 40 % 25 % 20 % 10 % 5 %

Value 0.01 0.2 0.25 0.5 1

WE
Probability 5 % 20 % 50 % 20 % 5 %

Value 1 2 3 4 5

WH
Probability 0 % 50 % 35 % 15 % 0 %

Value n.a. 1 1.5 2 n.a.

Literature [9] stipulates that the probability of detected
attacks on the IDS systems falls within the 61.5 % to 86.2 %
band. In SCADA systems the intensity of traffic does not
show substantial variation, which increases the probability of
detection / prevention of attacks (the example proposes the
value of 90 %). According to the research [3] the highest
probability of downtime caused, for example, DDoS attacks
is 30 minutes. The maximum recovery time is stipulated to
be 120 minutes. The ROSI value depends on the predicted
number of attacks on the annul level. In the provided
example (Fig. 4) a positive value is achieved if ARO  3.
The same graph shows the correlation of ROSI with the
weighting factor WA, which varies depending on the defined
probability function.

Fig. 4. ROSI as a function of: a) ARO (WA def. Table I), b) WA (ARO = 1).

In making decisions regarding the cost effectiveness of
investing in security mechanisms it is important to set a
threshold which considers the importance of SCADA

systems in the industrial systems and the consequences that a
denial of remote management service will have on the
society (the graph shows a definition of threshold 1 that
accepts the investment for the predicted number of 2 attacks
per year, notwithstanding the negative value of ROSI).

V. CONCLUSIONS

The paper proposes and investigates an improved method
for information security risk assessment, which is suitable
for industrial SCADA systems. The method introduces
weighting factors that quantify losses in accordance with the
attack conditions and its strength. We also discuss the
prerequisites for determining the values of weighting factors,
according to company-specific needs. The case study refers
to security risk assessment of the SCADA system in a
hydropower plant. Applying the proposed method in a real
system enables the assessment of potential loss expenses and
cost-benefit analysis of the stipulated security mechanism.
Establishment of a predefined threshold for ROSI should
contribute to determining the optimal level of investment in
security.
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