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Abstract: A privacy and authentication protocol (PAP) requires a
tag to perform four simple operations in mobile communications:
Comparing two numbers used to execute a hash function, storing and
retrieving a number in users’ memory banks, and flipping a bit. In
this paper, we will propose an improved PAP which is well-secured
and efficient in a small amount of computations, and is also capable of
dealing with both privacy and authentication.
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1 Introduction

Radio Frequency Identification (RFID) tag is a small electronic component, which
is easy to be embedded in different products (Chen et al., (2007); Wei et al.,
(2011); Qian et al., (2016)). Furthermore, the RFID tag can be read by radio
wave within several meters without having direct contact or using the line of sight
scanning. The RFID systems are convenient due to its fast speed in identifying
an object; therefore it became more and more popular in many industries, such
as supply chain management, e-passports, and credit cards (Hunter, (2005); Liu
et al., (2015); Musa et al., (2015); Naveed et al., (2012); Wei et al., (2011, 2006)).
Although RFID systems have many benefits as described above, these functions
could result in many security and privacy problems (Hwang et al., (2009); Juels,
(2006); Khedr, (2014)). Such problems could occur when the cloning of tags
replaying attack, disclosure of private information, and fake authentication have
taken place (Cui, (2016); Wei et al., (2012)).

Many researchers have proposed various solutions in the last few years
(Chikouche et al., (2015); Kang et al., (2008); Liu et al., (2009); Peris-Lopez et al.,
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(2009); Sun et al., (2008); Tajima, (2007); Zhang et al., (2008)). Recently, one of
the researches called “Privacy and Authentication Protocol (PAP)” is proposed
(Liu et al., (2009)); it is applied in supply chain management. The PAP is the
procedure of an authentication protocol for making an inventory of products in a
store, checking the sold products, and dealing with the product returning services.
The PAP can resist replayed attack and mutual authentication. Unfortunately, we
have found out that the PAP protocol cannot resist private information leakage
and tag cloning. In fact, private information leakage attack can disclose the secret
data on tag, and the attacker could easily clone the tag so that the reader cannot
authenticate the genuine tag.

For example, one of the researchers named Chris Paget used inexpensive off-
the-shelf components to build a mobile platform that can clone a large number
of the unique electronic identifiers used in US passport cards and next generation
driver licenses (Goodin, (2009); Zhou et al., (2015)). Cloning and impersonating
RFID tags could be financially lucrative for hackers or malicious employees in
all applications. Therefore, tag cloning and private information leakage attack are
considered the serious security obstacles for strengthening RFID systems. In this
paper, we will present the leak in the PAP protocol. More precisely, we will analyze
the security weaknesses of PAP protocol and fix them while preserving the privacy
and authentication feature. We have proposed a new PAP protocol which not only
prevents replayed attack and mutual authentication, but also resists tag cloning
and private information leakage.

The remainder of this paper is organized as following. In Section 2 we will
review the PAP protocol. Section 3 has the analysis of the vulnerabilities of the
PAP protocol. Section 4 contains a countermeasure and security analysis. Finally,
the concluding remarks and future work are represented in Section 5. Table 1
shows the notations used throughout the paper.

Table 1 Notations and indexing terms

id | A static identification.
K | A secret key.
Privacy bit | Setting 0 indicates the tag has non-privacy
while 1 indicates the tag has privacy.
name | The name of the tag (ex. item of product).
ne | The tag generates its own random nonce.
n, | The reader generates its own random nonce.
T; | The i-th timestamp.
ids | A counterfeit tag.

2 Review of the PAP

The PAP involves three entities: tags, readers, and a back-end database. PAP
recognizes the reader and the server as one entity and shares a secure channel. On
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the other hand, the other channel between the reader and the tag is considered
insecure. In PAP, each tag and database need to store a record consisting of these
four values: (1) the tag initialized with a static identification id, (2) a secret key
k shared by both the reader and the tag, (3) the product type with a generic
name, and (4) a privacy bit set to 0 or 1, which indicates whether the tag is in
non-privacy or privacy. The PAP also includes the following four situations: in-
store, checkout, out-store, and return protocols. The in-store protocol focuses on
the inventory, and the reader queries a tag located within a store; therefore, Liu et
al. assumed all of the readers in a store are authorized, and the tag’s privacy bit is
preset to 0. The checkout protocol is used to query a tag and to authenticate each
other during a checkout procedure. After the tag has left the store, the off-store
protocol is adopted to query the tag within home. The return protocol is used to
cope with the returning of an item from where it was sold. The steps of the in-store
protocol in PAP are described in Figure 1.

Step 1: The reader sends query to the tag.

Step 2: The tag generates a random nonce n;, and then sends itself a static
identification id and sends n; to the reader.

id k name Privacy Bit id k name Privacy Bit

Database/Reader Tag

(1) Query

(2) Zd7 Tt

Figure 1 The in-store protocol in PAP.

The steps of the checkout protocol in PAP are represented in Figure 2. The first 2
steps are identical as in the in-store protocol. Other steps are listed as follows.

Step 3: The reader searches the secret key k by id, and then computes H; =
h(ng, k). After that, the reader generates a random nonce n, and sends
(Hy,n,) to the tag.

Step 4: The tag verifies whether H; is successful. If it recognizes the secret key k,
then the tag would compute Hy = h(n,, k), which will be sent to the reader.
Then the reader checks Hy. The authentication will be finished if the check
is successful. Otherwise, it would fail.

The steps of off-store and return protocols in PAP are similar to that of the in-
store and checkout protocols, respectively. The only difference is that the tag sends
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id k name Privacy Bit id k name Privacy Bit
Database/Reader Tag
(1) Query
(2) Zd, Tt
Hl = h(nt, k) (3) Hl,nr
} Verify Hy
If success
(4) H2 H2 = h(nr, k)
Verify Ho

Figure 2 The checkout protocol in PAP.

id to the reader in the in-store and checkout protocols, while the tag sends name
to the reader in out-store and return protocols in PAP. The more description was
in (Liu et al., (2009)).

3 Vulnerabilities of the PAP Protocol

The PAP protocol is used to automatically identifying, categorizing, locating
and tracking the products. The PAP assumes that "PAP is an established level
of security that does not allow unauthorized RFID readers within a scanning
range of these tags”; however, this assumption is actually not practical. Since
the business spies or malicious employees could surreptitiously listen to the entire
communication message through radio waves, therefore, the process is easy to be
sniffed or eavesdropped. One important condition for a secured RFID system is
that even if the attacker is able to observe all interactions between the reader and
the tag, the attacker still could not obtain useful messages to track or fake. In
PAP, the business spies or malicious employees can clone the tag that has a low
price, and then attach this replica to the valuable product in order to cheat the
reader.

In this section, we will demonstrate how to clone the tag and expose the
private information in PAP. One prerequisite is that the attacker must be able to
eavesdrop on the communication message between the tag and the reader.

Attacker 1 (Tag Cloning): Although PAP assumes that only legitimate readers
can query the tag, the PAP does not prevent the malicious employees from
cloning the tag. Since the communication message (id,n;) is not encrypted
in Step 2 in in-store protocol, business spies or malicious employees can
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collect communication messages and then duplicate the tag to transmit
counterfeit message (id,n;) in order to cheat the reader in in-store protocol.
This situation allows the reader to believe that the tag is still in the list of
inventory; however, in fact, the tag is a fake one. Such scenario is considered
as a successful attack in tag cloning. The attacker performs actions in the
following steps as shown in Figure 3.

Step 1: A normal communication session takes place. The attacker is able
to sniff out the message id.
Step 2: When the communication message of in-store protocol reaches Step

2, the attacker then eavesdrops the message id sent by the tag.

At the end of Step 2, the counterfeit id, is generated. The id4 and the n;
are used in the next session when the reader queries the tag.

id k name Privacy Bit id k name Privacy Bit
Database/Reader Fake Tag/Attacker
(1) Query
(2) idA, T

Figure 3 Attacker 1 in PAP.

Attacker 2 (Exposed Privacy Information): After he/she bought a product

and went out of a store at off-store protocol, an arbitrarily reader is able to
get close to the tag and then get the generic name of the product by off-store
protocol, which would result in an information leakage. In fact, the business
spy is capable to know what a customer have bought in this supermarket or
what item sells best. The detailed steps are shown in Figure 3. Note that the
messages are not encrypted to protect privacy.

4 Countermeasure and Security analysis

As stated in Section 3, the PAP protocol would be vulnerable to attacks including
tag cloning and privacy information leakage. In this section, we will show that
PAP’s improved protocol can resist these attacks. The key weakness behind this
protocol is that the communication messages are sent between the tag and the
reader by radio wave, which does not give the corresponding encryption.



A Secure Privacy and Authentication Protocol for Passive RFID Tags 7

In order to mend the PAP protocol, we will reuse one of the previously
implemented primitives, or more precisely, the primitive in hash function and
the timestamp. There are established levels of security when a tag is in different
location, namely in-store protocol, checkout protocol, off-store protocol, and return
protocol. The former two protocols occur when the tag is inside a store. The later
two protocols occur when the tag is in the checkout counter and when it goes out
of the store. The purpose of the in-store protocol is to have the ability to query a
tag located within a store and then make an inventory. Each tag has i¢d; which is
the i-th static identification id, the product item name, and a secret key k and i-th
timestamp T;. Each tag and the reader keep (id;, k,name). To resist the possible
replayed attacks, the timestamp is attached, which means that we can analyze
the possible attacks later. The querying process consists of two steps as shown in
Figure 4.

Step 1: Initially, the reader generates a timestamp T; and sends it to query the
tag. The tag then uses the reader’s timestamp 7T; and the tag’s k to compute
M, = h(k,T;).

Step 2: The tag responds with its (id;, M7) to the reader. The reader first checks
whether the timestamp is in the time interval or not. If the timestamp is
legitimate, it would go on to the next step; otherwise, the query fails. The
reader will generate fresh timestamps if they query again. After successfully
checking the timestamps, the reader computes M; depending on the ¢d; and
k found in the database, and then the tag is written in the list of inventory
if the reader has been successfully checked.

id; k name id; k name

Database/Reader Tag

(1) Query, T;

My = h(k,T})

(2) idy, M,

Figure 4 The in-store protocol in the proposed PAP.

The purpose of checkout protocol is not only querying a tag, but also
authenticating both the reader and the tag by connecting to a back-end database
to check the product’s selling procedure. The checkout protocol consists of four
steps in Figure 5; note the first two steps are identical as in the in-store protocol.
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Step 1: Initially, the reader generates an i-th timestamp T; and sends it to query
the tag. The tag uses the reader’s timestamp 7; and the tag’s k to compute
My = h(k,T;).

Step 2: The tag responds with its (id;, M;) to the reader. The reader first checks
whether the timestamp is within time interval or not. If timestamp is
legitimate, it would go on to the next step; otherwise, the query fails. The
reader will generate fresh timestamps if they query again. After successfully
checking the timestamps, the reader computes M; depending on the id; and
k found in the database. If the reader verifies that the tag My = h(k,T;)
is successful, the reader would generates a next timestamp 7;;; and then
compute My = h(name, Ti11).

Step 3: The reader generates a timestamp and sends the (Ma, T;11) message to
the tag, and then the tag verifies the value of M. If the verification is
successful, it would compute the value Ms3.

Step 4: The tag sends M3 to the reader. Upon receiving M3, the reader uses its
local values to verify Mj.

id; k name id; k name

Database/Reader Tag

(1) Query, T

2) id M, M = h(k,T;)
My~ h(k,T;)
M = h(k, Tiz1) (3) My, Tips

Verify M,

If success

(4) My M3 = h(name, T; 1)

Verify Mjs

Figure 5 The checkout protocol or return protocol in the proposed PAP.

The off-store protocol and return protocol are adopted when the tag leaves the
store. The goal of off-store protocol is to query a tag if you have a smart machine.
For example, a smart refrigerator can soon know exactly what food it contains
through the tag, what you’ve already eaten today, and what food will be ran out
of. These smart refrigerators can query the tag by off-store protocols, which are
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convenient to us if it could recognize the state of the food inside them. The off-
store protocol consists of two steps as shown in Figure 6.

Step 1: Initially, the reader generates an i-th timestamp T; and sends it to query
the tag. The tag uses the reader’s timestamp 7; and the tag’s name to
compute M7 = h(name, T;).

Step 2: The tag responds with its (id;, M1) to database/reader. The reader first
checks whether the timestamp is within time interval or not. If timestamp is
legitimate, it would go on to the next step; otherwise, the query fails. The
reader will generate fresh timestamps if they query again. After successfully
checking the timestamp, the reader computes M; depending on the id; and
the name found in the database. Next, the tag will be written in a smart
machine if the reader has been checked successfully.

id; k name id; k name

Database/Reader Tag

(1) Query,T;

M; = h(name, T;)

(2) id;, M,

M, . h(name, T;)

Figure 6 The out-store protocol in the proposed PAP.

The return protocol will not be frequently used if after-care service seldom
happens. Most stores have after-care services, meaning they are willing to alter an
exchange or refund on those unsatisfactory goods, since they need to maintain the
market by raising customers’ satisfaction, or more importantly, their loyalty to the
store. In other words, a customer can return or exchange the goods back to the
store. The store needs to verify whether or not the good was sold from there, so,
the mutual authentication becomes important. We have assumed that the steps of
the return protocol are the same as the ones in the checkout protocol.

The detailed steps of our proposed protocol are described in the last paragraph.
In our proposed protocol, the reader not only could successfully resist the tag
cloning, but also could successfully establish a mutual authentication with the tag.
Next, we will analyze our scheme in different types of attacks. We first give it
a brief description for each attack, and then we will analyze the security of the
proposed protocol by examining the required properties and the possible attacks
as follows:

1. Resistance to replayed attack. The attacker repeats or delays the same
message when valid data are transmitted. The adversary tries to intercept
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the data and retransmit them, and then cheat or spoof either the reader or
the tag in order to obtain the access data. In our proposed protocol, the
attacker may replay the response M; from a tag and M, from a reader.
However, the attacker will replay the invalid value because the timestamp T;
is limited in certain time interval from the reader or the tag, while the new
timestamps are generated in each session. Therefore, the attacker could not
obtain the access data even if they replay the message either from the reader
or the tag.

2. Tag cloning. The attacker eavesdrops the message from the tag, and then
clones the tag by writing all the obtained data into other tags since the
tags are usually attached to the product within open environments, such as
supermarkets, hospitals, schools, and other public places. In our proposed
protocol, although the attacker could eavesdrop id;, M; and Mz from the
tag, the attacker could not clone the tags because the messages M; and Mj
are well-constructed by a hash function. Thus, tag cloning is infeasible if an
attacker attempts to certify the fake message M; or Ms. In addition, the
attacker would find it difficult to understand the disclosed message such as
My, M5, and M3, which are protected by integrated timestamp 7; and a
hash function. In fact, the timestamp is a value that is being continuously
changed in each session. Therefore, the attacker could not clone the tag from
the past communication messages.

3. Resistance to disclosed information. The attacker can know what items
the consumer has bought from the store or what books the consumer
have borrowed from the library by eavesdropping. The computation of M;
includes the hash value and timestamp 7; in off-store protocol. Therefore,
the name is well-protected by a hash function.

4. Mutual authentication and data integrity. The tag must prove its identity
to a reader, and the reader must prove its identity to the tag, before
transmitting the message. In our proposed protocol, the tag and the reader
authenticate each other because only the genuine reader has the value h(id;)
to generate the value Ms; only the genuine authentic tag has the secret
value k to generate consistency value, and to verify the success among them
followed by generating the response Mjs. Therefore, only the authentic reader
and the authentic tag have the ability to generate the required values.

The performance is evaluated in our proposed protocol in terms of security,
computational cost, communication cost, and storage requirement. First, we
compared the strength of security with PAP protocol that is described in Section
3; we analyzed the attacks for PAP protocol, which is vulnerable to tag cloning and
private information leakage in the four-scenario protocol. Note that the message
is in plaintext, which is easy to a clone tag and then to cheat the reader. Since
the communication message (id;,n:) is not encrypted, those business spies or
malicious employees could get the message (id;,n;) and then duplicate the tag.
The compared security list of PAP protocol and our proposed protocol are shown
in Tables 2 and 3. We have proven that our proposed protocol is more secure than
PAP protocol, because the timestamp is combined with the hash function at four
scenarios.
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Second, the computational cost for our proposed protocol involves only that
the timestamp is considered, which has a low-cost and can be effectively generated.
The computation of our proposed protocol for Tag is 1 hash at in-store and off-
store protocols, and 2 hashes at checkout and return protocol, while the PAP has
1 hash at checkout protocol and none at other two protocols. The computation of
our proposed protocol for Reader contains 1 hash at in-store protocol and off-store
protocol, 3 hashes at checkout and return protocol, while the PAP has 2 hashes
at checkout and return protocols, and none at other two protocols. The Reader
and Tag computations of PAP are lower than our proposed protocol, because our
proposed protocol is encrypted in each message before transmitting the message.
The traffic cost of our proposed protocol and PAP are equal, two values 16bits,
between the tag and the reader. The operation types of our proposed protocol are
hash function and timestamp; the PAP is hash function and privacy bit. The total
steps of our proposed and PAP protocol are equal, which are 3 steps. They are
shown in Table 4. In short, although the tag computation and reader computation
of ours are higher than PAP, our proposed protocol is proven to be more secure
than PAP at Tables 2 and 3.

Finally, we examined the storage requirements of our proposed protocol; it is
required to store three values, id;, k, and name, with total 24bits. The PAP is
needed to store four values id;, k, name, and private bit, with total 32bits. In
summary, our proposed protocol requires a less number of memory sizes than that
of PAP protocol.

Table 2 The security characters for different in-store and out-store protocols.

In-store & Out-store In-store & Out-store
Protocols of PAP Protocols of the Proposed PAP

Tag

Cloning No Yes
Information

Leakage No Yes
Resistance to

Replay Attack Yes Yes

5 Conclusions

In this paper, we have analyzed the security of the PAP protocol. We have
shown that an attacker can clone the tag and disclose the tag’s information by
eavesdropping. Thus, PAP protocol cannot enhance the security of RFID systems
under a passive attack. We also have proposed a new privacy and authentication
protocol. The proposed PAP improves the security, reduces computational cost,
ensures tag cloning resistance, and further prevents the privacy information
disclosure problem. Further, we have reduced one unit of the memory size on the
tag so it only needs to store (id;, k,T;). The proposed PAP would be both secure
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Table 3 The security characters for different checkout and return protocols.

Checkout & Return Checkout & Return
Protocols of PAP | Protocols of the Proposed PAP
Tag
Cloning No Yes
Information
Leakage No Yes
Resistance to
Replay Attack Yes Yes
Mutual
Authentication Yes Yes
Table 4 The performance comparisons for different protocol.
Tag Reader Traffic | Total Operation | Memory
Computation | Computation Steps Types Size
In-store &
Out-store none none 16 bits | 2 steps none 32 bits
Protocol
of PAP
Checkout &
Return 1 hash 1 hash 16 bits | 4 steps hash, 32 bits
Protocol private bit
of PAP
In-store &
Out-store 1 hash 1 hash 16 bits | 2 steps hash, 24 bits
Protocol of timestamp
Our Proposed
Checkout &
Return 2 hashes 3 hashes 16 bits | 4 steps hash, 24 bits
Protocol of timestamp
Our Proposed
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and efficient in supply chain management, therefore making it very attractive to
low-cost RFID systems.
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