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Abstract this level of transactional integrity since replies sent

after the transactions have completed may be lost, and
The Web frequently suffers from failures which affectreplies sentduring the transaction may need to be
the performance and consistency of applications rumevoked if the transaction cannot complete. This is an
over it. An important fault-tolerance technique is theinherent problem with the original “thin” client model
use ofatomic transactiondor controlling operations of the Web, where browsers were functionally barren.
on services. While it has been possible to make servewith the advent of Java it is now possible to consider
side Web applications transactional, browsers typicallempowering browsers so that they can fully participate
did not possess such facilities. However, with thewithin transactional applications. However, to be
advent of Java it is now possible to considerwidely applicable, we claim that any such transaction
empowering browsers so that they can fully participatgystem must meet the following three requirements:
within transactional applications. In this paper we
present the design and implementation of a standarc@
compliant transactional toolkit for the Web. The toolkit (ji) it must not compromise the security policy imposed
allows transactional applications to span Web browsers at the browser’s site; and,

and servers and supports application specific . v with ) dard
customisation, so that an application can be madfil) it must comply with appropriate standards.

transactional without compromising the securitywe have designed and implemented tHESArjuna
policies operational at browsers and servers. system, a transaction toolkit that meets the above
requirements. Our toolkit allows transactional
applications to span Web browsers and servers and

The Web frequently suffers from failures which canSUpPports application specific customisat_ion, SO that an
affect both the performance and consistency oppphcatlo_n_ can be mz_ide tr_a_nsactlonal . without
applications running over it. For example, if a userCOMPromising the security policies operational at

purchases a cookie (a token) granting access to kgowsers and servers. The toolkit complies with the

newspaper site, it is important that the cookie iOMG Object Transaction Service (OTS) and the Java

delivered and stored if the user’s account is debited; gransaction Service (JTS) standards [OMG95][VMI6].

failure could prevent either from occurring, and Ieavée‘lthf’“gh the ,OMG has“ spemﬂed several Obj.eCt
the system in an inconsistent state. For resources sugh'vices. there is no specification for an overall object

as documents, failures may simply be annoying tgnodel with which to glue them together into a coherent
users; for commercial services, they can result in los@PPlication development framework. Therefore, we
of revenue and credibility. have provided a high-level APl which allows

programmers to be isolated from many of the issues
Atomic transactions are a well-known technique forinvolved in building transactional applications. This
guaranteeing application consistency in the presence Pl is the result of extensive experience with the
failures. Web applications already exist which offeroriginal C++ Arjuna distributed transaction system
transactional guarantees to users. However, currentisDP95][SKS95].
these guarantees only extend to resources used at Web ) o
servers, or between servers; clients (browsers) are ndt Transaction standards for distributed
included, despite their role being significant in Objects
applications such as mentioned previously. Providin

end-to-end transactional integrity between the browsear:Or a transaction system to be widely applicable, it

and the application is important: in the previousmUSt conform to the standards. The most widely

example, the cookieustbe delivered once the user’s accepted stan_dard for distributed objects_ Is the
account has been debited. Cgi-scripts cannot providg®mmon — Object  Request Broker —Architecture

it must support distributed, nested transactions;

1. Introduction



(CORBA) from the Object Management Group 9 o Writing OTS applications

(OMG). It consists of the Object Request Broker (ORB)

that enables distributed objects to interact with eacd© participate within an OTS transaction, a
other, and a number of services have also beeRrogrammer must be concerned with:

specified, which include persistence, concurrency
control and the Object Transaction Service.

2.1 The Object Transaction Service

The Object Transaction Service supports the well
known concept of ACID transactions. The OTS
provides interfaces that allow multiple distributed
objects to cooperate in a transaction such that all
objects commit or abort their changes together.
However, the OTS does not require all objects to have
transactional behaviour. Instead objects can choose not
to support transactional operations at all, or to support
it for some requests but not others.

The transaction service specification distinguishes
betweernrecoverable objectandtransactional objects
Recoverable objects are those that contain the actual
state that may be changed by a transaction and must
therefore be informed when the transaction commits or

aborts to ensure the consistency of the state changes.

This is achieved be registering appropriate objects that
support the Resource interface (or the derived °
SubtransactionsAwareResource interface) with

the current transaction. In contrast, a simple
transactional object need not necessarily be a
recoverable object if its state is actually implemented
using other recoverable objects. The major difference is
that a simple transactional object need not take part ip
the commit protocol used to determine the outcome of
the transaction since it does not maintain any state
itself, having delegated that responsibility to other
recoverable objects which will take part in the commit
process.

The OTS does

creating Resource and
SubtransactionAwareResource objects for
each object which will participate within the
transaction/subtransaction. These resources are
responsible for the persistence, concurrency
control, and recovery for the object. The OTS will

invoke these objects during the
prepare/commit/abort phase of the
(sub)transaction, and thResources must then
perform all appropriate work.

registering Resource and

SubtransactionAwareResource objects at the
correct time within the transaction, and ensuring
that the object is only registered once within a
given transaction. As part of registration a
Resource  will receive a reference to a
RecoveryCoordinator which must be made
persistent so that recovery can occur in the event
of a failure.

ensuring that, in the case of nested transactions,
any propagation of resources such as locks to
parent transactions are correctly performed.
Propagation of
SubtransactionAware ~ Resource objects to
parents must also be managed.

in the event of failures, the programmer or system
administrator is responsible for driving the crash
recovery for each Resource  which was
participating within the transaction.

not provide anyResource

o ) o implementations. These must be provided by the
It is important to realise that the OTS is simply agpjication programmer or the OTS implementer. The
protocol engine that guarantees that transactionalinierfaces defined within the OTS specification are too

behaviour is obeyed but does not directly support all ofy,\_jevel

for most application programmers.

the tra_nsaction properties. A_s such it requires othe_r Corherefore, we have designed JTSArjuna to make use of
operating services that implement the requireday common Object Services interfaces but provide a

functionality, including:

higher-level API for building transactional applications

«  Persistence/Recovery Servideequired to support and frameworks. This APl automates much of the
the atomicity and durability properties. (There is@bove actiiies concerned with participating in an
no recovery service currently specified by theOTS transaction.

OMG.)

The architecture of the system is shown in figure 1. As

«  Concurrency Control Servic&®equired to support We shall show, the API interacts with the concurrency

the isolation properties.

control and persistence services, and automatically
registers appropriate

resources for transactional

objects. These resources may also use the persistence
and concurrency services.



Trans. Appl. Trans. several JTSArjuna classes must use this framework to
Framework — Application provide portability across SecurityManagers.

3.1 Configuration model

Software components are split into two separate
entities: the interface component and the
implementation componenThe interactions between
implementations can only occur through interfaces. A
State OTS protocol Resource _single interface can be_ use(_j to access multiple
engine Subtran- implementations, and a sm_gle |mplementatlor_1 can be
Resource accessed through multiple interfaces. Tleeessity of
providing multiple interfaces to implementations has
long been recognised. However, we take this further by
allowing the bindings of interfaces to implementations,
and the interfaces an implementation can tmessed
Figure 1: JTSArjuna structure through, to be dynamic and configurable. Applications
are written only in terms of interfaces, and although an
3. Requirements for configuration application can request a specific implementation, it
occurs in a way that allows this request to be changed
The wuse of Java to implement transactionalwithout modifying the application. Therefore, this
applications raises some important security issues. Jawllows the application to be adapted for each
security is imposed by a SecurityManager object, whichsecurityManager by ensuring that interfaces use only
defines what a program can, and cannot dahose implementations which can operate within a
[DF97][JSF95]. However, there is no standard for theparticular environment.
SecurityManager implementation, with the result that . .
an application written for one interpreter may not be3-2 JavaGandiva implementation
able to execute as intended on another. The recefi an object-oriented language like Java, it is possible
addition of digital signatures, allowing users to speciffo map interface components and implementation
security capabilities on a per signature basis, increasgemponents ontinterface and implementation classes
the difficulties of building truly portable applications.  respectively. Object-orientation allows us to specify the

The constraints imposed by SecurityManagers Capinding_between intgrfacg class and implementation
directly affect transactional applications which may¢2SS eltmer ghrggghngerltance or dfelegatulm We d
require, for example, to make state updates persisteffdul'® the binding between interface classes an

by accessing the local disk. There are two obviougNPlémentation classes to be evaluated when the
solutions to this problem: (i) all objects must residelnterface class is instantiated. Therefore, delegation

within domains which have well-behaved securitybeSt mz_itches our requirements to control this binding
constraints (Web servers), or (i) modify the Javadtun-time [SMWO96].

language and the interpreter and provide ann order to leave this binding until run-time we must
implementation of the SecurityManager which relaxesspecify it as data and not within the code of the
these security restrictions [MA96]. The first solution isinterface class. The instance of the interface class
unnecessarily restrictive in environments wherg(interface objegtuses this data to create and bind to
SecurityManagers do allow programs increasedhe correct instance of the implementation class
flexibility. The second solution lacks portability as it (implementation obje}t To provide this separation of
requires users to have access to specialisé@terface component and implementation component
implementations. requires changing what would have been a single Java
eclass into three classes, and a Jawaface

JTSArjuna API

Concurrency
Control

management

ORB

Our solution was to design and implement th
JavaGandivaconfiguration support framework based (j) the interface classusers interact with instances of

on the model described in [SMW96], which isolates  this class, which defines the public operations that
applications and programmers from the differences can be invoked on the implementation. The only
between Java SecurityManagers. Applications can be jmplementation specific information present in the

dynamically configured to take advantage of the class definition is a reference to an instance of an
environment in which they execute. As we shall show,



implementation interfageto which the interface Object (CMO). The CMO containsdata which

delegates all operations. specifies the interface to implementation bindings for
. . . . L the application, and any data required by
(ii) the implementation interfacethis is a Java implementations for initialisation. The data may also

e e s Ilomon 1 s s gPECly aerate implementaons, . becase o
. mp : 9 possible security restrictions. At bind time an interface
that all implementations conform to a known type.

interrogates the CMO to determine which

(iii) the implementation classnstances of this class implementation it requires, and then passes this
represent the implementation of an object.information to the run-time system. Importantly for our
Implementation classes can be derived frompurposes, the CMO data associated with an application
multiple implementation interfaces. can be specified at run time, therefore providing a way

to configure the application for each user and

(iv) the control class this class provides access to environment.

operations that manipulate the non-functional
characteristics of an implementation class.3.4 JavaGandiva run-time support

e e o . e neine un-ime consiss prmariy of amplemertaon
Interface classes provide an operation that can bRep_o SItOWhICh 'S useq for creating new instances of
used to request an instance of the implementation’ arbitrary) |mplemen_tat|on classes given t_helr clas_s
control class. ames. Ir_nplementatlo_n classes can be registered with
the repository so that instances of them can be created
Figure 2 shows an object structure formed by the abovater. The repository isolates interfaces from direct
classes, where the implementation specific objects aigplementation creation; as we shall see, all aspects of
shown in grey. implementation creation are hidden within the
Control repository, so that modification of the types of
interface implementations available to an application and
Control object interface does not require changes to either.

Figure 3 illustrates how an interface uses these objects
when binding to an appropriate implementation. When
an interface requires to be bound to an implementation,
Implementation object ?t interroga_tes the application CMO _ for the
— implementation type. It then requests an instance of
this type from the repository. If the requested
implementation type does not exist, or cannot be used
within the current environment, then the binding will
fail. The interface can then attempt an alternate
binding if one is specified by the CMO. Importantly,
Implementation none of this is visible to the application, which simply
interface attempts to create and use an object.

Java application

Interface .
e

Interface object

Figure 2: Interface, Implementation and Control Objects.

[ 1

3.3 JavaGandiva built-time support

The JavaGandiva build-time system offers support to
programmers to construct applications from existing
interfaces and to build new interfaces and
implementations. Interfaces can be automatically
generated from a high-level definition language, and
contain the ecessary code to interact with the run-time
system to bind to an appropriate implementation (as Configuration support framework
described in the next section).

To incorporate configurability into an application, the Figure 3: Application execution environment.

programmer creates &onfiguration Management



attributes  using firstAttributeName and

nextAttributeName

3.5 Specifying an application’s
configuration

by the ObjectName class. This configuration @ flexible mannerObjectName stores and retrieves
information is maintained as a setaifributes each  the information using a separate NameService interface

attribute is a name (string), value pair. An interface?nd implementation. Therefore, the means of storing
object uses the attributes ©bjectName to determine this configuration data can be changed simply be

the type of its implementation; this implementation canchanging the NameService implementation. For
also use thebjectName to configure itself, e.g., to €xample, the JDBC (Java Database Connectivity) API

obtain its initial state. If multiple bindings are possibleis @ standard SQL databasgess interface, providing
for the interface because of possible securityNiform access to a wide range of relational databases.

implementations.

The (simplified) signature oDbjectName , without
the exceptions it can throw, is shown below:

public class ObjectName implements
Serializable

{
/Il the supported attribute types
public static final int SIGNED_NUMBER = 0;

/I for C++ compatibility
public static final int UNSIGNED_NUMBER = 1;

public static final int STRING = 2;

public static final int OBJECTNAME = 3;
public static final int CLASSNAME = 4;
public static final int UID = 5;

public int attributeType (String attrName);
public String firstAttributeName ();
public String nextAttributeName (String curr);

/*

* Now a series of set/get methods for each
* type of attribute. We show only two for

* simplicity.

*/

public long getLongAttribute (String atr);
public String getStringAttribute (String atr);

public void setLongAttribute (String atr,
long value);
public void setStringAttribute (String atr,
String value);

public boolean removeAttribute (String atr);
public boolean equals (ObjectName objectName);
public boolean notEquals (ObjectName objName);

/I how to store/retrieve data
private NameService _nameService;

}

theObjectName data could be maintained within such
a database. However, to minimise external
dependencies, our current implementation for Web
applications embeds th@bjectName data within the
HTML document which is downloaded with the Java
application. The HTML document is created
automatically from a separate description language.

3.6 Implementation repository

The implementation repository is provided by the
Inventory, which is an interface class and a set of
implementation classes. To be able to create
implementations for interfaces, the inventory must be
populated with these implementations. Populating the
inventory can occur:

1) statically at build timeeach implementation can be
registered with the inventory when the application
is built, i.e., a specific inventory is constructed for
each application. If implementations are required to
be added or removed from the inventory then the
inventory implementation must be modified.

2) dynamically at run timeimplementations may be
loaded across the network or from the local disk.
Given the name of a class, an inventory can attempt
to load it dynamically. This has the advantage of
flexibility, but requires the sources of these
implementations (e.g., Web servers) to remain
available while the application is being configured.

Because the inventory is accessed through a well-
defined interface, changing the implementation from,
say 1) to 2), does not require any changes in an

An attribute value can be one of six basic typesapplication.

ObjectName is responsible for run-time

YPe The Inventory interface class has methods for

checking: an exception is raised if an interface reques@btaining an instance of an implementation from its

the wrong type for an attribute. There are methods fOEIass name

For simplicity we show only a

creating new attribute name, value pair mappings, anfjepresentative set of these methods, without the

for retrieving an attribute given its name. Additionally,

exceptions they throw:

it is possible to query the type of an attribute using

attributeType

, and to iterate through all of the



public class Inventory

public synchronized Object createVoid
(String typeName);
public synchronized Object createObjectName
(String typeName,
ObjectName paramObjectName);
public synchronized Object createResources
(String typeName,
Object[] paramResources);

/*

* A handle on the application’s inventory

* for bootstrapping (already bound interface
* and implementation.

*/

public static Inventory inventory ();

public SimpleObjectStore implements
ObjectStorelmple

public boolean canExecute ()
{
/*
* First get handle on current
* SecurityManager.
*

SecurityManager manager =
System.getSecurityManager();

if (manager == null)
return true; // no restrictions!
else

{
/*

} * There is a SecurityManager, so

Each create method takes the name of the */mte"ogate -

implementation class to instantiate and, depending on
the method, may pass additional parameter(s) to the ?y
created implementation. For example, f*
createObjectName will pass the ObjectName * Assume these file names were read

. . S * from the ObjectName when we were
parameter to the implementation when it is created. In « ceated.
order that the inventory can deal with any Java *
|mpI(_amentat|on cl_ass, it returns all cre_ated objects to manager.checkRead(*/ObjStore/data’)
the interface as instances of the J&gect class, manager.checkWrite(*/ObjStore/data);
which is the base class from which all Java classes are manager.checkDelete(*/ObjStore/data”);
derived. The interface can then safely convert this back

to the actual type.

return true;

catch (Exception €)

3.7 Determining security restrictions R

In order to configure itself to operate within a specific :Securit_yl\/lanager raised an
security environment, an application must be able to frcbo™ could try altermate
determine the restrictions imposed by that ¥

environment. At bind time an interface must be able to
determine whether the implementationdteives from }
the inventory can work within the current security }
restrictions. Therefore, each implementation objec
must provide acanExecute method which returns ) ) )
either true if it can execute within the current4. JTSAruna implementation
environment, or false if it cannot. When the inventory
returns an implementation object, the interface calls]
this method to determine whether the object ca
function. If it cannot, the interface can ask the
ObjectName for the name of another implementation,
and pass this to the inventory.

return false;

TSArjuna exploits object-oriented techniques to
resent programmers with a toolkit of Java classes
rom which application classes can inherit to obtain
desired properties, such as persistence and concurrency
control [MCL97]. These classes form a hierarchy, part
of which is shown below.

To determine whether or not it can function within the

security environment, the implementation object may

extract information from th®©bjectName it is given

when it is created, e.g., the location of the object store

database to use. Shown below is @mExecute

method for a simple object store service which writes to

the local file system:



and remote implementations, where the interface uses
User classes . .
a client stub (proxy) to remote services.
Y

Persistent objects are assigned unique identifiers
(instances of the Uid class), when the are created, and
AtomicAction) this is used to identify them within the object store.
States are read using ttead_committed  operation

and written by the write_(un)committed
operations.

public interface ObjectStorelmple

public boolean commit_state (Uid id);

Figure 4: JTSArjuna class hierarchy ipél;pllc InputObjectState read_committed (Uid

_public InputObjectState read_uncommitted (Uid

g - 16);

As we shall show, apart from specifying the scopes ofabnc boolean remove_committed (Uid id);
transactions, and setting appropriate locks withirpublic boolean remove_uncommitted (Uid id);

i icati blic boolean write_committed (Uid id,
objects, the appll_c_a_tlon programmer does not have ar®y/ OutpuObjectState State);
other responsibilities: JTSArjuna guarantees thagypiic boolean write_uncommitted (Uid id,
transactional objects will be registered with, and be OutputObjectState state);
driven by, the appropriate transactions, and crash _
recovery mechanisms are invoked automatically in thd.3 Recovery and persistence

event of failures. At the root of the class hierarchy is the class

4.1 Saving object states StateManager . This class is responsible for object

) activation and deactivation and object recovery. The
JTSArjunaneeds to be able to remember the state of a%mplified signature of the class is:

object for several purposes, including recovery (the

state represents some past state of the object) aRmeplic abstract class StateManager
persistence (the state represents the final state of aQic poolean activate ();

object at application termination). Since thesepublic boolean deactivate (boolean commit);
_requirements hqve common functional?ty they are allpUIinC Uid get_uid (); / object's identifier.
implemented using the same mechanism: the classes
InputObjectState and OutputObjectState. /I methods to be provided by a derived class
The classes maintain an internal array into whichFublic abstract boolean restore_state
instances of the standard types can be contiguously (InputObjectState 0s);
packed (unpacked) using appropripgek (unpack) public abS”aCt(%OUC::fS‘trC‘)giavc‘igf;?éeos);
operations. This buffer is automatically resized as

required should it have insufficient space. Theprotected StateManager ();

instances are all stored in the buffer in a standard forffotected StateManager (Uid id);
(so-called network byte order) to make them maching

independent. Any other architecture independen
format (such as XDR 0ASN.1) could be implemented
simply by replacing the operations with ones
appropriate to the encoding required. (We are currentl
examining using the new object serialization
mechanisms within the Java language.)

bjects are assumed to be of three possible flavours.
hey may simply berecoverable in which case
StateManager  will attempt to generate and maintain
ppropriate recovery information for the object. Such
bjects have lifetimes that do not ceed the
application program that creates them. Objects may be
recoverableand persistent in which case the lifetime
4.2 The object store of the object is assumed to be greater than that of the
creating or ecessing application, so that in addition to
aintaining recovery informatiogtateManager  will
attempt to automatically load (unload) any existing
fpersistent state for the object by calling Heévate
r(deactivate ) operation at appropriate times. Finally,
objects may possess none of these capabilities, in which

Implementations of persistence can be affected b
restrictions imposed by the Java SecurityManage
Therefore, the object store provided WXRSArjunais
implemented using the techniques

interface/implementation separation described earlie
The current distribution has implementations which
write object states to the local file system or database,



case no recovery information is ever kept nor is objectinder  programmer  control, since just as
activation/deactivation ever automatically attempted. StateManager  cannot determine if an operation
modifies an object,.ockManager cannot determine if

If an object is recoverable (or persistent) thenan operation requires a read or write lock. Lock

StateM?ntager (Wh"\’:” erf::r\r/r?ize de;:t?\/ateomira;ggs release, however, is under control of the system and
save_state P g¢d i ' requires no further intervention by the programmer.
restore_state (while performingactivate ) at

. X . : ... Thi h he two-ph roper n be
various points during the execution of the application. s ensures that ‘the two-phase property ca

. X correctly maintained.
These operationsmust be implemented by the y
programmer sincé&tateManager cannot detect user public abstract class LockManager

level state changes. (We are examining the automatic extends StateManager
generation of default save_state and restore_stapgbiic LockResult setlock (Lock toSet,
operations, allowing the programmer to override this int retry,

when application specific knowledge can be used tq int timeout)

improve efficiency.) This gives the programmer the . : . .
o . . o The LockManager class is primarily responsible for
ability to decide which parts of an object’s state should ; .
: anaging requests to set a lock on an object or to
be made persistent. For example, for a spreadsheet | . ; -
L lease a lock as appropriate. However, since it is
may not be necessary to save all entries if some values . )
. erived fromStateManager , it can also control when
can simply be recomputed. Theave_state

; : : some of the inherited facilities are invoked. For
implementation for a clasBxample that has integer .
: : ) example,LockManager assumes that the setting of a
member variables calledl B andC could simply be: . o : : ;
write lock implies that the invoking operation must be

public boolean save_state(OutputObjectState o) about to modify the object. This may in turn cause
return (0.packint(A) && o.packint(8) recovery mformatlon_tq be sav_ed if the object is
&& 0.packint(C)); recoverable. In a similar fashion, ceessful lock
} acquisition causesctivate  to be invoked.

4.4 The concurrency controller The code below shows how we may try to obtain a
The concurrency controller is implemented by the clasgvrite lock on an object:
LockManager ~ which provides sensible default .

. . . ., _public class Example extends LockManager
behaviour while allowing the programmer to override;
it if deemed necessary by the particular semantics gfublic boolean foobar ()
the class being programmed. As witateManager AtomicAction A = new AtomicAction:
and persistence, concurrency control implementationsooolean result = false;
are accessed through interfaces. As well as providingA begin():
access to remote services, the current implementations’ '

of concurrency control available to interfaces include: if (setlock(new Lock(LockMode.WRITE) ==
Lock.GRANTED)

» local disk/database implementation, where locks { .
are made persistent by being written to the local '+, some work, and 3TSArjuna wil
file system or database. :/guarantee ACID properties.

e a purely local implementation, where locks are
maintained within the memory of the virtual
machine which created them; this implementation if (A.commit() == AtomicAction.COMMITTED)
has better performance than when writing locks to {
the local disk, but objects cannot be shared ,
between virtual machines. Importantly, it is a basic }
Java object with no requirements which can be elAseroIIback()'
affected by the SecurityManager. ’

/I automatically aborts if fails

result = true;

. . return result;
The primary programmer interface to the concurrency

controller is via thesetlock  operation. By default, !
the runtime system enforces strict two-phase lockingl.5 Configuration hierarchy
following a multiple reader, single writer policy on a

) . e . . i i I inheriti
per object basis. Lock acquisition is (oBaessity) Figure 5 shows a transactional user class inheriting

from LockManager. Internally, LockManageccesses



the concurrency service (CC) through an interface, and Type of operation

Time taken

Fa

StateManager does likewise with the persisten
service (POS). For each applion object, the

—

Update a persistent objeq 21.6 milliseconds

implementations of CC andOS are not chosen until
run-time. Additional implementations can be provide
without changing the JTSArjuna system

Update recoverabl 11.2 milliseconds

object

d a

r

applications which use it. The JTSArjuna API isolatg
programmers from the differenttOS and CC

sCreate and commit a nul|l 1.1 milliseconds

transaction

implementations, allowing them to concentrate on tf
application.

I
ts

i . -
%reate and commit a nu 1.9 milliseconds
nested transaction and i

parent

User cla@

Concurrency service

Local disk

Concurrency
interface

LockManager memory

CC daemon

“—@

Persistence Local disk

interface

POS daemon

Persistence service

Figure 5: Configuration hierarchy

5. Performance results

Table 1:JTSArjuna performance figures

These figures represent the initial implementation of
our Java transactions. Based upon our experiences with
JTSArjuna and its C++ counterpart, we believe that
further optimisations to the system are possible which
will improve performance.

6. Newspaper example using JTSArjuna

In this section we shall illustrate the different aspects
of constructing a transactional application using
JTSArjuna. Consider the example of subscribing to an
on-line newspaper described in the introduction.

The entities involved in the newspaper application are:

the user’s on-line bank, from where funds will be
debited. We shall assume that the newspaper's
account is also located here.

the newspaper site, where the user’s details will be
added upon successfully completing the transaction.

« the user's browser site, where a cookie
authenticating the user must be delivered and
stored.

Table 1 shows some basic performance results for . _

JTSArjuna, obtained usingDK1.2 running on a Sun Each Of the er_wtltles IS _represented as a _separ_ate
Ultra Enterprise 1/170 with 128Meg of RAM. In thesetran_sactlonal object (see figure 6). A transaction w_|II
tests, the transactional object operated upon had bdegln whe_n the user downloads th_e Java appl_lcat_lon
single integer as its state. (As shown in the table, thi@nd tyPes in the bank account details. The application

transactional object was sometimes only recoverabldVlll then attempt to debit the account and, if

i.e., its state was not obtained from/saved to disk.) AIPUCcessful, place the cookie within the cookie object at
timings have been averaged over 1000 runs. the browser. It will then commit the transaction. If a

failure occurs, the transaction and all of its work will
be aborted.
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Figure 6: Transactional newspaper.

BankAccount B1 = new BankAccount(UserNumb);
BankAccount B2 = new BankAccount(PaperNumb);
Cookie C = new Cookie();

A.begin();
if (B1.debit(amount) && B2.credit(amount))

{
if (C.depositCookie(UserDetails))
A.commit();
else
A.abort();

else
A.abort();

Once the application has been constructed, we can
decide on the configuration. The transactional object
within the browser represents the cookie, which is

We first use the transactional toolkit to construct thdnitially empty. Upon socessful completion of the
application classes and partition the application asransaction, the cookie will have been stored for future
shown. An example of the cookie class which residesise. The requirements on concurrency control for the

within the browser is:

public class Cookie extends LockManager
E)ublic Cookie ();

public boolean depositCookie (UserDetails obj)

AtomicAction B = new AtomicAction();
boolean result = false;

B.begin (); // start transaction
/I automatically nested if one
/I is already running

if (setlock(new Lock(LockMode.WRITE) ==
Lock.GRANTED)

userDetails = obj;

if (B.commit()) // aborts if cannot commit
result = true;

else
B.abort();

return result;

public boolean save_state
(OutputObjectState 0s);

public boolean restore_state
(InputObjectState 0s);

private UserDetails userDetails;

cookie are minimal since there will be no concurrent

access by multiple users; therefore, the local non-
persistent concurrency control implementation can be
used. Since this implementation can be guaranteed to
work under all SecurityManagers, we require no

alternate.

Obviously we would like to store the cookie on the

user’'s local disk. However, security restrictions

imposed by the browser’s SecurityManager (or by the
user if digital signatures are being used) may prevent
this. Thus, we require an alternate form of persistence
in these situations. In this example we shall assume
that the newspaper site will provide a persistence
service implementation which is available remotely

should the local implementation fail.

After identifying the application configuration, we can
construct the HTML document containing the
configuration information which will be downloaded
with the Java application. (The ‘~’ and ‘" characters
preceding eactattribute value are used for runtime
type checking bybjectName .) Importantly, there are
no requirements from the application user: all
implementations will be loaded across the network
when required.

An example of the server code is shown below. Apart
from declaring instances of the required objects and
invoking the methods for transferring funds between
accounts and depositing the cookie, the programmer
need only start and terminate the transaction. The
transaction system will guarantee the outcome even in

the presence of failures.

AtomicAction A = new AtomicAction();



<HTML> money, and may require the service provider to
<HEAD><TITLE>Example Applet</TITLE></HEAD> perform complex procedures to verify the cookie was
<BODY> : R ; :

<APPLET CODE=TranApplet.class WIDTH=400 lost, invalidate it and issue another.
HEIGHT=200>

<PARAM NAME=0SClassNamel
VALUE="~LocalObjectStorelmple”>

<PARAM NAME=0SLocationl
VALUE="l/tmp/ObjectStore">

<PARAM NAME=0SClassName2
VALUE="~RemoteObjectStorelmple”>
<PARAM NAME=0SLocation2 Obiect
VALUE="Iglororan.ncl.ac.uk”> )

<PARAM NAME=CCClassNamel é)

cgi-script

/8

VALUE="~LocalCCImple">

</APPLET>

</BODY>

</HTML>

The preferred type of the persistence service is
LocalObjectStorelmple, with the attribute name o
OSClassName, and the location of the object store is Figure 7: transactions through cgi-scripts

f[he directory /tmp/ObjectStore. |If thIS fails, th_e 7.2 Transactions in persistent Java

interface can use the alternate implementation _ _ _
RemoteObjectStorelmple which is on the specifiedlhere are seyeral groups working on incorporating
machine. The concurrency service is local. If thetransactions into persistent Java [MA96]. These
programmer wishes to change the configuration of théchemes are based on providing atomic actions with
application, only modifications to the HTML document Orthogonal-persistence objects are written without

are required. requiring knowledge that they may be persistent or
) ) atomic: the Java runtime environment is modified to
7. Comparisons with other systems provide this functionality. The program simply starts

) and ends transactions, and every object which is
We are not aware of any other working OTSNTSpanipulated within a transaction will automatically be
compliant, configurable transqctlon system; therefo_re,,n(,ide atomic. Although these approaches provide a
in this section we brie_fly describe some systems whickonvenient programming model, we believe that they
offer limited functionality. are unsuitable for Web applications for the following

7.1 Transactions through cgi-scripts reasons:

Figure 7 shows how it is possible to use cgi-scripts tcgi) They require changes to the Java interpreter and

allow users to make use of applications which Ia_nguage. Applications vv_ritFen u_sing these systems
manipulate atomic resources [TRA96]: the user selects  Will Only execute on specialised interpreters.

a URL which references a cgi-script on a Web servefil) Both schemes assume that the entire application
(message 1), which then performs the action and will be written in Java, and will not be distributed,
returns a response to the browser (messagée)the i.e., it will either execute at the browser or at the
action has completed. (Returning the message during Web server.

the action is incorrect since the action may not be ablg Concluding remarks

to commit the changes.)

In a failure free environment, this mechanism WorksThiS paper has described the design and

well, with atomic actions guaranteeing the consistency plementation of JTSArjuna, a standards compliant

of the server application. However, in the presence o olkit for the construction of fault-tolerant Web and
failures it is possible for message 2 to be lost betweelfiternet applications using atomic actions. The toolkit
the server and the browser. If the transaction commitsaddresses the requirement for end-to-end transactional

the reply will be sent after the transaction has endedluarantees by allowing applications to be built which

therefore, other work performed within the transaction®"'cOMpPass Web browsers, rather than just Web

will have been made permanent. For some application%ervers' Transactional objects can reside within Web
ervers, and interact with objects and applications

this may not be a problem, e.g., where the result i§_ . - .
y P 9 within other browsers or backoffice environments. As

simply confirmation that the operation has been Il as bei dard iant. th tem d i
performed. If the result is a cookie, however, the loss opvell as being standards compliant, the system does no

the cookie will leave the user without his purchase an§ompromise the security policy imposed at the



browser’s site. This means that applications can bfbMGQS] “CORBAservices: Common Object

built without requiring specific security policies, such
as being able to write to the local disk. An application
can be configured at build-time or run-time to adapt to

Services Specification”OMG Document
Number 95-3-31, March 1995.

the environment/user in which it runs, enabling thg[SKS95] S. K. Shrivastava, “Lessons learned from
same application to execute anywhere. building and using the Arjuna distributed
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