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Abstract: Information plays a fundamental role throughout an enterprise architecture, figuring as a strategic component 
to fulfill its business processes. The application of IT Risk Management models is a key success factor to 
reach organizations goals. However, just by adopting risk management practices is not enough to guarantee 
the expected benefits. Organizations face a growing need to know how efficient their business processes are, 
including its risk management processes, so that an efficiency degree can be stated in a determined scale, by 
knowing existing deficiencies, and to make an improvement plan to raise process quality and to compare its 
performance with other similar enterprises. Due to the diversity of maturity models and their characteristics, 
this paper developed a comparative study between the main maturity models of the market, in which it was 
possible to define, with the help of the decision technique AHP – Analytic Hierarchy Process, the process 
evaluation model of COBIT 4.1 to measure risk management of IT maturity in modern enterprises. 

1 INTRODUCTION 

It is vital to all organizations to manage risks in order 
to make full use of its services and processes, where 
information takes a very important and valuable 
place. Critical business processes depend on risk 
management strategies in order to have assets under a 
safe enterprise architecture. Koehler (2015) 
emphasizes that, whereas we have the impression that 
the potential benefits and risks may not differ 
significantly for smaller or larger organizations, the 
potential of an organization to concern itself with the 
potential impact of a technology may differ 
significantly with its size and IT-related maturity. 
According to the IT Governance Institute (2007), 
successful enterprises make great efforts in knowing 
and managing IT risks of their assets. In Brazil, the 
Brazilian Institute of Corporative Governance 
(IBGC) recommends that all organizations adopt a 
risk management system to control corporative risks 
in a preventive manner, likelihood, impacts and 
treatment measures. Weill & Ross (2006) consider 
risk management a key element of governance, and 
when it is not well defined and implemented, it can 
result on unnecessary expenses, high general costs, 

operations interruption, and insufficient initiatives to 
manage organizational performance.  

Thus, we understand that IT risk management is 
essential to achieve the organization´s goals, but it is 
not enough. There is a growing need to know the 
efficiency of how risk is being managed within the 
organization. The efficiency of the risk management 
process is named Risk Management Maturity. The 
standard ISO/IEC 15504-1 (2004) recommends the 
adoption of a capacity and maturity evaluation 
process in order to allow the comparison of levels 
between organizations, independently of its 
dimension. Hopkinson (2011) states that a significant 
transformation of risk management capacity in an 
organization takes a long time, and it demands effort 
and time. Therefore, the risk management process 
evaluation of its maturity level is both necessary to 
understand the present situation as well as to the 
continuous improvement of the IT infrastructure 
management.  

Though there has been great effort to implement 
risk management practices in organizations, we lack 
the use of methods to measure the maturity of these 
practices. Shahzad and Safvi (2010) say that 
organizations that are reaching a higher maturity level 
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can better avoid risks in their initial phases of the 
implementation process. These organizations need to 
make use of existing maturity models to make these 
measures. The authors have identified some problems 
related to choosing a risk management maturity 
model, such as: 

• A lack of criteria that helps managers choose the 
Best maturity model that can be applied to IT risk 
management; 

• A considerable variety of existing maturity 
models, not necessarily aligned or integrated, which 
makes it hard to choose one of them;  

• A lack of adequate instruments associated to 
data collection in order to do a practical evaluation of 
maturity models of IT risk management (Shahzad and 
Safvi, 2010).   

This paper presents a solution proposal to 
evaluate IT risk management maturity of 
organizations, as a means to answer some of the 
problems described above. For this particular reason, 
we are seeking to reach the following objectives.  

• A comparative study of maturity models such as 
frameworks, standards and academic models, to 
identify their characteristics and to help find out the 
best one to apply in our context; 

• The selection of this particular model that can be 
customized for IT risk management, based on specific 
criteria; and 

• The development of an artifact to collect and 
evaluate IT risk management risks based on the 
selected model.  

This paper is structured in 3 parts, containing the 
main concepts used in the context, the methodology 
used to reach the results and our conclusions.  

2 BACKGROUND 

We present in this section the concept of risk, risk 
management process and IT governance as a clear 
understanding of how these elements are 
complementary in nature. 

2.1 Risk Definition 

The definition of risk, based on canonic dictionary 
definitions, may vary from author´s view, however, 
the understanding of risk basically states that it is the 
“hazard or hazard likelihood” or “a situation of more 
or less prevision of the probability of gains or losses”. 
The ISO Guide 73 (2009) defined risks as “the effect 
of uncertainty in the objectives”. These uncertainties 
shall not be strictly taken as something negative, in 
the contrary, they can be positive and seen as an 
opportunity to work in favor of reaching the 

organization´s goals. According to IBGC (2009), risk 
is “something that probably will fail” but also from 
the perspective of quantifying and qualifying 
uncertainty in regards do gains or losses. According 
to the Orange Book (2004), risk is defined as the 
uncertainty of the result of actions and events, either 
as an opportunity (positive risk) or as a threat 
(negative risk). 

2.2 Risk Management 

IT has then become omnipresent and essential for any 
business. Because of its indispensable nature, risk 
management has also become vital. In all domains, 
risk management activities must be under control 
(Barafort, 2016). The definition of risk management 
is associated with a set of a necessary activities 
organized to manage risks. According to ISO Guide 
73 (2009), the standard that defines the vocabulary of 
risk management area, risk management is a 
coordinated set of activities to direct and control an 
organization in reference to its risks.   Elmaallam and 
Kriouile (2011), state that risk management is an 
indispensable discipline to any organization to reach 
its goals. Ramos (2008) says that risk management is 
the process that identifies and treats risks in a 
systematic and continuous manner. Silveira (2010) 
emphasizes that risk management is one of the main 
functions of managerial boards within the corporative 
governance process. SEI – Software Engineering 
Institute (2010) defines risk management as a 
continuous process to anticipate problems, 
considered an important part of enterprise 
administration applied to the whole project lifecycle, 
in order to mitigate, in an effective manner, risks and 
its critical impacts to projects. DSIC (2013) considers 
that risk management is a set of processes that allow 
the identification and implementation of protective 
measures necessary to implement security measures 
that are necessary to minimize or eliminate risks to 
which information assets are submitted, in order to 
balance them with operational and financial costs 
involved. It is thus possible to find many different 
definitions of the risk management process. 
Coso (2007) states that risk management is a process 
to be applied in the establishment of strategies, 
formulated to identify throughout the organization 
potential events that can affect the goals, and to 
manage risks in a way that they can be compatible 
with the organization´s risk appetite and to allow 
reasonable guarantee of goal achievement. We can 
see that despite the differences among the cited 
definitions, risk management is an essential part of 
the organizations general strategies, and its 
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definitions can both used for negative and positive 
situations. Furthermore, whereas practices of 
management, it is understood that the good practices 
of Enterprise Risk Management imply in creating 
synergies between risk management activities and 
increasing risk awareness which facilitates better 
operational, tactical and strategic decision-making 
(Oliva, 2016). 

2.3 Risk Management Process 

According to ISO 31000 (2009), the risk management 
process is the systematic application of policies, 
procedures and management practices to activities 
namely communication, consultation, context 
establishment, and in the identification, analysis, 
evaluation, treatment, monitoring and critical 
analysis of risks, as illustrated in figure 1. 

 

Figure 1: The risk management process (ISO, 2009). 

The risk assessment activity is divided in these 
three activities: risk identification, risk analysis and 
evaluation that interacts constantly with the 
communication and monitoring activities, thus 
generation risk treatment solutions. 

2.4 IT and Corporative Governance 

We can consider that risk management is being 
adopted by organizations as part of the corporative 
governance, which is defined as a system to direct, 
monitor and incentive organizations (IBGC 2009). 
Corporative governance is also defined as a set of 
mechanisms that help corporative decisions to be 
taken in order to maximize business value generation 
perspective in a long term. Corporative governance 
also provides an architecture where objectives are 
defined and performance is fostered, established and 
monitored (OECD, 2004). The ISO/IEC 38500 
standard of corporate governance of information 

technology defines governance as a system where 
organizations are directed and controlled (ISO, 2008). 
The IT governance concept is not different from the 
general concepts of governance, because the 
principles are the same: decision structure, 
monitoring, accountability, etc. Weill and Ross 
(2006) define governance as a specification of 
decision rights and a framework of 
accountability to stimulate desired actions in the use 
of IT. Theses authors also emphasize the importance 
of IT governance in the organizations by saying that 
a good IT governance harmonizes the decisions of the 
administration and the use of IT with the desired 
behaviors and business goals (Weill and Ross, 2006). 

3 METHODOLOGY 

In order to identify and select the existing maturity 
models, we conducted several interviews with 
specialists in the area, bibliographic research and 
content analysis. In order to define the criteria to use 
in the choice of a maturity model, we applied 
questionnaires with the IT staff involved in the 
context of a Brazilian IT public sector enterprise. We 
used a Delphi technique to obtain a reasonable 
consensus of the interviewees, who also analyzed the 
obtaining criteria.  Considering tangible and 
intangible opinions from decision makers, we used 
the AHP – Analytic Hierarchy Process – a 
mathematical model to support decision theory 
(SAATY, 2009). Based in a maturity model chosen, 
we developed a data collection method to evaluate the 
maturity model that could be applied to the IT risk 
management process in the designed context.  

4 MATURITY MODELS 
COMPARISON 

We present here the data analysis obtained from the 
models selected as part of our study. We used five 
maturity models and frameworks available in the 
literature as well as existing standards:  Capability 
Maturity Model Integration (CMMI) 1.3, Control 
Objectives for Information and Related Technology 
(COBIT) 4.1, Formação de Valor em Sistemas de 
Atividades Humanas (FVSAH), ISO/IEC 15504 
standard and Risk Maturity Model (RMM). 
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Table 1: Resulting comparative analysis of maturity models applied to IT Risk Management. 

In our study, we extracted common features found in 
the models, grouped in five different categories: 
structure, conception, robustness, flexibility and 
costs. Based on these information, we built the 
comparison table (Table 1), presenting the main 
models characteristics.  We present a group of criteria 
that was used to make the selection of the model, as 
part of the following activity. A group of five senior 
specialists from the analyzed context (Brazilian IT 
public sector enterprise) evaluated the relevance of 
the criteria in order to choose one of the maturity 
models in the context of IT risk management.  

4.1 Criteria Structure to Use in the 
AHP Technique 

We identified 13 criterions to categorize the features 
of the maturity models analyzed. This was submitted 
to the opinion of the specialists to obtain a relevant 
set of views with the help of Delphi method.  

‘To support the choice of a maturity model, we 
applied the technique AHP - Analytic Hierarchy 
Process - because it is a method that demands the 
definition of hierarchical criteria, grouped in five 
categories.  

From this hierarchy (figure 2) it was possible to 
determine the structure with AHP, by taking the 
criteria in pairs to be submitted to comparison. 

For instance, the ‘structure’ criteria have two 
others: ‘level quantity’, ‘maturity scale description’  
and ‘level dependency’. The comparison was made as 
follows:  

 

Figure 2: Hierarchical structure of used criteria to evaluate 
maturity models. 

1st comparison: quantity of levels and description 
of maturity scales; 

2nd comparison: quantity of levels and 
interdependence between them; 

3rd comparison: description of maturity scales 
and the interdependence between the levels.  

We submitted the comparison table to six senior 
professionals who individually manifested their 
opinions about each criteria, in a total of 69 
comparisons, which were all combined with the use 
of the AHP technique.  
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Table 2: Obtained weigh of each evaluated model. 

 

Table 3: Average weight of evaluated criteria. 

 

4.2 Obtained Results from the AHP 
Technique 

One of the main goals of the AHP technique is to 
make interviewees aware of the evaluated objects. 
However, in this research, we made a blind 
evaluation, by omitting to the interviewees the 
relationship between the evaluated criteria and the 
corresponding model. The reason for the blind 
evaluation was not to influence the opinion measure 
obtained and to avoid tendency choices. The results 
are shown in table 2. 

Following the same hierarchy defined to analyze 
the criteria, which also have weights that define their 
relevance in comparison to the other criteria; we 
calculated the relevance of them all, based on the 
calculus shown in table 3 with the average weights of 
the criteria level 1, 2 and 3 obtained from table 2. 

Table  4  presents  the  valued  obtained in table 3  

groped according to the main criterion obtained. After 
calculating the average of the criterion, it was 
possible to calculate the final scores of all models, 
thus indicating the preference of the interviewees to a 
specific model.  

Table 4: results grouped by criteria level 1. 

 

Table 5: Final maturity models scores obtained. 

 

Based on table 5, it is possible to verify the final 
scores obtained for each model, resulted from the 
total of all average of the criteria. Cobit scores 
reached  0.558 points, followed by ISO/IEC 15504 
with 0.0402 points and CMMI with 0.329 points. The 
VSAH model reached 0.234 points and RMM 0.223 
points. 

 

Figure 3: Maturity models interviewees preference. 

The analysis of the obtained percentages of the 
models allowed us to identify the Cobit 4.1 
framework as the adequate model to the interviewees 
preference, in relation to the other frameworks, and it 
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obtained 32% of the total scores. The second-best 
model was ISO/IEC 15504, with 23.0% of 
preferences, followed by CMMI 1.3 (18.8%) and both 
FVSAH (13.4%) e RMM (12.8%) as last preference. 

4.2.1 Reviewing Cobit´s Reference Model 

Once we defined a reference model to use, based on 
the multiple criteria analysis, we followed on to the 
development of the IT risk management maturity 
evaluation artifact. As we can see from the 
comparison made above, COBIT suggests a general 
evaluation template, not automated and with low 
levels of details. The self-assessment Cobit 4.1 guide 
(2011) suggests at least two instruments to help users. 
The first instrument is a table used to register the 
evaluation process results. The second one is a self-
assessment model with 2 sections: one session used 
to register quick results of the evaluation and a second 
session to register detailed results. However, these 
sessions do not allow the customization and 
contextualization of criteria and process attributes. 
Our proposed artifact differs from Cobit´s once it has 
a deeper level of details, allowing the evaluation to be 
more specific in regards to the IT risk management 
process maturity level.  

Cobit´s recent version maturity model is not based 
on CMMI anymore and is now referenced by the 
model established by the standard ISO/IEC 15504-2. 
Thus, all the original six level of maturity were kept, 
however they have different descriptions and 
meanings. The capacity levels ‘incomplete’, 
‘executed’ and ‘managed’ have a focus the 
knowledge of an instance of the organizations 
hierarchy, while the other levels ‘established’, 
‘predictable’ and ‘in optimization’ have their focus on 
the organization as a whole.  

Based on these new considerations, we propose 
here a new artifact to evaluate IT risk management 
maturity in organizations, particularly to be used in 
the context of Brazilian public enterprises, but it can 
also be used by other context-related organizations.  

4.3 IT Risk Management Maturity 
Evaluation Artifact  

Our proposed artifact presents, for each evaluation 
criteria, a set of base practices and work products 
(defined based on the Cobits 4.1´s PO9 Reference 
Model) and associated to the level 1 and to generic 
practices and generic work products (based on the 
standard ISO/IEC 15504) and associated to the other 
maturity levels. Our proposed artifact differs from 
Cobit´s due to the fact the it’s evaluation instrument 

presented, for each maturity level, a set of process 
attributes which were followed by another set of 
evaluation criteria.  

Thus, the evaluation artifact proposed in this 
paper adopts 42 evaluation criteria based on the 
original models, and detailed in 112 new evaluation 
criteria, respectively associated to the maturity levels, 
process attributes. Table 6 describes the distribution 
of the new evaluation criteria per maturity model.   

This new evaluation artifact, which incorporates 
new elements to the evaluation, allows the assessed 
organization to diagnosis and to answer more clearly 
the existence of a new practice or even a new work 
product, allowing the attribution of more objective 
answers and raising the evaluation precision.  

Table 6: Evaluation criteria distributed per maturity level, 
process attributes and types of evidence. 

 

As we can see on table 6, all 112-evaluation 
criterion are distributed by the 9 process attributes 
which determine the maturity level. Each process 
attribute has a set of evaluation criteria, which can be 
now grouped in 49 practices and 63 work products 
which help to generate evidences to reaching each 
level of maturity. This proposed artifact allows risk 
managers to register all collected work in the 
evaluated organization´s context as well as it 
automates the evaluation process.  

The evaluation is based on a Yes or No question, 
followed by the indication if the equivalent work 
product is fully implemented or not. 

After filling up the artifact, we must calculate the 
capacity index for each process attribute (1). For this 
particular purpose, we use the following formula:  

 = ∗ 100 (1) 

 
Represented as follows: 
PACI = Process Attribute Capacity Index 
QAA = Quantity of Affirmative Answers  
EQT = Evaluated Questions Total  
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After calculating the indexes for each one of the 
processes, it is necessary to determine the reached 
capacity levels, to which we use the following values. 
The classification N (not achieved) is used when there 
are no evidences of the attribute defined in the 
evaluation process. The P (partially achieved) is used 
when there is some evidence of the attribute, 
considering that some aspects of the attribute can be 
unpredictable. The L (highly reached) is used when 
there is evidence of the attribute in a systematic and 
significant way, also considering that there can be 
weak points related to it. Finally, the F (Fulfilled) 
classification is used when there is complete and 
systematic adherence to the evaluated attribute. 

In order to define the process level of maturity, 
each process attribute capacity must be evaluated 
separately. Generally, to reach a capacity level, the 
evaluated process attribute must obtain the L 
classification (highly reached) or F (fulfilled) and its 
process attributes of lower level must obtain the F 
classification (fulfilled). 

The 0 (zero – incomplete) level does not consider 
any process attribute. Starting from level 1, the 
process attributes are evaluated as requirements to a 
determined capacity level, which takes into 
consideration not only the process attributes which 
are required to that level, but also the process 
attributes of the previous level. 

4.4 Validation of the Evaluation 
Instrument 

For validation of the proposed evaluation instrument, 
an Excel spreadsheet was created that automates the 
process of calculating the percentage reached by the 
process attributes, also determining the level of 
maturity reached. The results of the application of the 
instrument are presented in two perspectives: analysis 
of the application of the instrument of maturity 
evaluation and results obtained by the application of 
the instrument of maturity. 

There were difficulties in understanding some 
terms used in the form from level 2 criteria and 
difficulty was that the evaluation criteria sometimes 
referred to work products required by the COBIT 
reference model. In view of the problems reported, 
some changes were made to the instrument and the 
evaluation process. 

After applying the evaluation tool, it was possible 
to identify that the CGTI is at level 1 of maturity 
(executed), and it is possible to affirm that the process 
reaches its purpose. For a more detailed analysis of 
the result, it is necessary to consult the results of the 
evaluations of the process attributes. 

5 CONCLUSIONS 

In this research, it was possible to show that the many 
different maturity models have distinct characteristics 
and goals. The comparative study presented here 
resulted in a comparative matrix describing in a 
systematic and objective form the main 
characteristics of these maturity models by 
considering perspectives of structure, conception, 
robustness, flexibility and costs.  

Even though any of the studied models may be 
used as a maturity evaluation process, Cobit was the 
model that presented a better conformance to the 
defined criteria of the specialists interviewed in the 
context of a Brazilian public sector enterprise, based 
on the AHP technique. Cobit obtained the higher 
scores and seems to be more adequate to perform IT 
risk management maturity evaluation.  

The application of AHP allowed the evaluation to 
be impartial without influencing the interviewees 
choices, because the compared objects were not 
explicitly declared, but rather they had their 
characteristics. 

We proposed here an IT risk management 
maturity evaluation artifact, based on the Cobit 4.1 
model. Our artifact lists 42 original criteria, expanded 
into 112 new criteria, allowing thus a more detailed 
evaluation, with more objective answers and more 
precision in the process attribute evaluation, but also 
aligned with the original criteria.  

We hope that this paper allows the development 
of future work to broaden the research and 
development of new artifacts.  

This research is being conducted within the 
master program of Applied Computing in the 
Computer Science Department of the University of 
Brasília, and our next step is going towards the 
application of the artifacts in the context of the public 
enterprises. We hope that by doing this, we will both 
obtain maturity levels as well as obtain a 
benchmarking of the evaluated enterprises.   

Finally, we believe that the IT risk management 
evaluation process allows organizations to identify 
their maturity levels and to thus design an evolution 
plan to foster IT governance via monitoring and 
critical analysis in the search for improving their risk 
management strategies. 
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